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This document uses the following typographic conventions to help you locate and identify
information:

Typographic Conventions

ltalic text |dentifies new terms, emphasis, book titles and text to enter on the keyboard
Bold text Identifies button names and other items that you can click or touch in the graphical user
interface or press on a computer keyboard

Note: Notes provide extra information about a topic that is good to know but not essential to the
process.

Tip: A useful hint for proper use of the product or software.

IMPORTANT: Identifies significant information that warrants more than ordinary consideration but
not essential to system security.

CAUTION: Cautions draw your attention to actions that could compromise the security of your
system or result in the loss of data.

©2015 ADT LLC dba ADT Security Services. All rights reserved. ADT, the ADT logo, 800 ADT.ASAP and the
product/service names listed in this document are marks and/or registered marks. Unauthorized use is strictly
prohibited. Portions of the software provided with this product may be subject to one third party licenses,

including licenses for the use of "open source" software. Details can be found in the file LICENSE_README.TXT
on the installation CD.
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Preface

FCC Compliance Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause
undesired operation.

Important Safeguards and Warnings

Electrical Safety

All installation and operation here should conform to your local electrical safety codes. The product
must be grounded to reduce the risk of electric shock. ADT assumes no liability or responsibility for all
the fires or electrical shock caused by improper handling or installation.

Transportation security
Heavy stress, violent vibration or water splash are not allowed during transportation, storage and
installation.

Installation
e Keep upright
e Handle with care
e Do not apply power to the NVR before completing the installation
o Do not place objects on top of the NVR

Qualified Service Personnel
All examination and repair work should be performed only by qualified service personnel. ADT is not
liable for any problems caused by unauthorized modifications or attempted repair.

Environment
The NVR should be installed in a cool, dry place away from direct sunlight.

Accessories
e Be sure to use only the accessories recommended by manufacturer.
o Before installation, open the package and check that all the components are included.
e Contact us if something is damaged in the package.

Lithium Battery
o When replacing the battery, make sure you are using the same type.
e Improper battery use may result in fire, explosion or personal injury.
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Thank you for purchasing the ADT® DVR 1604HF-U-E Hybrid Digital Video Recorder. This product is
available in the following model:

Welcome

DVR1604HF-U-E-ADT-8 | 16 Channel, 2U, Effio Hybrid Digital Video Recorder with 8 TB HDD

This user guide is designed to be a reference tool for the installation and operation of your DVR. Here
you can find information about DVR features and functions, as well as a detailed menu tree. Before
installation and operation, please read the following safeguards and warnings carefully.

Features

Overview

The DVR1604HF-U-E Hybrid DVR is an excellent digital monitor product designed for security
applications. It adopts embedded Linux OS to maintain reliable operation and the H.264 compression
algorithm and G.7 11 audio compression technology to provide high quality, low bit streams. The
unique frame-by-frame playback function is ideal for detail analysis. It has various functions such as
record, playback and live monitor, and can guarantee audio and video synchronization. The Hybrid
Standalone DVR features advanced technology and robust network data transmission functions.

This Hybrid DVR adopts an embedded design to achieve high security and reliability. When
connected to professional surveillance software (PSS), the DVR connects to the security network for
remote monitoring functions.

The DVR1604HF-U-E Hybrid DVR features:

¢ Analog and digital mixed input
0 Supports analog and digital signal simultaneously
0 Connects to multiple-channel high definition IPC

e Real-time surveillance
0 Analog output port, VGA port and HDMI port
0 Supports TV, VGA and HDMI outputs simultaneously

e Storage function
0 Special data format ensures data security while avoiding malicious data modification

e Compression format
0 Supports multiple-channel audio and video
0 Independent hardware decodes the audio and video signal from each channel to
maintain video and audio synchronization

e Auxiliary interfaces
0 Four(4)USB2.0 ports
0 One(1)RS232
0 One(1)RS485

DVR1604HF-U-E Hybrid DVR User Guide vii



Backup function

0 Supports backup operation via the USB port (such as flash drive, portable HDD or burner)
0 You can also download the file to a local HDD for backup via network

Storage
0 Internal HDD: supports 2 SATA ports, up to 32TB
0 External HDD: supports 1 eSATA port, upto 16TB

Alarm
0 Alarminputs: 16 channels
0 Alarm relay outputs: b channels

Record / Playback function
0 Each channel records independently and at the same time can support search, forward
play, network monitor, record search and download functions
0 Supports various playback modes: slow play, fast play, backward play and frame-by-
frame playback
0 Supports time-of-day text overlay so that you can view event time and camera name
0 Supports customized zoom function

Window Split
0 Adopts the video compression and digital process to display several windows on one
monitor
0 Supports Upto 8/16/20/24/32 channels with 1080p real-time live view

Network Operation
0 Supports network remote real-time monitor and remote search and remote
Pan/Tilt/Zoom (PTZ) control

Communication Port
0 RS485 port can initiate PTZ control
0 Standard Ethernet port provides network access
0 Dual Ethernet ports support advanced configuration modes such as multiple access, fault
tolerance and load balancing

Pan/Tilt/Zoom (PTZ) control
0 Supports PTZ decoder via RS485
0 Supports various decode protocols to control the PTZ speed dome

Intelligent Operation
O Supports USB mouse operation
O Supports copy and paste functions

Auto Resume after Power Failure
0 Following a restart after a power failure, the system automatically backs up the video and
resumes from the previous working status.
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1 DVR Overview

This chapter provides information about front panel and rear panel. Refer to this section first when
installing the Hybrid DVR.

1.1 Front Panel

The front panel is shown in the following figure.

.
-
—
>
7 6 5

Figure 1-1

Refer to the following table for detailed information.

Group .
No. Symbol Function
1 (|) Power switch. Press and hold for three seconds to power up or shut down
the DVR.
(Outer Ring) Shuttle. In Real-time Monitor mode, this serves as a left/right direction key.
In Playback mode, turn counter clockwise to play forward and clock wise to
play backward.
(Inner Dial)  Jog. In Real-time Monitor mode, this serves as an up/down direction key.
In Playback mode, turn the inner dial to initiate frame-by-frame playback.
(Not available in all models.)
3 >’ Fast Play. Press to toggle between normal playback and various fast play
speeds.
.p Slow Play. Press to toggle between normal playback and various slow play
speeds.
NI Play / Pause. Press to toggle between normal playback and pause playback
modes.
IN Reverse / Pause. Press to toggle between reverse playback and pause
playback modes.
H Play Previous. In playback mode, press to playback the previous video.
N Play Next. In playback mode, press to playback the next video.
In menu setup, press to move downward on the dropdown list.
4 0-9 Alpha Numeric Characters. Press to input a number 0-9, upper case letter
A-Z or lower case letter, using the Shift key to toggle between character types.
* Shift. Press to toggle between numbers, lower case letters and upper case

letters. Also enables or disables the Tour function.
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1 DVR Overview

Group .
No. Symbol Function
/ Numbers > 9. To enter a number with a value greater than 9, first press this
key then input the desired number.
5 A v Up/Down arrows. Press to move the selection in the currently-active control
up or down (e.g., menu items). Also increases/decreases numeric values.
4 > Left/Right arrows. Press to move the selection in the currently-active control
left or right. During playback, click to control the playback bar.
En In one-window monitor mode: displays the PTZ control and image color
(Function) functlo_ns. _ . o
In motion detection setup: use with the direction keys to complete setup.
In text mode: toggles between numeric and alpha characters (lower/upper
case). Also serves as the Backspace function to delete the previous
character (to the left of the cursor) when pressed for 1.5 seconds.
In HDD management screen: switches between HDD recordings and
other information (Menu prompt).
Enter Enter. Use to confirm the current operation, return to the default button or
select a menu item.
Record. Press to manually start/stop recording. Use the direction keys or
Rec .
number keys to select the recording channel.
Escape. Return to the previous menu or cancel the current operation.
Esc . . .
During playback mode, press to restore real-time monitor mode.
Mult Multiple Windows. Press to toggle between one-window and multiple-
window display modes.
6 116 Record Active indicators. Individual LEDs illuminate to indicate that a
channel is recording.
Status Operation indicator. Glows to indicate that the DVR is operating properly.
HDD indicator. Glows to alert you of a hard disk error or that disk capacity is
HDD L
below the specified threshold value.
ACT Remote Active indicator. Glows to indicate that remote control is active.
IR IR receiver. Receives the signal from the remote control.
7 ol USB Port. Connects a USB storage device or USB mouse.
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1.2 Rear Panel

The 16-channel model DVR rear panel is shown in the following figure.

. LOI@I@)I.I.IOI@l@I.X@I@I@l.I@l@I@

6 7 8 9 10 11 12 13 141516 17 18 19 20
Figure 1-2

Refer to the following table for detailed information.

Item Function

Power switch

Fan

Loop video output

Video input

Video output

Grounding hole

Power input port

Audio input port (channels 1-4)*

DB25 audio input port (channels 5—167)

Audio output®

Bidirectional talk input port

Bidirectional talk output port

13 Alarm input/alarm output/RS485 port
(for detail, see page 12)

14 Video VGA output

15 RS-232 port

16 HDMII port

17 eSATA port

18 USB port

19 Network port

20 Spot Out (video matrix output)

o2 o|elmNo|o s w N =

Note: When connecting the Ethernet port, use the crossover cable to connect the PC and use the
straight cable to connect to the switcher or router.
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1 DVR Overview

1.3 Alarm Connections

1.3.1 Alarm Port

Please refer to the following figure for detailed information about the alarm port.

S [ et I e F e P
é 1 2 3 4+ 5 6 7 8 9 101112 & 13 14 15 16fNo1c1  NO2 C2 NO3 C3 NO4 c4 NoSJES Nes| | STl ||+ I+ T- R+ RY|A B
! Figure 1-3 é e! 2 3 4 7 8
No. ID Description
1 1-4,1-8 or 1-16 Alarm Inputs (active low)
2 CTRL 12V Control power output. For an external alarm, close the device power to
cancel the alarm.
3 +12V External power input. Peripheral equipment must provide +12V power
(<1A).
4 -?L Earth ground
5} NO1/C1—-NOb/C5 Activation Outputs 1-4, normally open (on/off switch)
6 C5/NCbH Activation Output 5, normally closed (on/off switch)
7 T+ T-, R+, R- Four-wire double duplex RS485 port
T+ T-: output wire
R+ R-: input wire
8 A/B 485 communication port: controls the PTZ decoder

1.3.2 Alarm Input Port

o Connectin parallel the COM end and GND end of the alarm detector (providing external
power to the alarm detector)

e Connectin parallel the Ground of the DVR and the ground of the alarm detector

e Connectthe NC port of the alarm sensor to the DVR alarm input (ALARM)

Alarm Device
Connection Terminal

—
+12V | GND |COM | PC Alarm Device
@ @ 6| ® Connection Terminal
t©) ALARM
0
H
£ GND
+12v  GND

Figure 1-4

Note: When your alarm input device is using external power, make sure the device and the DVR
have the same ground. Also, make sure that there is power to the external alarm device.
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1 DVR Overview

1.3.3 Alarm Output Port

e Provide external power to external alarm device
e To avoid overloading, please refer to the following relay parameters table
e RS485 A/B cable is for the A/B cable of the PTZ decoder:
T+,T-,R+,R- are four-wire double duplex RS485 port: T+ T-: output wire; R+ R-: input wire

Relay Specifications

Model: JRC-27F ‘
Contact Material Silver
Rating Rated switch capacity 30VDC 2A, 125VAC 1A
(resistance load) - -
Maximum switch power 125VA 160W
Maximum switch voltage 250VAC, 220VDC
Maximum switch currency 1A
Insulation Between touches with same

. T000VAC Tminute
polarity

Between touches with
different polarity

T000VAC Tminute

Between touch and winding 1000VAC 1minute
Surge voltage Egg\:ﬁsn touches with same 1500V (10 x 160us)
Open time 3ms max
Close time 3ms max
Longevity Mechanical 50 x 106 times (3Hz)
Electrical 200 x103 times (0.5Hz)
Temperature -40°Cto+70°C
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1 DVR Overview

1.4 RS485

When the DVR receives a camera control command, it transmits that command through the coaxial
cable to the Pan/Tilt/Zoom (PTZ) device. RS485 is a single-direction protocol; the PTZ device can’t

return any data to the unit. To enable the operation, connect the PTZ device to the RS485 (A,B) input
on the DVR.

Since RS485 is disabled by default for each camera, you must enable the PTZ settings first. The
Hybrid DVR supports multiple protocols such as Pelco D and Pelco P.

To connect PTZ devices to the DVR:
1. Connect RS485 (A,B) on the DVR rear panel.
2. Connect the other end of the cable to the proper pins in the connector on the camera.
3. Follow the instructions to configure a camera to enable each PTZ device on the DVR.

T T T T T T T

1 2 3 4+ 5 6 7 8 9 101142 L 13 14 15 16 NOTCT NO2C2 NO3CINO4C4NO5CSNES L+ ST Gt L T+ T- R+ R

ALARM

Figure 1-5 RS485 port
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1 DVR Overview

1.5 Connection Sample

B Lo gL ‘e > T

| Video Input Audio  Bidirectional Talk | Alarm Input|  |Alarm Output] RS485 PTZ
Output  Input Qutput | I Video Output | __ Control |
—
Loop Qutput Loop Qutput

o
JOYOOPPPOO DO PO oK)
00000 DDOOHOOODLOOK
1O © © OO ) A TS

e e =
] [=] N
| Audio Input | RS232 Port USB Port
‘“1 ‘“l I eSATA Port
VGA Output HDMI Qutput
Network Switch
\l lE |E‘
-  a—
Network User Network User Network User Network Keyboard
Figure 1-6
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1 DVR Overview

1.6 Bidirectional Talk

1.6.1 DVRto PC
Device Connection

e Connect the microphone or pickup to the first audio input port on the device's rear panel.

e Connect the earphone or the speaker to the audio output port on the PC.

e Login to the Web Service and click the Start Talk button to enable Bidirectional Talk (as
described on page 149).

Listening

Speak into the microphone connected to the DVR and the audio is received at the earphone or
speaker connected to the PC.

5 a =" I o e e s SR o > -
- Hae S| @
Figure 1-7

1.6.2 PC to the DVR
Device Connection

e Connect the microphone or the pickup to the audio output port on the PC.
e Connect the earphone or the speaker to the first audio input port on the device's rear panel.
e Login to the Web Service and click the Start Talk button to enable Bidirectional Talk (as described
on page 149).
Listening

Speak into the microphone or pickup connected to the remote PC and the audio is received at the

earphone or speaker connected to the DVR.

Figure 1-8
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1 DVR Overview

1.7 Remote Control

The remote control interface is shown as in Figure 1-9.

=

OO k0w

15

nix]

0}

» ':.'i
-
- SO
LN
o
e R o R o
b
o

Figure 1-9
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1 DVR Overview

No. Symbol Function
1 (l) Power button. Press to power up or shut down the DVR.
Address. Use to input the device number of the unit that you want to
2 Add .
control with the remote.
3 >’ Fast Play. Press to toggle between normal playback and various fast play
speeds.
4 .’ Slow Play. Press to toggle between normal playback and various slow play
speeds.
5 H Play Next. In playback mode, press to playback the next video.
In menu setup, press to move downward on the dropdown list.
6 H Play Previous. In playback mode, press to playback the previous video.
7 NI Play / Pause. Press to toggle between normal playback and pause playback
modes.
8 IN Reverse / Pause. Press to toggle between reverse playback and pause
playback modes.
Escape. Return to the previous menu or cancel the current operation.
9 Esc - . .
During playback mode, press to restore real-time monitor mode.
Record. Press to manually start/stop recording. Use the direction keys or
10 Rec .
number keys to select the recording channel.
A
11 4 > Direction Keys. Press to move the selection in the currently-active control
v left, right, up or own. During playback, click to control the playback bar.
Enter. Use to confirm the current operation, return to the default button or
12 Enter -
select a menu item.
Multiple Windows. Press to toggle between one-window and multiple-
13 Mult - .
window display modes.
14 Fn In one-window monitor mode: displays the PTZ control and image color
functions.
In motion detection setup: use with the direction keys to complete setup.
In text mode: toggles between numeric and alpha characters (lower/upper
case). Also serves as the Backspace function to delete the previous
character (to the left of the cursor) when pressed for 1.5 seconds.
In HDD management screen: switches between HDD recordings and
other information (Menu prompt).
15 0-9 Alpha Numeric Characters. Press to input a number 0-9, upper case letter
A-Z or lower case letter, using the Shift key to toggle between character types.
Shift To enter a number greater than 9, first press the -/- - key, and then input the
-/-- desired number.
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2 Getting Started

This section describes how to startup and login to the system, as well as how to set up and perform
the most commonly used operations. For information on the full menu set, refer to section 3 Menu
Operations on page 41.

2.1 Login, Start up and Logout

1. Pressthe Power button on the front panel.

After the system has booted up, the Startup Wizard appears on the display monitor to have
you set up some basic system parameters. If you do not want the Startup Wizard to appear
the next time you start up the system, clear the Startup box.

>’)’<€ Startup Wizard

The startup wizard includes General, NetWork,
Remote Device, Schedule.

@ Startup

MNext Step Cancel

X

Figure 2-1

2. Click the Next Step button. The System Login dialog appears.

- SYSTEM LOGIN
388888

Cancel

Figure 2-2
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2 Getting Started

The login of four accounts:

e User Name: admin. Password: admin. (administrator, local and network)

e User Name: 888888. Password: 888888. (administrator and local only)

o User Name: 666666. Password: 666666 (Lower authority user who can only use
monitor, playback, backup, etc.)

e User Name: default. Password: default (hidden user)

3. Use a USB mouse, remote control, or the DVR front panel buttons to complete the login.

Using the USB Mouse:

1.

Use the USB mouse to select one of the User Names from the Drop-down menu.

2. Clickin the Password field. The virtual keyboard appears.

Note:

N o ok

SYSTEM LOGIN

888888

Figure 2-3
Toggle the ABC/ abc button or Shift key to select between upper or lower case letters.

Because the numeric pad appears on both upper case and lower case virtual keyboards, you
do not need to change keyboards to make numeric entries.

Select the desired alpha/numeric character. It turns green and enters the Password field.
Repeat until all characters are entered.

Click Enter on the virtual keyboard. The keyboard disappears.

Click OK on the System Login dialog to enter. The Main Menu appears.

Using the Remote Control:

1.
2.

oo s w

Press Enter. The SYSTEM LOGIN dialog appears. Press Esc to remove the dialog.

The User Name field is highlighted in light blue. Use the A and ¥ arrow keys to select the
desired user name.

Use Parrow key to shift to the Password field. It is highlighted in light blue.

Press the Shift key to toggle between upper case letters, lower case letters or numeric input.
Use the keypad on the remote to enter the desired characters.

Press the Enter key on the remote. The keyboard disappears and the Main Menu appears.
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2 Getting Started
Using the Front Panel:

1. Press Enter. The SYSTEM LOGIN dialog appears. Press Esc to remove the dialog.

2. The User Name field | highlighted in light blue. Use the A and ¥ arrow keys to select the
desired user name.

Use P arrow key to shift to the Password field. It is highlighted in light blue.

Press the 4 key to toggle between upper case letters, lower case letters or numeric input.
Use the keypad to enter the desired characters.

o ok w

Press the Enter key. The keyboard disappears and the Main Menu appears.

Note: For security reasons, modify your password after your first login.
e Three (3) sequential login failures will result in a system alarm
e Five (b) sequential failures will result in account lock

2.2 Virtual Keyboard

The system displays three input modes: upper case and lower case alpha characters and numeric.
Switch between modes by clicking the button to the right of the field. It toggles from [abgj to jABg| to
Select gabg; to display lower case letters and numbers. LI functions as a space and < functions as a
backspace. You can also click the Shift key to toggle to this keyboard.

Select @to display upper case letters and numbers. L1 functions as a space and « functions as a
backspace. You can also click the Shift key to toggle to this keyboard.

Select i@to display numeric characters only. LI functions as a space and <« functions as a
backspace. This keypad appears only when the entry must be numeric.

o N M

{5

3]
6
9

Note: Because the numeric pad appears on both upper case and lower case virtual keyboards, you
do not need to change keyboards to make numeric entries at login.
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2.3 Right-click Menu

View 1 The Right-click menu provides easy access to commonly used menu
View 4
View 8

View 9 e Multiple View mode
View 16 e PTZ control

Pan/Tilt/Zoom e Color Setting
Color Setting °

operations. Right mouse-click to open the context menu:

Search and Playback
Search e Recording functions
Record
Rernote Device
Alarm Output
Video Matrix ¢ Video Matrix

Main Menu e Main Menu

e Remote Device
e Alarm Output

2.3.1 Startup Sequence

After login, the Startup Wizard gives you the option of setting up some basic system parameters. You
can enter this information now or at a later time, as follows:

e General, as described on page 52

o Network, as described on page 64
e Remote, as described on page 120
e Schedule as described on page 59

For each option, click Next Step to move to the next dialog or Pre Step to return to the previous.

After completing the final dialog, click Finished. A popup message says Startup Finished. Click
OK to accept.

If you click Cancel to exit the startup sequence, a popup message asks if you are sure. Click OK.

If you do not want the Startup Wizard to appear the next time you start up the system, clear the
Startup box.

2.3.2 Logout / Shutdown

There are two ways for you to log out or shut down.

To log out using the menu option:

In the Main Menu, click the Shutdown button. The SHUTDOWN dialog appears.

Logout menu user

Figure 2-4
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2. Use the drop-down list to select the desired option.

Figure 2-5

3. Enter the username and password to complete the operation.
4. Click OK.

To log out using the Power button:

1.

Press the Power button on the front panel for at least 3 seconds. This method requires that
you enter the username and password to complete the operation.

Press the Power button on the remote control for at least 3 seconds. This method requires that
you enter the username and password to complete the operation.

Toggle the Power button on the rear panel to turn off the DVR. This method does not require that
you enter the username and password to complete the operation.

2.4 Preview (Live Viewing)

After you log in, the system is in live viewing mode. You see the system date, time and channel name.
You can change the system date and time in the General Settings Menu (Main Menu > Setting >
General). To modify the channel name, go to the Display settings (Main Menu > Setting > Display).

Note: You can return to live viewing from any other mode by right-clicking the mouse or by
pressing the Esc key on the front panel or on the remote control.

Right —click the mouse and use the context menu to select the configuration you want to display.
View 1 for single channel or View X for multi-channel display. While in multi-channel mode, double

click on a channel to view it in single channel mode.

Note: To return to the previous menu, right-click the mouse or press the Esc key on the front
panel or on the remote control.

The following icons appear on the monitor screen.

1 . Recording mode 3 . Video loss

2 . Motion detection 4 . Camera lock

TIP: During multiple-channel mode, you can change position of cameras on the screen. For example,

left-click on the camera on channel 1, drag it to the channel 8 position and release the mouse
button. Channel 1 and Channel 8 switch positions.
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Live Mode Control Bar

Hover the cursor over the top center of the video in any channel. The live mode control bar appears.
The control bar automatically hides after 6 seconds of inactivity.

1 2 3 4 5 6

Figure 2-6

No. Name Function
1 Real-time Plays back the previous 5-60 minutes of recording for the
playback current channel. Click the X at the bottom of the window to

stop the playback and return to real time. Navigate to Main
Menu>General to set real-time playback time.

2 Digital zoom Zooms in on the current channel. The selected area displays
the icon; the free area is shown with . To zoom: left
mouse-click and drag to select a zone, and then release to
zoom in on the selected zone. After you have zoomed in the
zone, you can left mouse-click and drag to browse.

3 Real-time backup Backs up the video of the current channel to the USB device.

function The system cannot backup the video of multiple-channels at
the same time.

The currently selected backup channel displays b and the

free channel is shown with E
Once the backup started, the free channel is shown with the

Eicon.

4 Remote device Click to open the remote device connection interface. Refer
to Shortcut Menu to Add Remote Device below for
detailed information.

5 Bidirectional Talk Click to initiate audio between the DVR and the remote PC.
Refer to section 1.6 on page 16.

6 Exit Close the live mode control bar.

Instant Playback
The playback control supports the Play, Pause, and Exit and Drag functions.

e During the playback process, you cannot see the channel name and recording status of the
current channel. The channel name and recording status reappear after you click the X to exit
playback mode.

e During the playback, you cannot switch the displayed channel or change current window-
display mode.

Note: The tour function has higher priority than the instant playback. You cannot control the
playback until the tour function has ended.

Shortcut Menu to Add Remote Device
For channels with no IPC connection, in the live view interface, click the + icon in the center of the
screen to quickly open the Remote Device dialog.
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Figure 2-7

Select one device in the list, and then click the Add button. The current front-end device is added to
the digital channel. Double click a device in the list to add it or click the Manual Add button and enter
the remote device information.

A REMQTE DEVICE

&
&

Device ID Manufacturer Type

) by -2

HOVR
NVR
DVR

HOWR

-~ & P

> OO

HOVR

DVR

HDVR
MVR

Figure 2-8

DVR1604HF-U-E Hybrid DVR User Guide 25



2.5 Search and Playback

*
Click the Search button in the Main Menu, or else right mouse-click and select Search from the
context menu. The Search screen appears.

From Readyrie bdd -

Figure 2-9

There are three file types:
R: Regular recording file M: Motion Detection recording file A: External alarm recording file

Refer to the following table for detailed information.

No. Name Function
1 Display The recorded file or snapshot picture is displayed here. The Hybrid DVR
window supports 1, 4, 9, and 16-window playback.

2 Search type Select the desired file:
a. Highlight the o for the file type: REC for recording or PIC for picture.
b. Use the drop-down menu to select the source. You can select to play from
the Read-Write HDD or from the peripheral device, if connected.
c. Click the Browse button to view the record files in the root directory of the
peripheral device, and then select the file you want to play.
3 Calendar In any play mode, click the date you want to see files for. The corresponding
record file trace appears in the time bar. If a date is highlighted in blue date, a
picture or file exists for this date.
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No. Name Function

4 Playback Playback mode:1/4/9/16, depending on your model:
mode and e In T-window playback mode: select one channel between1-16
chann_el e In 4-window playback mode: select 4 channels
selection ¢ In 9-window playback mode, switch between channels 1-8 and 9-16

¢ In 16-window playback mode, select channels1-16
The time bar changes after you modify the playback mode or the channel option.

5 Credit Card Click to view card number/field setup bar and implement advanced search.

number
search CARD -8 L ~
ﬁi\‘iﬁ|m#|&iﬁu
6 :\','fit';'ﬁt File List
e Click to view the picture/record file list for the current day.
o File type: R—regular record; M—Motion detect record.
o Thefile list displays the first channel of the recording file.
e The system can display a maximum of 128 files at one time.
e Use « and P or the mouse to view the file. Select one item, and then
double mouse-click or click Enter to playback.
e Clickin the time field and manually enter a time frame. Click the
Search button to initiate an accurate search.
00 : 00 : 00 Q)
Lock File
e Click the file you want to lock and click ‘ﬂ to lock. The file you lock
cannot be overwritten.
e Search locked file: Click !_h_} to view the locked file list.
Note
o The system can lock a maximum of 16 files.
e The size of the locked file must be less than 1/4 of the HDD total
space.
o Thefirst 16G of each partition cannot be locked.
e The system can only lock one file at one time.
e  The system cannot lock extra stream.
e Thefile that is currently being written or overwritten cannot be locked.
Return
Click the @i button to return to the calendar and channel setup screen.
7 Mark File List  Click this button to bring up a list of marked files. You can view all mark
button information of the current channel by time.
8 Playback Normal Play/Pause
control panel There are three ways for you to begin playback:
>/l e Click » /1l
e Double-click the desired segment of the time bar
e Double-click the item in the file list
e Inslow play mode, click to switch between Play/Pause.
[ Stop
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Reverse Play

4 In normal play mode, left-click this button and the file begins reverse
play. Click again to pause the current playback.
e Inreverse play mode, Click » / Il to restore normal play.

Previous Play
e In playback mode, click to play the previous section.
e Click continuously while watching the files from the same

4 I channel.
e While paused in normal play mode, click for frame-by-frame

playback

¢ Inframe by frame playback mode, click » / Il to restore normal
playback.

Next Play

e In playback mode, click to play the next section.
e Click continuously when you are watching the files from the
I> same channel.
e While paused in normal play mode, click for frame by frame
playback
¢ Inframe by frame playback mode, click » /Il to restore normal
playback.

Slow Play

.h In playback mode, click this button to incrementally slow down the
playback speed,
Fast Play

}’ In playback mode, click this button to incrementally speed up the
playback speed,

Note: The actual play speed depends on the software version.

Click to initiate motion detection Smart Search. See section 2.5.2 on
page 30.

& &

Adjusts the Volume of the playback.

Click in full-screen mode to create a Snapshot picture of the record.
e Connect the peripheral device.

Click the Snapshot button in full-screen mode.

Select or create path to save the file.

Click the Start button. The snapshot picture is saved to the
specified path.

-
e o o

& When in playback mode, click this button to Mark the record.
— " This feature is not available in all models.

9 Time bar Displays the record type and time period in the current search criteria.
e In 4-window playback mode, there are corresponding four time bars. In
other playback modes, there is only one time bar.
o Use the mouse to click one point of the color zone in the time bar, and the
system begins playback.
e Green shading indicates a regular record file; yellow shading indicates a
motion detection record file.
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10 Time barunit  yse this feature to set the range of the time bar for playback. The options are:
24H, 12H, 1H and 30M. The smaller the unit, the larger the zoom.
The time bar begins at O hour when setting the configuration, and then zooms
in on the current period during playback.

No. Name Function

11 Backup 1. Select the file(s) you want to backup from the file list.
2. Click the Backup button. The backup menu appears.
3. Browse to or create a new destination folder.
4. Click the Start button to begin the backup operation. The record file(s) are
saved to the specified folder.
The system can display a maximum of 32 files from one channel.
Only backup operation can be run at one time.
12 Clip Use this button to edit the file currently playing. You can clip for one channel or
multiple-channels.
1. Click the Clip button.
2. Adjust the slide bars [ or B in the time bar for the corresponding
channel to set the file end time, or else manually input the time.
3. Click the Clip button again to edit the second period.
4. Click the Backup button to save the current contents in a new file.
Note: The system supports a maximum of 1024 backup files at the same time.
You cannot operate clip operation if any file has been checked in the file list
13 Recording In any play mode, the time bar will change once you modify the search type.
type U Synch. Check the checkbox to enable synchronized playback, whereby

changing the search time period for one channel switches the playback for the
other channels being displayed to the same point in time.

2.5.1 Other Functions
Channel Synchronization

By checking the Synch checkbox, playback on all displayed channels are synchronized to the same
time period. If unchecked, playback times for each channel are independent of each other.

Digital Zoom

When the system is in full-screen playback mode, left mouse-click on the screen. Drag your mouse to
select a section, and then left-click to zoom in. Right mouse-click to exit.

Manually Switch Channel during Playback

During the file playback process, you can switch to other channels via the dropdown list or by rolling
the mouse. This function is not valid if there is no recording file or Smart Search is in progress.

Note: Some DVR versions do not support all functions (playback speed, channel, time, progress, etc.).

DVR1604HF-U-E Hybrid DVR User Guide 29



2 Getting Started

While the DVR is in playback mode, you can select the smart search feature enables you to search for
and playback motion detect files.

To use the Smart Search feature:

2.5.2 Smart Search

1. During multiple-channel playback mode, double-click a channel, and then click the é
button located in the Playback control panel (item #8 in Figure 2-9 on page 26).
A grid appears on the screen.

Note: The system supports 396(22*18 PAL) and 330(22*15 NTSC) zones.

2. Leftclick and drag to select smart search zones, that is, the areas on the image where you

want to search for motion activity. See Figure 2-10. There is no motion detection zone by
default—you must select one.

From ReadWrite Hdd [~
@ REC O PIC

<) [Mar v|(2013 >

Su Mo Tu We Th Fr Sa

1 12
BB B (67 (89
10/ (11 (12] [13] [14) [15] (16
17 (18 (19] (20] (21) (22] (23
24) (25 (26 (27 (28 (29 (30
31

% All Record &2 Normal ~ +* Alarm % Motion [ Qaain| @205

NS bl 2 Sl S

Figure 2-10

3. Click the é button to initiate Smart Search playback. The DVR will fast forward to the first
instance of motion detected in the selected area, and playback the video in normal speed.

When the motion ceases, the playback fast forwards to the next instance of motion detection
and repeats the process.

4. Ifyou select another file in the file list to play, the system plays that file.
5. Click é again to stop Smart Search playback.

During the motion detect play process, you cannot implement operations such as change time bar,
begin backward playback or frame by frame playback.
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IMPORTANT:

e The system does not support motion detect zone setup during the full-screen mode.
e During multiple-channel playback, system stops playback of the rest of the channels if you
implement one-channel smart search.

2.5.3 Playback by Time
You can also search for recordings by time.
To search for recordings by time:
1. Select the recordings for one day.
2. Click the list. The file list interface appears.
3. Input the time for which you would like to search records in the top right corner.
4

Click the Search button. All records collected from the entered time up to the current time
appear.

5. Click the Play button P>. The system begins play beginning from the specified time. See
Figure 2-11.

B All Record 8 Mormal  « Alarm 3 Mosion

Figure 2-11

To playback recordings using the time bar:
1. Select the recordings for one day.

2. Inthe time bar double-click on the time of day you want to view. The vertical lines represent
the hour of the day; the horizontal lines separate the channels, with channel 1 at the top.
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If the Synch box is checked, playback for all channels will be for the same time period. If
Synch is not checked, you can choose separate playback periods for each channel by clicking
on different time periods and channels.

% All Record ¥% Normal v Alarm ¥% Motion

e The system does not support time playback for pictures.
e The system supports synchronization playback and non-synchronous playback. Check the
Synch checkbox to enable synchronized playback.

2.5.4 Mark Playback

Note: Not all models support this function. This function is available only if you can see the mark
playbackicon W& on the Search screen (see item 7 in Figure 2-9 on page26.)
When you are playback mode, you can mark a recording when there is important information you

would like to note. After the playback, you can use the time or the marked key word(s) to search for
the corresponding recording and then play it back.

To add a Mark:

1. Click the Mark button @ during playback. The Add Mark dialog appears. The Mark Time
field is already filled in.

R Add Mark

Mark Time (2013-01-15 00:00:12

Mark Name | A _@

Default OK Cancel

Figure 2-12

2. Clickin the Mark Name field and type in a description for the file.
3. Click OK.

To playback a Mark:
1. In Search mode, select 1-window playback mode in the lower right side of the screen.
2. Select the search date from the calendar.

3. Click the Mark File List button [#&=] shown in item 5 of Figure 2-9 on page26. The Mark File
List interface appears on the right side of the Search screen.
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4. If desired, enter a value in seconds in the Play time before the mark field. Playback will

actually begin the number of seconds you have entered before the marked time.
5. Double-click one of the marked files to begin playback from the marked time.

2.5.4.1 Marks Manager

The Marks Manager manages all the marked recordings for the current channel. The manager
displays all marked recordings for the current channel by time.

e Click the Marks Manager button mq on The Mark File List interface. The Mark Manager
screen opens, as shown in Figure 2-13.

I \ E Marks Manager I

Channel |1 -

Start Time [2013 - 01-15 |00: 00: 00
End Time (2013 - 01-16 [00: 00: 00 Search

channel Mark Time Mark Name

2013-01-1500:00:12  Tag
2013-01-1500:00:59 123

Figure 2-13

To modify a Mark Name:
1. Double-click the marked item.
2. Change the Mark Name in the resulting dialog box.

To delete a record:
1. Click inside the box to the left of the marked item you wish to remove.
2. Click the Delete button.

Note:
o When the Mark Management screen is initiated, the current playback is paused. The system
resumes playback after you exit the Mark Management screen.
e |f the marked file you want to playback has been removed, the system begins playback from
Redundancy

The Redundancy function enables you store record files on more than one disk. If file damage occurs
in one disk, there is a backup on the other disk. Use this function to maintain data reliability and
safety.
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1. To enable redundancy, highlight the Redundancy box on the Schedule screen. See Figure 3-25.

2. Inthe Advanced menu, click the HDD Manage icon to open the HDD Manage screen. See
Figure 2-14.

3. Select the drive from the HDD No. dropdown list. Once the hard disk is full, the old files are
automatically overwritten.

Note: Only read/write disks or read-only disks can backup files and support the file search
function. You must set up at least one read-write disk to record video.

4. After completing the setup, click the OK button. The system returns to the previous menu.

HDD MANAGE

Alarm Set | | HDD Setting

9] Alarm Release | | Channels Setling

2 3 4 5 eSATA

HDD No. 1 ~| Setto |ReadMWfrite |~| [ Execute

Type Read/Write
Status Normal
Capacity 232.87 GB

Record time 10-09-26 17:30:36 / 11-03-02 09:36:00
10-09-23 12:20:10/ 10-09-26 17:30:37

Figure 2-14
5. Use one of these two methods to playback or search in the redundant disk:

e Setthe redundant disc(s) as read-only or read-write (Main Menu > Advanced > HDD
Manage). See Figure 2-14. You must reboot the DVR to activate the new setup.
e Dismantle the disc and place it in another PC.

2.6 Backup

The Hybrid DVR supports USB device backup and network download backup. This section describes
USB backup. USB backup devices include USB burners, flash drives, SD cards and portable hard disk
drives (HDD). Refer to Remote Backup on page 159 for the network download backup operation.

To setup USB Backup:
1. Click the Backup button on the Main Menu. The Backup screen appears, showing all the
backup device information.
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B0 BACKUP

ace/Total Space Device Status
32.71 GB/3.71 GB

| sdb1{USB DISK)

14 Page Up *! Page Down Fn Select/Cancel backup device or file.

Detect Backup Erase Stop

Figure 2-15

2. Click the Detect button. You can view the device name and total / free space available for
each backup device that is connected.

3. Select the device you want to backup.

4. Click the Backup button. The following screen appears.

) Backup

Selected Device |Sdb{USB DISK ~

Backup Path ftest/ Browse

Type All v| Channel |1 | File Format DAY/
Start Time [@)] (2013 - 03- 01 [00: 00: 00 Remove Add
End Time [@)] (2013 - 03-05 [19:09: 36 Onekey Backup

S

g

p
&
4
5
6
7
8
9

NSNS SN NS

—_ —
—_ O

!4 Page Up

DDV IDIODIDIDIDIDIDAD

*! Page Down

Start Time
13-03-02 11:00:01
13-03-02 12:00:00
13-03-02 13:00:00
13-03-02 13:58:47
13-03-02 14:04:22
13-03-02 14:11:50
13-03-02 14:14:13
13-03-02 14:16:27
13-03-02 14:55:15
13-03-02 15:12:54
13-03-02 15:19:48

End Time

13-03-02 12:00:00
13-03-02 13:00:00
13-03-02 13:57:29
13-03-02 14:03:09
13-03-02 14:10:38
13-03-02 14:12:54
13-03-02 14:15:18
13-03-02 14:53:51
13-03-02 14:56:48
13-03-02 15:18:34
13-03-02 15:27.02

£n Select’Cancel backup device or file.

Space Required / Space Remaining:35.09 GB/3.73 GB

Figure 2-16
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6. Click the Add button. The system begins a search, and then lists all matching files. The
system automatically calculates the capacity needed and remained.

5. Setthe channel, file start time and end time.

The system can only backup files with a V' before the channel name. You can use the Fn or
Esc buttons on the front panel to delete the v (following the file serial number).

7. Click the Backup button to back up the selected files. A progress bar appears for your
reference.

When the system completes backup, a dialog box appears displaying successful backup.

8. Click the Backup button to begin burning. At the same time, the Backup button becomes a
Stop button. You can view the remaining time in the process bar at the left bottom.

o File format. Click the file format. Select between two options: DAV/ASF.

e Picture backup. Set the corresponding time, channel and then select PIC from the
dropdown list. See Figure 2-17. Click the Add button and then select the pictures. Click the
Start button to copy the specified pictures to the selected portable devices.

r

Figure 2-17

o One key backup. This process includes three steps: search, select all and start the
backup. This allows you to skip the above three steps and copy all the searched files
directly.

The file name format is: <Channel number> + <Record type> + <Time>. In the file name, the YDM
format is Y*M+D+H+MH+S. The file extension name is .dav.

TIP: During the backup process, you can click Esc to exit the current screen to perform other
operations. The system will not terminate backup process.

Note: When you click the Stop button during the burn process, the stop function activates
immediately. For example, if there are ten files when you click Stop, the system only
backs up five files. The system only saves the previous 5 files in the device.
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2.7 Snapshot

The Hybrid DVR enables you to take a snapshot photo either at a scheduled interval or when
triggered by a pre-determined event.

2.7.1 Schedule Snapshot

1. Inthe Encode screen, click the Snapshot button to input snapshot mode, size, quality and
frequency.

7] ENCODE

Channel 1 -
Type Regular A Extra Stream1|~
Compression H.264 v |H.264 M

Resolution __ D

-

SNAPSHOT
Frame Rate(

Bit Rate Typ| pMode Trigger
Image Size CIF
Bit Rate{Kb/¢ Image Quality 4

Reference Bl gnanshot Frequency [1 SPL
Audio/Video

Audio Formg

UVERLAT

SNAPSHOT

Default Copy

Figure 2-18

2. Inthe FTP screen (Main Menu > Network > Network Setting), input the upload interval.

Server [P o o . Port |21
User Name

Password Anonymous
Remote Directory File Length [0

Image Upload Interval |2 sec.

Channel

Weekday Alarm  Motion Regular
Time Period 1

Time Period 2

Default Cancel

Figure 2-19
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3. In Schedule screen, enable the Snapshot function by checking the Snapshot checkbox.

Channel
Period
Period 1

Period 2
Period 3
Period 4
Period 5
Period 6

1

SCHEDULE

~| PreRecord |4 |sec. Redundancy [ll Snapshot [l Holiday [l

Mon

00
00
00
01
00
00

:00
:00
100
:00
:00
:00

Regular

Default

2.7.2 Activation Snapshot

~| Record Type

Regular MD Alarm MD&Alarm
-24 :00 ]

-24 100

-24 100

-24 :00

-24 :00

-24 100

MD&Alarm

18

Copy

Figure 2-20

This function triggers a snapshot when the corresponding alarm occurs.

1. Inthe Encode screen, click Snapshot to input snapshot mode, size, quality and frequency.

Channel

Type

Compression

Resolution

Default

Mode

Image Size

ENCODE

1 -
Exira Stream1| v
H.264 <

Regular ~
H.264 i

-

SNAPSHOT

Trigger
CIF

Image Quality 4

Snapshot Frequency |1 SPL

OK Cancel

UVERLAT

SNAPSHOT

Copy

Figure 2-21
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2. Inthe FTP screen (Main Menu > Setting > Network), input the upload interval.

Server IP . . . Port (21
User Name

Password Anonymous

Remote Directory File Length |0

Image Upload Interval |2 sec.

Channel
Weelkday Alarm  Motion Regular
Time Period 1

Time Period 2

Default

Figure 2-22

3. Inthe Detect screen, enable the snapshot and then specify the channels for which snapshots
are to be taken.

R) DETECT

Event Type Motion Detect|~| Channel
=HE |
Region Setup Sensitivity

Period Setup Anti-dither
Alarm Out (1] Latch

B Show Message [l Alarm Upload Send Email
B Record Channel [

PTZ Activation Setup Delay
Tour 1]
Snapshot (1]

Video Matrix (1]
Buzzer

Copy Default Cancel

Figure 2-23

Note: An Activation Snapshot has higher priority than a Schedule Snapshot. If both types
are enabled at the same time, the system will initiate the activation snapshot when
alarm occurs and initiate the schedule snapshot when there is no active alarm.
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This feature sets up the FTP server and enables you to upload snapshot image files to it.
1. Open the Network screen (Main Menu > Setting > Network).

Click NETWORK SETTING.

Enable the FTP function and double-click it to open the dialog.

On the FTP screen, set the FTP server information. See Figure 2-24.

Click the OK button.

Boot up the corresponding FTP server.

2.7.3 Image FTP

No ok wN

Enable Schedule Snapshot (see section 2.7.1 on page 37) or Activation Snapshot (see
section 2.7.1 on page 38).

Server IP . o . Port |21

User Name

Password Anonymous

Remote Directory File Length |0

Image Upload Interval |2 sec. Input the corresponding

information to upload the

image to an FTP server.
Channel

Weekday Motion Regular
Time Period 1

Time Period 2

Default Cancel

Figure 2-24
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3 Menu Operations

3 Menu Operations

3.1 Menu Tree

The Hybrid DVR menu tree is shown below.

Search
Info

HDD Info

BPS

Log

Version

Online Users
Remote Device Info
Network Info

Setting

General

Encode
Schedule
RS232
Network
Alarm

Detect
Pan/Tilt/Zoom
Display
Default

Menu

Remote Device
Advanced

HDD Manage
Abnormality
Alarm Output
Record
Account

Auto Maintain
TV Adjust
Video Matrix
Text Overlay
Config Backup

Backup
Shutdown
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3.2 Main Menu

After you have logged in, the system Main Menu appears. There are seven icons: Search, Info,
Setting, Remote Device, Advanced, Backup and Shutdown. Click an icon to enter the corresponding
sub-menu.

MAIN MENU

SETTING

v

REMOTE DEVICE ADVANCED BACKUP

SHUTDOWN

Figure 3-1

3.3 Information (Info)

Click the Info icon on the Main Menu to view system information. There are seven items: HDD (hard
disk drive information), BPS (data stream statistics), Log, Version, Online Users, Remote and Network

Information.
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HDD INFO

VERSION ONLINE USERS REMOTE DEVICE INFO

-

NETWORK INFO

Figure 3-2

3.3.1 HDD Information

HDD Info lists the hard disk type, total space, free space, video start time and status. See Figure 3-3.

\‘f:: HDD INFO

Status SMART.

Read/Write 465.74 GB 455.89 GB Normal Normal

!4 Page Up *! Page Down Fn | View recording imes

Figure 3-3

Status
o HDD is working normally
X HDD error
— No HDD detected
? HDD is damaged and must be replaced

When an HDD conflict occurs, you can check whether the system time and HDD time are the same. If
they are not identical, go to Setting > General (see section 3.4.1 General on page 52) to adjust the
system time or go to section 3.6.1 HDD Management (page 122) to format the HDD, and then
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reboot the DVR. After the system has booted up, if there is any conflict, the system goes to the HDD
Information dialog directly, although the system does not require that you deal with the conflict.

TIP: Click the Fn button on the front panel or left mouse-click to view HDD record time and HDD
type and time.

Double-click an item in the list to display the HDD Smart information screen for that HDD.
B Smart Info

3
Modle ST310005255V
Serial No. 5VP7F4v5
Status Error

L3

Smart ID Attribute Threshold Value  Worst Status
Read Error Rate
Spin Up Time
Start/Stop Count
Reallocated Sector Count
Seek Error Rate
Power On Hours Count
Spin-up Retry Count
Power On/Off Count
Unkown Attribute
Reported Uncorrect
Unkown Attribute
High Fly Writes

Airflasar Toamamaraties Tl

Describe:

Figure 3-4

3.3.2 BPS

The BPS screen enables you to view current video data stream (KB/s) and occupied hard disk storage
(MB/h) information. Click the BPS icon on the Info screen.

Channel Kb/S MB/H Wave Channel Kb/S MB/H Wave
0

00~ P W R =

(=== = = = = = e i B i I R R}
(=== == I = R = R == = = = = ==

Figure 3-5
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3.3.3 Log

The Log screen enables you to view system log files. Log types include system operation, system
configuration, data management, alarm event, record operation, log clear, file operation, etc. Click
the Log icon on the Info screen (see Figure 3-2 on page 43) to open.

el LOG

Type All <
Start Time (2013 - 01- 06 |00: 00: 00
End Time |2013 -01-07 [00: 00: 00

2013-01-06 21:30:05 Reboot with Flag [0x01]
2013-01-06 21:30:05 <Video Loss: 1=

2013-01-06 21:30:05 <Video Loss: 2>

2013-01-06 21:30:05 <Video Loss: 3=

2013-01-06 21:30:05 <Video Loss: 4>

2013-01-06 21:30:05 <Video Loss: 5=

2013-01-06 21:30:05 <Video Loss : 6>

2013-01-06 21:30:05 <Video Loss: 7=

2013-01-06 21:30:05 <Video Loss: 8>

2013-01-06 21:30:05 Disk totals<1=>, Current working disk<1>
2013-01-06 21:43:25 User logged in<10.10.6.19>
2013-01-06 21:43:33 System Upgrade:Start Upgrade

!4 Page Up *! Page Down Backup

PrePage NextPage | 1/1{Curent Page/Total Page) Jump to |1

Figure 3-6

Start Time/End Time

Select the start time and end time, and then click Search. The log files are displayed in a list. The
system displays a maximum of 100 logs in one page and can save a maximum of 1024 log files. Use
the page up/down button in the dialog or on the front panel to view more.

Backup
Select the log files you want to save and click Backup to save. After the backup, a folder named
Log_time appears in the backup path. Double click the folder to view the log file.

Details

Click Details or double-click the log item to view detailed information. Use the slider or Page up/Page
down to view other log information. To playback the alarm event log such as video loss, click the
Playback button at the bottom right corner.
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.y Detailed Information

Log Time 2013-01-06 21:30:05
Log Type Alarm Event-->Event Begin

Event Type Video Loss
Channel 1
Start Time 2013-01-06 21:29:51

1 ~| | Playback

Previous OK

Figure 3-7

3.3.4 Version

Version enables you to view hardware features, software version, built date, release SN information,
etc. You can also update system here. See Figure 3-8. Click the Version icon on the Info screen (see
Figure 3-2 on page 43) to open the screen.

To initiate an update, insert the USB device that has the update file to the device, and then click the
Start button to begin.

IMPORTANT: Make sure the upgrade file is named update.bin.
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&, VERSION

Channels 16

Alarm In 16

Alarm Out 6

System Version 2.616.0000.0
Build Date 2013-01-05

Web 3.0.01

Serial No. YPA1DQ2400115

If you need to upgrade system now,please insert USB upgrade disk.then press the start
button to start upgrade.Don't shut down the power during upgrade!

Stant

Figure 3-8

3.3.5 Online Users

This screen enables you to manage the Online Users. You can disconnect one user or block one user
if you have proper system rights. The maximum disconnection setup time is 65535 seconds. Click
the Online Users icon on the Info screen (see Figure 3-2 on page 43) to open the screen.

The system refreshes every five seconds to detect whether a user has been added or deleted.

e ONLINE USERS

10.10.6.5
10.10.6.5

Disconnect Block for 60

Figure 3-9
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In this screen you can view the channel status and connection log of the remote device. To set up the
remote device, see section3.5 Remote Device on page 120.

3.3.6 Remote Device Information

Channel Status tab
Here you can view the IPC status of the corresponding channel, which includes motion detection,
video loss, camera masking and alarm.

IPC status

= Remote device not supported by front end
Remote device is supported by front end

nThere is an alarm event at the current front end device

Connection status
E Connection succeeded

. Connection failed

Refresh. Click to get the latest front end channel status.

[ES Remote Device Info

Channel  Status IP Address MD Video Loss Camera Mask Alarm In  Chal

Refresh

Figure 3-10
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Connection Log tab
On this tab, you can search the IPC log information of the corresponding channel, both online and
offline.

Select a channel from the dropdown list and then set the start time and end time. Click the Search
button to view the remote connection log of the current channel. You can select another channel
(you do not need to click Search again) and view the remote connection log.

[% Remote Device Info
(Channel Statts | (e o)

Channel Al v
Start Time |2012 - 05-03 (00: 00: 0O
End Time (2012 - 05- 04 (00: 00: 00 Search

Channel Time IP Address Connection
2012-05-03 19:25:45 10.42.066 Userloggedin
2012-05-03 19:25:50 10.42.2.36 Userloggedin
2012-05-03 19:25:51 10.42.1.120 User logged in

Figure 3-11
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3.3.7 Network Information

In this screen, you can see the Network Test and Network Load information. Click the Network Info
icon on the Info screen (see Figure 3-2 on page 43) to open the dialog.

= NETWORK INFO
NETWORK TEST | K

Destination [P |10.36.43.86 Test
TestResult  Average Delay:3.630ms Packet Loss Rate:0% 3G State:OK

Device Name - Refresh

Address Browse

Name IP Snifter Packet Size Sniffer Packet Backup
LAN1 10.43.3.63 0KB >

LANZ AR R 0KB >

Figure 3-12

3.3.7.1 Network Test

The Network Test tab is displayed in Figure 3-12.

Destination IP

Input a valid IPV4 address and domain name.

Test

Click to test the connection with the destination IP address. The test results display the average delay

and packet loss rate. You can view the network status as OK, bad, no connection, etc.

Network Sniffer Backup

1.
2.
3.

Insert a USB2.0 device and click Refresh. View the device in the following column.

Use the dropdown list to select the peripheral device.

Click the Browse button to select the snapshot path. The steps here are the same as for the
backup operation. You can view all connected network adapter names including Ethernet
and PPPoE. (WIFl and 3G are not supported by ADT at this time).

Click the u button on the right panel to begin the Sniffer.

Click the gray Stop button to stop. Note that the system cannot Sniffer multiple network
adapters at the same time.

After Sniffer begins, you can exit to implement corresponding network operations such as
login WEB or monitor.
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7. Return to the Sniffer dialog and click :I to stop the Sniffer. The system saves the packets to

the specified path. The file is named using the format “Network adapter name + time”. You
can use software such as Wireshark to open the packets on the PC to solve complicated

problems.

3.3.7.2 Network Load
Click the Network Load tab to view the follow statistics of the device network adapter.

Here you can view information of all connected network adapters. The connection status is shown as
offline if the connection is disconnected. Click a network adapter to view the flow statistics, such as
send rate and receive rate in the top panel.

& NETWORK INFO
NETWORK LOAD

367 Kb/S 14.8 Mb/S

Name MAC Address Status IP Address Type MTU
LANT  90:02:a9:94:42:1 Succeed 10.43.3.63 Ethernet 1500

LAN2  46:a4:80:56:24:3c Succeed 10.1.1.1 Ethernet 1500

Figure 3-13
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3.4 Setting

In the Main Menu, click the Setting icon. The Setting screen opens.

D SETTING 4

P PR ¢ %

GENERAL ENCODE  SCHEDULE R5232 NETWORK

R € B o

DETECT PANTILT/ZO0OM DISPLAY DEFAULT

Figure 3-14

3.4.1 General

General setting includes the following items. See Figure 3-15. After completing all settings, click the
OK button. The system reverts to the previous menu.
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GENERAL

System Time  |2013 - 03-05 [19: 15: 01

Date Format DST Set
Date Separator |- Time Format 24-HOUR

Language ENGLISH HDD Full Overwrite
Video Standard |PAL Pack Duration |60
Device No. 8 Realtime Play |5

Device ID

B Holiday Setup Mouse Property Setup
B Navigation Bar Auto Logout 10
B Startup Wizard IPC Time Sync |24

Default

Figure 3-15

System Time
This section is for setting the system time.

Date Format
There are three types: YYYYY-MM-DD: MM-DD-YYYYY or DD-MM-YYYY.

Date Separator
There are three denotations to separate date: dot, beeline and solidus.

DST

This section is for setting DST time and date. Enable the DST function and then click the Set button.
The DST dialog opens, as shown in Figure 3-16. Here you can set start time and end time by setting
corresponding week setup. In Figure 3-16, enable date button. The dialog changes to the one shown
in Figure 3-17. Here you can set start time and end time by setting the corresponding date setup.

W [ DST . X

00 : 00
00 : 00

Cancel

Figure 3-16
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DST %

Day of Week ® Date
Start {92008 - 06- 01 |00: 00

End: @ 2008 - 09- 01 |00: 00

OK Cancel

Figure 3-17

Time Format
There are two types: 24-hour mode or 12-hour mode.

Language
The system supports various languages: Chinese (simplified), Chinese (Traditional), English, Italian,
Japanese, French and Spanish. All languages listed here are optional.

Video Standard
There are two formats: NTSC and PAL.

Device No.
Input a corresponding device number.

Device ID
Input a corresponding device name here.

HDD Full

In this section you can select the working mode when the hard drive is full. There are two options:
stop recording or rewrite. If the current working HDD is overwritten or the current HDD is full while
the next HDD is not empty, then the system stops recording, If the current HDD is full and the next
HDD is not empty, then the system overwrites the previous files.

Pack Duration
This section is for specifying the duration of the recording. The value ranges from 1 to 120 minutes.
Default value is 60 minutes.

Real-time Playback
This sets the playback time you can view in the instant playback feature. (See Live Viewing on page
23). The value ranges from 5 to 60 minutes.

Holiday
Click the box to enable the use of holiday settings.

Holiday Setup

Click the Setup button to display the dialog for selecting the dates you want to include as holidays.
Refer to section 3.4.3 Schedule on page 59 for instructions on how to set recording schedules for
holidays you have set up.
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2012-12-18

Figure 3-18

Note: There is no year setup on the Holiday setup. For example, if you set May 26th, 2014 as a
holiday, then the date of May 26th will be set as a holiday every year.

Navigation Bar
Enable this to display the navigation bar on the screen.

Startup Wizard
If this box is checked, the system opens with the Startup Wizard when the device boots up the next
time. Otherwise, the system opens with the System Login dialog.

Mouse Property
Click the Mouse Property Setup button to open the Mouse Setup dialog. Set the Double-click Speed
by dragging the slider. Click the Default button to restore the default setup.

Mouse Setup

Default Cancel

Figure 3-19

Auto Logout
This enables you to set auto logout interval once login user remains inactive for a specified time. The
value ranges from O to 60 minutes.

IPC Time Sync
Enter an interval to synchronize the NVR time and IPC time. In the following four situations, the
system will change the front-end time:

o When the HDVR connects to the front-end, it synchronizes the front-end device time with the
HDVR.
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o When you change HDVR time, the front-end time changes too.

o \When system reaches the sync interval, it synchronizes time with the front-end.
o When you change the HDVR setup, the system synchronizes time with the front-end.

Note:
e Because system time is very important, do not modify the time unless necessary.
e Stop the record operation before making a time modification.

3.4.2 Encode

Video compression settings are made in the Encode dialog. Options include the following items. See
Figure 3-20. Highlight the box B to select the corresponding function.

T ENCODE

Channel 1

Type Regular Extra Stream1

Compression H.264 H.264
Resolution D1 CIF
Frame Rate{FPS) |25 6

Bit Rate Type CBR CBR

Bit Rate{(Kb/S) 2048 < 160 -
Reference Bit Rate 768-4096Kb/S 40-256Kb/S
Audio/Video [ ] | n
Audio Format G711a

OVERLAY

SNAPSHOT

Default Copy Cancel

Figure 3-20

Channel
Select the channel you want.

Type
Select from the dropdown list. There are two options: regular/motion detect. You can set the various
encode parameters for different recording types.

Compression
The system supports H.264.
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The system supports various resolutions, you can select from the dropdown list. The main stream
supports 960H/D1/HD1/2CIF/CIF/QCIF and the extra stream supports CIF/QCIF.

Resolution

Frame Rate (FPS)
This ranges from 1f/s to 25f/s in NTSC mode and 1f/s to 30f/s in PAL mode.

Bit Rate Type
The system supports two types: Constant Bit Rate (CBR) and Variable Bit Rate (VBR). In VBR mode,
you can set video quality.

Quality
There are six levels ranging from 1 to 6. The sixth level has the highest image quality.

Audio/ Video
Use this checkbox to enable or disable the video/audio.

Overlay
Click the Overlay button to open the Overlay dialog, which determines whether the following items
are displayed on the monitor screen.

Figure 3-21

e Cover Area (Privacy Mask). This section is for setting the Privacy Mask. In the dialog, use
your mouse to set the desired mask size and location. In single channel video mode, the
system supports a maximum of 4 zones in one channel.

e Preview/Monitor. Privacy mask has two types: Preview and Monitor. Preview means the
Privacy Mask zone cannot be viewed by user when in live video mode. Monitor means the
Privacy Mask zone cannot be view by the user when in playback mode.

o Time Display. Select whether the time is displayed during playback. Click the Set button
and then drag the title to the corresponding position in the screen.

e Channel Display. Select whether the system displays the channel number during playback.
Click the Set button and then drag the title to the corresponding position in the screen.

Snapshot
Click the Snapshot button to set snapshot mode, picture size, quality and frequency.
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7 SNAPSHOT

Mode Timing

Image Size CIF
Image Quality 4
Snapshot Frequency [1 SPL

OK Cancel

Figure 3-22

e Mode: There are two modes: Timing (Schedule) and activation. If you set timing mode, you
need to set the snapshot frequency. If you set activation snapshot, you need to go to the
Detect interface (Main Menu > Setting > Detect) to set snapshot activation operation.

o Image Size: Set the snapshot picture size.

o Image Quality: Set the snapshot quality. The value ranges from 1 to 6.

e Snapshot Frequency: Set the timing (schedule) snapshot interval. The value ranges from 1-7
picture(s) per second.

Copy. After you complete the setup, you can click Copy button to copy the current setup to other
channel(s). A dialog opens as shown in Figure 3-23. Check the number to select specific channel(s)
or else check the All box. The current channel number is grayed out. Click the OK button in Figure
3-21 and Figure 3-20 respectively to complete the setup.

Cancel

Figure 3-23

Note: Once you check the All box, you set same encode setup for all channels. The Audio/Video
enable box, Overlay button and Copy button disappear.
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T ENCODE

Channel 1

Type Regular Extra Stream1

Compression H.264 H.264
Resolution D1 CIF
Frame Rate{FPS) |25 6

Bit Rate Type CBR

Bit Rate(Kb/S) 2048 - 160 v
Reference Bit Rate 768-4096Kb/S 40-256Kb/S
Audio/Video [ |
Audio Format G711a

SNAPSHOT

Default Cancel

Figure 3-24

3.4.3 Schedule

You can set the recording type and time in the Schedule screen.

3.4.3.1 Schedule Menu

. . . g
In the Main Menu, click the Setting M button and then select Schedule. The Schedule menu
appears. Highlight the box lto select the desired functions. When completed, click OK. The system
returns to the previous menu.
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The following describes the options on the Schedule screen.

SCHEDULE

Channel [ 1 ~| PreRecord |4 |sec. Redundancy [llSnapshotlil} Holiday [l
Period |Mon ~| Record Type  Regular MD Alarm  MD&Alarm
Period 1 [00 :00  -24 :00 a
Period 2 (00 :00 -24 :00
Period 3 |00 :00 -24 100
Period 4 (01 :00 -24 :00
Period 5 |00 :00 -24 100
Period 6 (00 :00 -24 :00
Regular MD&Alarm

18

Default Copy

Figure 3-25

Channel. Select the channel number that you want to schedule. Select All if you want to set for all
channels.

Pre-record. The system can pre-record the video before the event occurs into the file. The value
ranges from 1 to 30 seconds depending on the bit stream.

Redundancy. The system supports a redundancy backup function, which enables you to backup a
recorded file in two disks. Highlight Redundancy to activate this function. Before enabling this
function, you should set at least one HDD as redundant (Main Menu > Advanced > HDD
Management).

Note: This function is not available if there is only one HDD.

Snapshot. When selected, a snapshot photo is created at the scheduled interval. For instructions on
how to set up this function, see section 2.7.1 Schedule Snapshot on page 37.

Holiday. Click this box to enable a unique recording schedule for the days you established as
holidays in the General menu.

Period. There are eight options: ranges from Saturday to Sunday and all.

Period. Select the day you want to schedule: Saturday to Sunday or All. Select Holiday to schedule
a unique recording schedule for the days you established as holidays in the General menu.

Period 1 - 6. You can establish up to six separate recording ranges for the selected day and channel
number. For each period, enter the time of day in 24-hour format. For example, to record 10:30am to
2:00pm, enter: 10:30 -14:00.
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Record Type. Select the type of recording to be created: Regular, Motion Detection (MD), Alarm and

MD with Alarm. For all types except Regular, recordings will only be created if the designated trigger
condition exists (motion detection and / or alarm) during the designated day and period.

At the bottom of the menu, there are color bars that indicate the type of recording:
B Green indicates regular recording
O Yellow indicates motion detection
B Redindicates an alarm
B Blue indicates motion detection with an alarm

To set up a regular (non-Holiday) recording schedule:

1. Select the recording channel from the Channel dropdown.

2. Select the recording day from the Period dropdown.

3. Select the recording time-of-day range(s) for the selected channel and day in the Period 1 —
Period 6 fields.

4. For each Period 1 — Period 6 field, click the box(es) for the type(s) of files you want to record:
Regular, Motion Detection and/or Alarm.

5. To record an additional 1-30 seconds prior to the scheduled time, enter the value in seconds in
the Pre Record box.

6. To enable a photo at the scheduled interval, click the Snapshot box. For instructions on how to
set up this function, see section 2.7.1 Schedule Snapshot on page 37.

To set a recording schedule for Holidays:
Note: You must first set up the Holiday function in the General menu, as described in the Holiday
Setup section on page 54.

Click the Holiday box to enable the days you established as holidays in the General menu.
Select the recording channel from the Channel dropdown.
Select Holiday from the Period dropdown.

AP wN =

Select the recording time-of-day range(s) for the selected channel and day in the Period 1 —

Period 6 fields.

5. For each Period 1 — Period 6 field, click the box(es) for the type(s) of files you want to record:
Regular, Motion Detection and/or Alarm.

6. To record an additional 1-30 seconds prior to the scheduled time, enter the value in seconds in
the Pre Record box.

7. To enable a photo at the scheduled interval, click the Snapshot box. For instructions on how to

set up this function, see section 2.7.1 Schedule Snapshot on page 37.

Note: Holiday settings have priority over non-holiday schedules. If the selected day is a holiday,
then the system records according to the Holiday setting. If it is not a holiday, the system
records according to the regular Schedule.
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3.4.3.2 Quick Setup
The Copy function enables you to copy one channel setup to another.

To use the Copy function:
1. After making your selections or the first channel, click the Copy button. The Copy dialog
opens, as shown in Figure 3-26.

Cancel

Figure 3-26

2. Select the channels into which you want to paste settings (channels 5, 6 and 7 in the figure).
The current channel name is grayed out (channel 1 in the figure).

3. To apply the current channel settings to all channels, click the All box. The record settings of
all channels become the same and the Copy button becomes hidden.

4. Click the OK button to save the current Copy settings. You are returned to the Record screen.

5. Click OKin the Record screen.

3.4.4 RS232

This dialog is for setting up the RS232 connections.

&F RS232 pe

Function Console
Baudrate 115200
Data Bits 8

Stop Bits 1

Parity

Default Cancel

Figure 3-27
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The dialog contains five items:

Function
There are various devices for you to select from the dropdown:
o Console (the default) is for use with the COM or software to upgrade or debug the program.
o Keyboard is for controlling the device via a special keyboard.
e Adapter (transparent COM) is for connecting to the PC in order to transfer data directly.
e Protocol COM is for the Text Overlay function.
o Net Keyboard is for using the network keyboard to control the device.
e PTZ Matrix for connecting to the peripheral matrix control.

Baud Rate
Select the proper baud rate from the dropdown. The defaultis 115200.

Data Bits
Select the proper data bit. The value ranges from b to 8. The defaultis 8.

Stop Bits
Select 1 or 2. The defaultis 1.

Parity
Select from five choices: None, Odd, Even, Mark or Null. The default is None.

After completing the setup, click the Save button. The system returns to the previous menu.
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3.4.5 Network

This section is for inputting the network information. The single network adapter dialog is shown in
Figure 3-28 and the dual network adapter dialog is shown in Figure 3-29.

9] NETWORK

Subnet Mask
Gateway
TCP Port / HTTP Port {280
UDP Port 77 RTSP Port (554
Max Connection |2 MTU (1500
Preferred D g o 8 3 . 8

emnate D g R 4 4

J Download

NETWORK SETTING

Default Cancel

Figure 3-28

55 NETWORK
Met Mode Multi-address = Default Ethernet Port |[Ethernet!

Metwork Devi Ethernetl ~| IP Version [Pyd
IP Address =P e R b DHCP
Subnet Mask
Gateway

HTTP Port

RTSP Pont

MTU

Allernate DNS

LAN Download

NETWORK SETTING

Default Cancel

Figure 3-29
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Default Network Card

Select ethO/eth 1/bondO (optional) after enabling the multiple-access function.

Main Network Card
Select ethO/eth 1 (optional) after enabling the multiple-access function.

IP Version
There are two options: IPv4 and IPv6. At this time, the system only supports IPv4.

MAC address
The LAN host has a unique MAC address. This item is read-only.

IP Address
In this section you can use the up/down buttons (A V) or input the corresponding numbers to input
the IP address. Then you can set the corresponding subnet mask and the default gateway.

Subnet Prefix
The input value ranges from O to 128 and is used to mark a specified network MAC address. Usually
itincludes a multiple-level organization.

Default Gateway

In this section you can input the default gateway. The IP address and the Default Gateway must be in
the same IP section. That is to say, the specified length of the subnet prefix must have the same
string.

DHCP

This section is for auto searching the IP. When you enable the DHCP function, you cannot modify the
IP/Subnet mask /Gateway. These values are from the DHCP function. If you have not enabled the
DHCP function, then the IP, Subnet Mask and Gateway are displayed as zero. You must disable DHCP
function to view current IP information. When PPPoE is operating, you cannot modify the IP, Subnet
Mask or Gateway.

IMPORTANT: For the following four ports (TCP, UDP, HTTP and RTSP), the system must be
rebooted after you have changed and saved any setup parameter. Make sure that
these four port values do not conflict with one another.

TCP Port
Default value is 37777. You can change if necessary.

UDP Port
Default value is 37778. You can change if necessary.

HTTP Port
Default value is 80.

RTSP Port
Default value is 554.
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Max Connection
The system supports a maximum of 128 users.

MTU
Displays the Maximum Transmission Unit (MTU) value of the network adapter. The value ranges from
1280-7200 bytes. The default setup is 1500 bytes.

MTU modification can affect current network service and may result in a reboot of the network
adapter. When you change the MTU setup, a pop up dialog box appears for you to confirm the setup.
Click the OK button to confirm the reboot or click Cancel to terminate the modification. Before the
modification, verify that the MTU of the DVR is the same as or lower than the MTU of the gateway. In
this way, you can reduce packets and enhance network transmission efficiency.

The following MTU values are for reference only.

e 1500: This is the Ethernet information packet maximum value and the default. It is the typical
setup when there is no PPPoE or VPN. It is also the default setup of some routers, switches
and network adapters.

o 1492: Recommended value for PPPoE.

e 1468: Recommended value for DHCP.

Preferred DNS Server
DNS server IP address.

Alternate DNS Server
DNS server alternate address.

Transfer Mode
Select the priority between fluency/video qualities.

LAN Download
The system can process the downloaded data first if you enable this function. The download speed is
1.5X or 2.0X of the normal speed.

Net Mode - Dual Network Adapters

Multiple-address mode: ethO and eth 1 operate separately. You can use the services such as HTTP,
RTP service via ethoO or the eth 1 usually you must set one default card (default setup is ethO) to
request the auto network service form the device-end such as DHCP, email ,FTP, etc. In multiple-
address mode, system network status is shown as offline once one card is offline.

Network fault-tolerance: In this mode, device uses bond0 to communicate with the external devices.
You can focus on one host IP address. At the same time, you must set one master card. Usually there
is only one running card (master card). The system can enable alternate card when the master card is
malfunction. The system is shown as offline once these two cards are both offline. Note these two
cards must be in the same LAN.

Load balance: In this mode, device uses bondO to communicate with the external device. The ethO
and eth1 are both working now and bearing the network load. Their network load are general the
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same. The system is shown as offline once these two cards are both offline. Note these two cards

must be in the same LAN.

After completing the setup, click the Save button. The system returns to the previous menu.

3.4.5.1 Network Setting

The Network Setting dialog is shown in Figure 3-30. Check the box to enable corresponding function
and then double click the item to open its setup dialog.

P FILTER
NTP

MULTICAST

PPPoE

DDNS

UPnP

e

WIFI

EMAIL

FTP

ALARM CENTRE
SNMP

NETWORK PRIORITY
REGISTER

Default

NETWORK SETTING

time.windows.com : 60
239.255.42.42

No Available DDNS Setup
Port Forwarding

No Connection
MailServer : 25
Record FTP : 0.0.0.0
Private : 10.1.0.2

LAN
0.0.0.0: 8000

Cancel

Figure 3-30
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The IP filter dialog is shown in Figure 3-31. You can add IP in the following list. The list supports a
maximum 64 IP addresses. The system only supports IPv4 at this time.

3.4.5.2 IP Filter

55 IP FILTER
B Enable ® Trusted Sites Blocked Sites

Type Trusted Sites |~
Start Address  [10.10.6.10 Add IP Address
End Address [10.10.6.18 Add IP Section

Start Address End Address Delete
10.10.6.10 10.10.6.18

R

Default Cancel

Figure 3-31

After you enabled trusted sites function, only the IP listed below can access current DVR. If you
enable blocked sites function, the following listed IP addresses cannot access current DVR.

Enable
Highlight this box to enable the trusted site function and blocked sites function. You cannot see these
two modes if the Enable button is grayed out.

Type
You can select trusted site and blacklist from the dropdown list. You can view the IP address on the

following column.

Start Address/End Address
Select one type from the dropdown list, you can input IP address in the start address and end
address. Click Add IP Address or Add IP Section to add.

e Newly added IP addresses are enabled by default. Remove the v before the item to remove it
from the list.

e The system supports a maximum of 64 items.

e The system automatically removes space if there is any space before or after the newly
added IP address.
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e The system only checks the start address if you add an IP address. The system checks the
start address and end address if you add an IP section. The end address must be larger than

the start address.
e The system may check whether the newly added IP address exists. The system does not add
if the input IP address does not exist.

Delete

Click to remove the specified item.

Edit

Click to edit the start address and end address. See Figure 3-32. The system checks the IP address
validity after the edit operation.

55 Edit

Start Address (10.10.5.21

End Address [10.10.6.30

OK Cancel

Figure 3-32

Default
Click to restore default setup. In this case, the trusted sites and blocked sites are both removed.

Note:
e Ifyou enabled trusted sites, only the IP in the trusted sites list can access the device.
e If you enabled blocked sites, the IP in the blocked sites cannot access the device.
e The system supports add MAC address.
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You must install an SNTP server (such as Absolute Time Server) in your PC first. In Windows XP OS,
you can use command net start w32time to boot up the NTP service.

3.4.5.3 NTP Setup

NTP setup dialog is shown in Figure 3-33.

e Host IP. Input your PC address.

e Port. The Hybrid DVR supports TCP transmission only. The port default value is 123.
e Update interval. Minimum value is 1, in minutes; maximum value is 65535

e Time zone. Select your corresponding time zone here.

e Manual update. Enables you to synchronize the time with the server manually.

Following is a reference table for time zone setup.

City /Region Name Time Zone

London GMT+0
Berlin GMT+1
Cairo GMT+2
Moscow GMT+3
New Deli GMT+b
Bangkok GMT+7
Beijing (Hong Kong) GMT+8
Tokyo GMT+9
Sydney GMT+10
Hawaii GMT-10
Alaska GMT-9
Pacific Time (P.T) GMT-8
American Mountain Time (M.T) GMT-7
American Central Time (C.T) GMT-6
American Eastern Time(E.T) GMT-b
Atlantic Time GMT-4
Brazil GMT-3
Middle Atlantic Time GMT-2
® NTP

SeverlP  (fmewindowscorl  J{E)

Port 123
Time Zone GMT+08:00

Update Period |60

Default Cancel Manual Update

Figure 3-33
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Multicast is a transmission mode for data packets. Multicast sends IP datagrams to a group of receivers
in a single transmission. When there are multiple hosts to receive the same data packet, multicast is the
best option to reduce the bandwidth and the CPU load. The source host can send out just one data
packet. This function also depends on the relationship of the group member and the group.

3.4.5.4 Multicast Setup

MULTICAST

IP Address [239 . 255 . 42 . 42
Port 36666

Figure 3-34
Refer to the following list for detailed information.

o |P multicast group address
0 224.0.0.0-239.255.255.255
0 “D” address space
—The higher four-bit of the first byte="1110"
o Reserved local multicast group address
0 224.0.0.0-224.0.0.255
0 TTL=1 When sending out telegraph
0 Forexample:
-224.0.0.1 All systems in the sub-net
—-224.0.0.2 Allroutersin the sub-net
-224.0.04 DVMRP router
-224.0.0.5 OSPF router
-224.0.0.13 PIMv2 router
e Administrative scoped addressees
0 239.0.0.0—239.255.255.255
0 Private address space
- Like the single broadcast address of RFC1918
— Cannot be used in Internet transmission
— Used for a multicast broadcast in limited space

Except the above mentioned reserved addresses, you can use other addresses.
For example:

e MulticastIP: 235.8.8.36

e Multicast PORT: 3666.
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After you have logged onto the Web, the Web can automatically get a multicast address and add it to

the multicast groups. You can enable real-time monitor function to view the view.

3.4.5.5 PPPoE
The PPPoE (Point to Point Protocol over Ethernet) dialog is shown in Figure 3-35.

To set up the PPPoOE feature:

1. Input the User Name and Password you received from your Internet service provider (ISP).
2. Click the OK button.
3. Reboot the system to activate your configuration.

After rebooting, the DVR connects to Internet automatically. The IP in the PPPoE is the DVR dynamic
value. You can access this IP to access the unit.

PPPOE

User Name
Password

IP Address

Default Cancel

Figure 3-35

3.4.5.6 DDNS Setup
The DDNS setup dialog appears below in Figure 3-36.

Requirements: You must have a PC with a fixed IP and DDNS software running. In other words, this
PC is a DNS (domain name server).

To set up the DDNS feature:
1. In network DDNS, select DDNS type and highlight enable item.
2. Input the PPPoE name you get from your IPS and server IP (PC with DDNS).
3. Click the OK button. The system prompts you to reboot to activate the setup.
4. After rebooting, open a browser window and enter:
http.//(DDNS server IP)/(virtual directory name)/webtest.htm
(e.g.: http://10.6.2.85/DVR _DDNS/webtest.htm.)

5. Open the DDNS Server web search page.

DVR1604HF-U-E Hybrid DVR User Guide 72



3 Menu Operations

53] DDNS

DDNS Type  |Quick DDNS ~| I Enable

Server IP www.gquickddns.com

Port 12366
Domain Mode @ Default Domain Custom Domain Name
Domain Name |52544CFA181C .quickddns.com

Email Address Please input email address.

Note: System will reclaim the domain that is idle for more than one year. You can get a
notification email one month before the reclaim if your email address setup is right.

Default Cancel

Figure 3-36

Note that NNDS type includes: CN99 DDNS, NO-IP DDNS, Quick DDNS and Dyndns DDNS. You can
setup all DDNS clients to be valid at the same time.

The Quick DDNS function works with a special DDNS server and special Professional Surveillance
Software (PSS).

Quick DDNS and Client End Introduction

1. Background Introduction

The device IP is not fixed if you use ADSL to log into the network. The DDNS function enables you to
access the DVR via the registered domain name. Besides the general DDNS, the Quick DDNS works
with the device from the manufacturer so that it can add the extension function.

2. Function Introduction

The quick DDNS client has the same function as other DDNS clients. It initiates the bonding of the
domain name and the IP address. At this time, the current DDNS server is for our own devices only.
You must refresh the bonding relationship of the domain and the IP regularly. There is no user name,
password or the ID registration on the server. At the same time, each device has a default domain
name (generated by MAC address) for your option. You can also use a customized valid domain
name (not registered).
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Before you use Quick DDNS, you must enable this service and set the proper server address, port

3. Operation

value and domain name.

e Server address: www.quickddns.com

e Port number: 80
e Domain name: There are two modes: Default domain name and customized domain name.

You can use the default domain name registration or a customized domain name (using your self-
defined domain name.) After successful registration, you can use the domain name to login instead
of the device IP. The user name is optional; you can input your commonly-used email address.

IMPORTANT:
e Do notregister frequently. The interval between two registrations must be more than 60
seconds.

e The system may revoke a domain name that is idle for one year. You will receive an email
notification before the cancellation occurs.

3.4.5.7 UPNP

The UPNP protocol establishes a mapping relationship between the LAN and the WAN. Enter the
router IP address in the LAN, as shown in Figure 3-29. Double click the UPNP item in Figure 3-30. The
following dialog opens.

e
9 '.\ UPNP

ON @
UPNP Status  |unknow
Router LANIP | 0

k

Protocol Int.Port

37778

Default Add to the List Delete Cancel

Figure 3-37

UPNP On/Off
Turn the UPNP function ON or OFF.
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Status

When UPNP is offline, this field displays “Unknown”. When UPNP is online, it shows “Success”.

Router LAN IP
This is the router IP in the LAN.

WAN IP
This is the router IP in the WAN.

Port Mapping List
This represents the one-to-one relationship with the router’s port mapping setting.

Enable
If checked, this indicates that port mapping is enabled for this port.
List
Displays the following items:
e Service Name. Defined by user
e Protocol. Protocol type
e Internal Port. Port that has been mapped in the router
e External Port. Port that has been mapped locally

Default
Click to restore the UPNP default port setting of the HTTP, TCP and UDP.

Add to the List
Click to add the mapping relationship.

Delete
Click to remove one mapping item.

Double-click an item to change the corresponding mapping information. See Figure 3-38.

IMPORTANT: When you are setting the router external port, use 1024-5000. Do not use ports 1-
255 and system ports 256-1023 to avoid conflict. For the TCP and UDP, make sure
the internal port and external port are the same to ensure the proper data
transmission.

B PORT INFO

Service Name |TCP

Protocol TCP

Int.Port 37777
Ext.Port 37777

Cancel

Figure 3-38
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3.4.56.8 3G

This feature is not supported by ADT.

3.4.5.9 WIFI
WIFI Setting

You can view the WIFI connection status in the Network Setting interface. If there is a connection,

you can view the current connection status and the IP address.

IP FILTER
NTP
MULTICAST
PPPoE
DDNS

ALARM CENTRE
SNMP

NETWORK PRIORITY
REGISTER

Detfault

NETWORK SETTING

time.windows.com : 1440
239.255.42.42

No Available DDNS Setup
Port Forwarding

No Connection
MailServer: 25
Record FTP : 0.0.0.0
Private : 10.10.6.19

(]
10.10.6.19: 60001

Cancel

Figure 3-39

To change WIFI settings, check the WIFI box in the Network Setting screen. The WIFl interface
opens. The following describes the available options.

TP-LINK_52019C
10539
xingjiaibn
TP-LINK_076ACA
14029
10388
10333

Refresh

Connection

WIFI SETTING

Current Hotspot No connection
IP Address
Subnet Mask

Gateway

DisConnect Cancel

Figure 3-40
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Auto Connect WIFI
Check this box to automatically connect to the previous WIFI hotspot.

Refresh
Click this button to refresh the hotspot list.

Disconnect
Click this button to turn off the WIFI connection.

Connection
Click this button to open the WIFI Connection dialog, as shown below in the figure below. Click the
Connection button to connect to the selected hotspot.

N WIFI Connection

kay
Connection Status Connected
Verification Type WEP

Encrypt Type AUTO

Connection Password |ssssssssss

IP Address 192 . 168 . 1 .100 | DHCP
Subnet Mask 255 .255 .255 . 0

Gateway 192 .168 . 1 . 1

Cancel DisConnect

Figure 341

Click OK. The WIFI Setting interface is restored, as shown below in the following figure. In the WIFI
Working Information field you can view the current connection status.

R WIFI SETTING

TP-LINK_52019C
xingjiaibn Current Hotspot kqy
14029
TP-LINK_076ACA IP Address 192.168.1.100
kqy |
10388 Subnet Mask  255.255.255.0
10333
Gateway 192.168.1.1

Refresh Connection | [Disconnect Cancel Apply

Figure 3-42
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e After successful connection, the WIFI connection icon appears at the top right corner of the
preview interface.

Note:

o When the hotspot verification type is WEP, status displays as AUTO since the device cannot
detect the encryption type.

e The system does not support verification type WPA and WPA2. The display may become
abnormal for the verification type and encryption type.

e After the device successfully connects to the WIFI, you can view the hotspot name, IP
address, subnet mask, and default gateway in the WIFI Setting interface.

3.4.5.10 Email
The email dialog is shown below in Figure 3-43.

<
1 r'\ EMAIL

SMTP Server [MailServer Pont

Anonymous

User Name 0 Password

Receiver

Sender

Title DVR ALERT
Attachment [l

SSL Enable

Event Interval [120
HealthEnable

Interval 60

Cancel

Figure 3-43

SMTP Server
Enter your email SMTP server IP.

Port
Enter the corresponding port value.

User Name
Enter the user name to login to the sender’s email box.

Password
Enter the corresponding password.

Receiver
Enter the receiver’'s email address. The system supports a maximum of 3 email boxes and
automatically filters out duplicate addresses.
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Sender
Enter the sender’s email address.

Title
Enter the email subject line (32 alphanumeric characters max).

SSL Enable
Check to enable SSL encryption.

Event Interval
Enter the delay time in seconds following the alarm event before another email is sent out. The interval
ranges from O to 3600 seconds, where O means there is no delay and the email is sent immediately.

Health Enable
Check the box to enable this function, which enables the system to send out a test email for testing
the connection.

Interval
Enter the delay time in seconds following the test alarm before another email is sent out. The interval
ranges from O to 3600 seconds, where O means there is no delay and the email is sent immediately.

Test
Click the Test button test the email connection.

I : @ Message I

Mail Test Error

Figure 3-44

Note that the system will not send out the email immediately when the alarm occurs. When the
Motion Detection or the Abnormality event activates the email, the system sends out the email
according to the interval setting specified here. This function is very useful when there are too many
emails activated by Abnormality events, resulting in a heavy load for the email server.

3.4.5.11 FTP

You must download or buy an FTP service tool (such as Ser-U FTP SERVER) to establish the FTP
service.

Install the Ser-U FTP SERVER first. (Start > All Programs > Serv-U FTP Server > Serv-U Administrator).
Then set the user password and FTP folder. Note that you must grant write rights to the FTP upload
user.
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_LL Serv-l Administrator Local Server =2
File Edit User Yiew ‘Window Help

MXBo a2 e T

=10l

& Serv) Servers € sccourt| 2] General (D DirAccess | TP 1P Access | #4 UL/DLRatit |
Eg << Local Server »»

LR License

i 7] Settings

LR Activity

E_E Dromaing
EE zhonghy

] Settings

¥ Append
[v Delete

Directaries:
v List
[ Create
T}IV Remove
:m'n’!:llreclorles:
TV Inherit
5
Ldd Delete | Edit |
H Apply | ¥ Restore |
<< Local Server == [System Administratar] ‘ Down: 0.000 kBps § Up: 0.000 kBps | 3 of 32767 Sockets | 0{0) Users ‘ Oxfers 2
Figure 3-45

You can use a PC or FTP login tool to test that it is setup properly.

For example, you can login user ZHY to FTP://10.10.7.7 and then test it to modify or delete the folder.

-

Internet Explorer I

? To log on to this FTP server, bype a user name and password.

FTP server: 10.10.7.7

Liser name!
Password:

After you log on, you can add this server to your Favorites and return to it sasily.

[Lag on anonymously:

[ Log Oon ][ Cancel

Figure 3-46

The system also supports upload multiple DVRs to one FTP server. You can create multiple folders
under this FTP. Select FTP and then double-click it. The following dialog appears.
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Server IP . . . Port (21
User Name

Password Anonymous

Remote Directory File Length |0

Snapshot sec.

Channel 1 -

Weekday Tue v Alarm  Motion Regular
Time Period 1 00 :00 -24 :00

Time Period 2 00 :00 -24 :00

Default

Figure 3-47

To use the FTP feature:
1. Highlight the Enable box M to activate the FTP function.
2. Input the FTP server address, port and remote directory. When a remote directory is not

available, the system automatically creates folders according to the IP, time and channel.
3. Enter the User Name and Password as the account information for you to login the FTP.
4. Set upload file length, picture upload interval, upload file channel, time and type.

o File length is upload file length. When this value is larger than the actual file length, the
system will upload the whole file. When this value here is smaller than the actual file
length, the system only uploads the set length and automatically ignores the left section.
When the interval value is O, the system uploads all corresponding files.

e At the same time, you can set two periods and three recording files for different channels.

5. Click the Test button. The corresponding dialog box appears to show that the FTP
connection is OK. See Figure 3-48.

I @ Message

FTP Test Connect Failed

Figure 3-48
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3.4.5.12 Alarm Centre

This feature is not supported by ADT at this time.

3.4.5.13 SNMP

SNMP is an abbreviation of Simple Network Management Protocol. It provides the basic network
management framework of the network management system. SNMP is widely used in many
environments, network devices, software and systems.

A SNMP

SNMP Enable [ |
] Vi1
] V2
SNMP Port

Read-Community |public

Wirite-Community |private

Trap Address
Trap Port 162

Default

Figure 3-49

Enable the SNMP function. Use the corresponding software tool (MIB Builder and MG-SOFT MIB
Browser. You will need two MIB files: BASE-SNMP-MIB, DVR-SNMP-MIB) to connect to the device.
You can get the device’s corresponding configuration information after a successful connection.

To configure SNMIP:

1. In Figure 3-49 above, check the box to enable the SNMP function. Input the IP address of the PC
than is running the software in the Trap address. You can use the default setup for the rest of the
items.

2. Compile the above mentioned two MIB file via the software MIB Builder.

w

Run MG-SOFT MIB Browser to load the file from the previous step to the software.

4. Inputthe device IP you want to manage in the MG-SOFT MIB Browser. Set the corresponding
version for future reference.

5. Open the tree list on the MG-SOFT MIB Browser to get the device configuration. Here you can see

how many video channels, audio channels and application versions the device has.

Note: A port conflict occurs when the SNMP port and Trap port are the same.
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This dialog is for setting network priority. The default setup is PPPoE>LAN. You can change the

3.4.5. 14 Network Priority

priority if necessary. WIFl and 3G are not supported by ADT.

55 NETWORK PRIORITY

Default Gateway |[LAN

R

Priority Name
1] PPPoE

1 WIFI v
2 3G
3

LAN

Default Cancel

Figure 3-50

Default Gateway. This area displays the current default gateway. It displays PPPoE if the PPPoE dial
is successful.

Priority. This value ranges from O to 3. The highest priority is O.
Name. This area displays the network name. Use u/n to move the priority of the current item
up/down.

Note:
o PPPoE always has the highest priority.
e WIFl and 3G are not supported by ADT at this time.

3.4.5.15 Auto Register

This function enables the device to automatically register to the proxy you have specified. In this way
you can use the client end to access the DVR via the proxy. In the network service, the device
supports a server address of IPv4 protocol.

To use the Auto Register function:
1. Set the proxy server address, port and sub-device name at the device end.
2. Enable the Auto Register function. The device automatically registers to the proxy server.

IMPORTANT: Do notinput a network default port such as the TCP port number.
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a7y REGISTER

B Enable
No. 1

Server IP Address [0,0.0.0

8000
ID 0

Default Cancel

Figure 3-51

The proxy server software is developed from the SDK. Open the software and input the global

setup. Make sure the auto connection port here is the same as the port you set in the
previous step.

Now add the device. Do not input default port number such as the TCP port in the mapping
port number. The device ID used here must be the same as the ID you input prior.

Click the Add button to complete the setup.
Boot up the proxy server.

When the network status is Y, the registration is successful. You can view the proxy server
when the device is online.

IMPORTANT: The server IP address can also be the domain but you must register a domain name

3.4.6

before you run the proxy device server.

Alarm Setup and Activation

In the Main Menu, select Setting > Alarm. The alarm setup interface opens.

Highlight the icon B to select the corresponding function.
Click Save when complete.
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Event Type Local Alarm || Alarm In 1 v

(= ALARM

Enable [ | Type Normal Open |~
Alarm Alarmin1

Period Setup Anti-dither

B Alarm Out (1] Latch

B Show Message [l Alarm Upload Send Email
B Record Channel |8

PTZ Activation Setup Delay
B Tour (1]

Shapshot 1]

Video Matrix (1]

Buzzer

Default Copy Cancel

Figure 3-52

Enable
Check the box to activate the Alarm function.

Event Type
Make your selection from the dropdown: Local Alarm, Net Alarm, IPC Ext Alarm or IPC Offline Alarm.

o Local Alarm. The system detects the alarm signal from the alarm input port.

o Network Alarm. The system detects the alarm signal from the network.

o IPC External Alarm. The system detects the alarm signal from the front-end device and
activates the local hybrid DVR.

e IPC Offline Alarm. The system generates an alarm when the front-end IPC disconnects from
the local hybrid DVR. The alarm can activate a recording, PTZ, snapshot, etc. The alarm lasts
until the IPC and the hybrid DVR resume their connection.

Note:

e Before operation, make sure you have properly connected alarm devices such as the
buzzer.

e [f thisis your first time booting up the device, the status of the front-end network
camera will not be regarded as offline. After one successfully connection, all
disconnection events will be regarded as an IPC Offline Alarm.

e When an IPC Offline Alarm Occurs, the record and snapshot functions of the digital
channel are not available.
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Alarm In
Select the channel number from the dropdown, or else select Alll.

Alarm
Enter the Alarm name.

Type
Select the relay type from the dropdown: Normally Open or Normally Closed.
Period
Click the Setup button. The Setup dialog opens.
; Setup

Work Day < Setup
B (00 00 -24 :00 00 :00 -24 :00

00 :00 =24 :00 00 :00 -24 100
00 :00 -24 00 00 :00 -24 100

Copy Default Cancel

Figure 3-53

Here you can set the time period when detection is enabled. Select Sunday to Saturday from the
dropdown list. Be sure to check the box to the left of the period to enable it. To set your own business
day and non-business days, select work day or non-work day from the drop down list, and then click
the Setup button. See Figure 3-54. For example, you can set Monday to Friday as working days and
Saturday and Sunday as non-working days. Click the Save button to return to the previous screen.

I Q Setup I

Cancel

Figure 3-54
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This feature sets a delay period before triggering the next alarm, to avoid re-triggering on the same
event for screen prompt, alarm upload, and email notifications. The delay period begins when the
current event has ended, not including the latch time. The value ranges from 5s to 600s. For
example, if you set an anti-dither time of 10 seconds, the activation will last 10seconds when a local
alarm is activated. If another local alarm signal is detected before these 10 seconds have elapsed, the
buzzer, tour, PTZ activation, snapshot, and record channel will be activated for another 10 second
period. However, the screen prompt, alarm upload, and email will not be activated again. After the
10-second anti-dither time has elapsed, a new alarm signal will be generated when another alarm is
detected.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

Show Message
Enable Show Message to pop up a warning dialog on the local monitor displaying which alarm has
occurred.

For digital channels, if you enable the Show Message function when an IPC offline alarm or external
alarm occurs, the Alarm Status dialog appears, as shown in Figure 3-55.

e ALARM STATUS

Index 1 2 3 4 5 6 7 8 9 101112131415 16
Local Alarm

Net Alarm

Video Loss

Mask

Motion

IPC Ext Alarm

IPC Offline Alarm

Net Disconnect
IP Conflict
MAC Conflict

Figure 3-55

Alarm Upload
Enable this feature to upload an alarm signal to the network (including the Alarm Centre).
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Send Email
Enable this to send out email to alert you when the alarm occurs.

Record Channel

Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen (Main Menu > Setting > Schedule) and select Schedule Record on the Manual
Record screen (Main Menu > Advanced > Manual Record)).

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.

PTZ Activation

None
None
None
None
None
None

None

O o O (O O O O O

0
0
0
0
0
0
0
0

None

Cancel

Figure 3-56

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to section 3.4.6 Display on page 84 for tour interval setup. However, the alarm tour has higher
priority than the tour setup you set in the Display screen.

Snapshot
Enable this function to take a snapshotimage on the designated channel when an alarm occurs:
a. Go to Setting > Encode. Select Snapshot as the activation mode, and then set corresponding
parameters.
b. Go to Setting > Network >FTP. Set the FTP server information and the picture upload interval.
Enable the FTP function and click Save.
c. Go to Setting > Alarm. Select the corresponding channel, and then enable the snapshot

function.
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Note: Activation Snapshot has higher priority than Schedule Snapshot.

Video Matrix

Check the box to enable this function. When an alarm occurs, the device connected to the SPOT OUT
port on the rear of the DVR displays video output from the selected channel(s) in a 1-window tour.
See 3.6.8 Video Matrix on page 136 for details on how to set up Video Matrix.

Buzzer
Enable this function to sound an audible tone from the DVR when the alarm occurs.

Note: A network alarm is an alarm signal using TCP/IP. You can use NET SDK to activate a network
alarm. There is no type, anti-dither or alarm upload function.

3.4.7 Detect

The Detect screen is used for setting up the type of events for which you want to trigger a response,
such as triggering an alarm, sending an email or taking a snapshot. There are three detection types
that you can set as an event:

e Motion Detection

e Video Loss

e Camera Masking

3.4.7.1 Detect Setup

To set up an event for triggering a response:
1. Select Main Menu > Setting > Detect.
The Detect menu appears.
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X) DETECT

Event Type Motion Detect|~| Channel
Enable [ ]
Region Setup Sensitivity

Period Setup Anti-dither
Alarm Out 1] Latch

B Show Message [l Alarm Upload Send Email
B Record Channel [

PTZ Activation Setup Delay
Tour 1]
Snapshot (1]

Video Matrix 1]
Buzzer

Copy Detault

Figure 3-57

2. Highlight the box ( ) to select the corresponding function.
3. After completing the setup, click the Save button.

The following describes the Detect window:

Event type
Select the desired event from the dropdown list: motion detection, video loss or camera masking.

Channel
Select a channel from the dropdown list that you want to enable for the event.

Enable
Check the box to enable the event type.

Region

(Motion Detection only) Click the Setup button to set Motion Detection zone. There are
396(PAL)/330(NTSC) small zones. The blue zone is the motion detection zone; the white zone is the
disarmed zone. The system can only detect motion detect signal from the armed region. See section
3.4.7.2 Motion Detection on page 92.)

Sensitivity
(Motion Detection and Camera Masking only) The system supports 6 levels. The sixth level has the
highest sensitivity. The default setup is 3.
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Period

Click the Setup button. The Setup dialog opens, as shown in Figure 3-6 1. Here you can set the time
period when detection is enabled. Select Sunday to Saturday from the dropdown list. Be sure to
check the box to the left of the period to enable it. To set your own business day and non-business
days, select work day or non-work day from the drop down list, and then click the Setup button. See
Figure 3-62. For example, you can set Monday to Friday as working days and Saturday and Sunday
as non-working days. Click the Save button to return to the previous screen.

Anti-dither

(Motion Detection only) This feature sets a delay period before triggering the next Motion Detection
event, to avoid re-triggering on the same event. The delay period begins when the current motion
detection event has ended. The system only stores one event during the anti-dither period. The value
ranges from 5s to 600s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

Show Message
Enable Show Message to pop up a warning message on the local monitor to alert you that the event
has occurred.

Alarm Upload
Enable this feature to upload an alarm signal to the network.

Send Email
Enable this to send out email to alert you when the event occurs.

Record Channel

The system automatically activates the designated channel(s) to record once a Motion Detection event
occurs. Make sure you have set MD Record in Schedule screen (Main Menu > Setting > Schedule) and
Schedule Record on the Manual Record screen (Main Menu > Advanced > Manual Recordl).

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an event occurs.

e Select. Click this button to open the PTZ Activation screen for setting up the camera.
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PTZ Activation

CAM 2
CAM 4
CAM 6
CAM 8
CAM 10
CAM 12
CAM 14
CAM 16

0
0
0
0
0
0
0
0

ol (o] [a] (o] (o] (o] [a] o

Cancel

Figure 3-58

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. Refer to section 3.4.6 Display on page
84 for tour interval setup.

Snapshot
Enable this function to take a snapshotimage when a motion detect event occurs.

Video Matrix

Check the box to enable this function. When an event occurs, the device connected to the SPOT OUT
port on the rear of the DVR displays video output from the selected channel in a 1-window tour. See
3.6.8 Video Matrix on page 136 for details on how to set up Video Matrix.

Buzzer
Enable this function to sound an audible tone from the DVR when the event occurs.

Test
Click this test the current motion detect setup. See section 3.4.7.2 Motion Detection on page 92.

Note:

e |nthe Detect main screen, the copy/paste function is only valid for the same event type. In
other words, you cannot copy a channel setup in Video Loss mode and paste it to a channel
in Camera Masking mode.

e The Default function is only available for the current event type. For example, if you click the
Default button in the Camera Masking dialog, only the default camera masking setup is
restored to default settings. It does not affect other detection types.
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The system can set a Motion Detection event to trigger an alarm and initiate recording. The Motion

3.4.7.2 Motion Detection

Detect icon . appears on the live video screen if the current channel has the motion detect alarm
enabled. You first must set up the area on the screen that you want to be sensitive to motion
detection. You can up the motion detection zone using the mouse. You can also use keys on the front
panel of the DVR: FN and arrow keys to set the detection zone, the Enter key to accept the setting, or
the Esc key to exit without saving.

To set up Motion Detection:

1. Open the Motion Detect screen by selecting Main Menu > Setting > Detect. The Detect
screen opens, as shown in Figure 3-57.
In the Event Type area, select the drop-down menu and select Motion Detect.
In the Channel area, select the channel you want to set up from the drop-down list.
Check the Enable checkbox to enable the Motion Detection feature for this channel.
In the Region field, select the Select button. An interface opens for setting the motion
detection zone.

ok wN

Figure 3-59

The blue zone is the armed (motion detection) zone; the clear zone is the disarmed zone. The
system only detects motion in the blue armed region. The default setup is the entire screen
(all blue).
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6. Setthe motion detection zone, using one of the following methods. The currently selected
grid cell is highlighted in green.

a. Left mouse-click and drag it to set the desired region. If the area is already blue (armed),
dragging the mouse sets the cells clear (disarmed). If the area is already clear (disarmed),
dragging the mouse sets the cells armed (blue).
or

b. Press the Fn button on the front panel to switch between the armed mode and disarmed
modes. Use the arrow keys to apply that format to the grid cell.

7. After setting the zone, exit and return to the Detect zone setup screen, using one of the
following methods:
a. Right mouse-click
or
b. Press the Enter button on the front panel

8. Set the Sensitivity level 1-6, where 6 is the most sensitive. The default is 3.

9. Select the Test button. A screen appears as in Figure 3-60. The system only displays the
motion detect status of the blue area. The red flashing area shows motion has been detected
in this area.

Figure 3-60

10. In the Period area, select the Setup button. The Setup dialog opens for setting the motion
detection period.
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Setup

Work Day < Setup

B (00 :00 -24 :00
00 :00 -24 :00
00 :00 -24 :00

Copy Default Cancel

Figure 3-61

11. Select Work Day from the drop down list.
12. Select the Setup button. The Setup dialog appears.
13. Enable the working and free (non-business) days.

I!:! Setup I

Cancel

Figure 3-62

14. Select Save to return to the Setup screen (Figure 3-6 1). Six periods appear for you to set for
each day.

15. Select the box to the left of a time period to enable it.

16. Set the start and end times for each motion detect period.

17. When finished, select OK to return to the Detect screen.

18. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Buzzer, Alarm Upload, or Send Email (as described in section 3.4.6 Detect
Setup on page 89).
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19. Select the Save button to enact the current setup.

The Motion Detect icon - appears on the live video screen if the current channel has the
motion detect alarm enabled.

3.4.7.3 Video Loss

This function informs you when no video signal is detected.

To set up a Video Loss event:
1. Open the Motion Detect screen by selecting Main Menu > Setting > Detect. The Detect
screen opens.
2. Inthe Event Type area, select the drop-down menu and select Video Loss.

I® DETECT

Event Type Video Loss |~| Channel
Enable [ ]

Period Setup
Alarm Out Latch

B Show Message ([l Alarm Upload Send Email
B Record Channel |l

PTZ Activation Setup Delay
Tour
Snapshot

Buzzer

Copy Default

Figure 3-63

3. Inthe Channel area, select the channel you want to set up from the drop-down list.

4. Check the Enable checkbox to enable the Video Loss feature for this channel.

5. Inthe Period area, select the Setup button. The Setup dialog opens for setting the time
period during which the Video Loss will be a trigger event.
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R) Setup

Worlk Day < Setup
& (00 :00 -24 :00

00 :00 -24 00

00 :00 -24 00

Copy Default Cancel

Figure 3-64

6. Select Work Day from the drop down list.
7. Select the Setup button. The Setup dialog appears.
8. Enable the working and free (non-business) days.

I (: ) Setup I

Figure 3-65

9. Select Save to return to the Setup screen (Figure 3-6 1). Six periods appear for you to set for
each day.

10. Select the box to the left of a time period to enable it.

11. Set the start and end times for each motion detect period.

12. When finished, select OK to return to the Detect screen.

13. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Buzzer, Video Matrix, Alarm Upload, or Send Email.
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14. Select the Save button to enact the current setup.

The Video Loss icon . appears on the live video screen if the current channel has the Video

Loss alarm enabled.

Note:
e Thereis no Detection Region, Sensitivity or Anti-dither setup for Video Loss.
o Video Loss is only enabled during the time period set. It is disabled for Motion Detection and
Camera Masking.

3.4.7.4 Camera Masking

The Camera Masking feature alerts you when someone maliciously masks the lens, or the output
video is in monochrome due to a change in ambient light.

To set up a Camera Masking event:
1. Open the Motion Detect screen by selecting Main Menu > Setting > Detect. The Detect
screen opens.
2. Inthe Event Type area, select the drop-down menu and select Camera Masking.

R) DETECT

Event Type Camera Maski| ¥| Channel
Enable ]
Sensitivity

Period Setup

Alarm Out (1] Latch
B Show Message [l Alarm Upload Send Email
B Record Channel

PTZ Activation Setup Delay
Tour
Shapshot 1]

Buzzer

Copy Default Cancel

Figure 3-66

3. Inthe Channel area, select the channel you want to set up from the drop-down list.

4. Check the Enable checkbox to enable the Camera Masking feature for this channel.

5. Inthe Period area, select the Setup button. The Setup dialog opens for setting the time
period during which Camera Masking will be a trigger event.
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R) Setup

Worlk Day < Setup
& (00 :00 -24 :00

00 :00 -24 00

00 :00 -24 00

Copy Default Cancel

Figure 3-67

6. Select Work Day from the drop down list.
7. Select the Setup button. The Setup dialog appears.
8. Enable the working and free (non-business) days.

I (: ) Setup I

Cancel

Figure 3-68

9. Select Save to return to the Setup screen (Figure 3-6 1). Six periods appear for you to set for
each day.

10. Select the box to the left of a time period to enable it.

11. Set the start and end times for each motion detect period.

12. When finished, select OK to return to the Detect screen.

13. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Video Matrix, Buzzer, Alarm Upload, or Send Email.

14. Select the Save button to enact the current setup.
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Note:

e Thereis no Detection Region or Anti-dither setup for Camera Masking.
e Camera Masking is only enabled during the time period set. It is disabled for Motion
Detection and Video Loss.

3.4.8 Pan/Tilt/Zoom (PTZ)

This section describes how to set up and control your pan/tilt/zoom (PTZ) camera(s).

Note: All the operations here are based on Pelco D protocol. For other protocols, there might be
differences.

3.4.8.1 Cable Connection

Follow the procedures below to go on cable connection:
1. Connect the dome RS485 port to DVR 485 port.
2. Connect dome video output cable to DVR video input port.
3. Connect power adapter to the dome.

The camera video should be in the current screen.

3.4.8.2 PTZ Setup
Before setup, verify the following connections:

e Pan/Tilt/Zoom (PTZ) and decoder connections are correct
e Decoder address setup is correct
e Decoder A (B) line connects with the DVR A (B) line

To initialize the PTZ function:
1. Bootup the DVR.
2. Enter your User Name and Password.
3. Inthe Main Menu, click Setting and then Pan/Tilt Control. The PTZ dialog opens.
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oy PAN/TILT/ZOCM

Channel |1

PTZ Type Local

Protocol |PELCOD
Address

Baudrate

Data Bits

Stop Bits

Parity MNone

Default Copy Cancel

Figure 3-69
The PTZ Setup screen contains the following items:

Channel. Use the drop-down list to select the desired channel number. Make this channel
selection first.

Protocol. Select corresponding PTZ protocol (such as Pelco D)

Address: Input corresponding PTZ address. The default address is 1.

Baud rate: Select corresponding baud rate. The default value is 9600.

Data bits: select corresponding data bits. The default value is 8.

Stop bits: select corresponding stop bits. The default value is 1.

Parity: Select from three options: odd, even or none. The default setup is none.
4. After completing all the settings, click the Save button.

The system reverts to the previous menu.

3.4.8.3 PTZ Menu

In one window display mode, right mouse-click and select Pan/Tilt/Zoom from the context menu, or
press the Fn button on either the front panel or on the remote.
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View 1
View 4
View 8
View 9
View 16

| Pan/Tilt'Zoom |

Color Setti.kg

Search

Record

Remote Device

Alarm Output

Video Matrix

Main Menu
Figure 3-70

Main PTZ Control Interface
The Pan/Tilt/Zoom main control interface appears. Here you can set the following items:
e Speed
e Direction Keys
e SIT- 3D Intelligent Positioning Key
e Zoom, Focus, Iris (to adjust brightness)

o PTZTrace
e Page Switch
e Set
Zoom @
Focus @
Iris ®
Set
Ptz Trace
Page Switch
Figure 3-71
3.4.8.4 Speed

Input a speed value using the numeric keypad. Select from 1-8, with 8 the fastest.
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Click one of the eight the direction arrows to adjust the Pan/Tilt/Zoom (PTZ) position. The camera
moves accordingly. Note that there are only four direction arrows on the DVR front panel.

3.4.8.5 Direction Keys

Figure 3-72

3.4.8.6 3D Intelligent Positioning Key

The PTZ function supports 3D intelligent positioning, which enables you to use the mouse to position
the viewing area and automatically adjust the zoom, focus and iris settings.

To use 3D intelligent positioning:

1. Locate and click the button labeled SIT in the center of the eight direction arrows.
The system reverts to the single screen mode.

2. Drag the mouse in the screen to adjust the section size. PTZ initiates automatically to adjust

to the dragged area. The dragged zone supports 4X to 16X speeds. The smaller the zone you
drag, the higher the speed.

SIT
Figure 3-73

3.4.8.7 Zoom, Focus, Iris

Click [l and Ed to modify the Zoom, Focus and Iris settings.

Name Function Function Shortcut Function Function Shortcut

key key* key key*
Zoom B ZoomIn > Ed Focus Out (4 2
Focus [ Focus near i< E2 Focus far 2|
Iris = Close <4 Ed Open 2]

DVR1604HF-U-E Hybrid DVR User Guide 103



3 Menu Operations

3.4.8.8 PTZ Trace

PANTILT/Z00M

Set

Ptz Trace

Page Switch

Figure 3-74

The PTZ Trace function shows a single video screen. As you move the mouse around the screen, the
actual camera movement follows your mouse movement.

3.4.8.9 Page Switch

The Page Switch button toggles through the three PTZ dialog screens. Click Page Switch on any

screen to move to the next page.

5

Zoom
Focus
Iris

Set

Ptz Trace

Page Switch

Main PTZ Control page:

Open this screen by right-
clicking the mouse and
selecting Pan/Tilt/Zoom
from the resulting context
menu. This screen is used to
set up the following items:

e Speed

e Direction Keys

e SIT (3D Intelligent
Positioning Key)

e Zoom, Focus, Iris

e Set

e PTZTrace

These functions are described
in the following sections.

PAN/TILT/ZOOM 4

No. 0 Preset
Pattern Tour
AutoScan AutoPan

Flip Reset

Page Switch

PTZ Control page 2:
Pattern. Described below.
Click the button and the
screen says Record.

Tour (Patrol). See below.
Auto Scan. Similar to Auto
Pan but uses Border limits,
which is described below.
Auto Pan. Click and the
button label changes to Stop.
The camera moves back and
forth in a180-degree pattern.

Flip. Click and the camera
moves 90° from the horizon
to straight up, and then
switches to the other side.

Reset. Stops all camera
movement.

B PAN/TILT/ZOOM i
Direct Aux Oper

Light
Aux Num Oper
1

Page Switch

PTZ Control page 3:
Direct Aux Operation Page

Pressing Page Switch again
toggles to this screen, which
is used for activating the
optional PTZ relay output (if
your PTZ camera is so
equipped) to activate an
auxiliary device, such as a
light.

Press Page Switch again to
return to the Main PTZ
Control page.
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Click the Set button in the Main PTZ screen shown in Figure 3-75. The setup dialog appears. Here

3.4.8.710 Set Button

you can set the following items:

o Preset
e Patrol
e Pattern
e Border

PAN/TILT/ZOOM >

Function Preset 0
Preset

Patrol
Pattern . Set
Border | Del Preset

Patrol No. __|."|

Figure 3-75
Presets

Presets are programmed locations that the PTZ camera is trained to view. These presets can be
strung together to move the camera in a designed movement called a Patrol.

To setup the Preset:
1. Inthe Main PTZ Control screen, use the eight direction arrows to adjust camera to the proper
position.

IEE ~ PANTILT/ZOOM l

Set

Ptz Trace

Pace Switch
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2. Click Set.

:F:]
‘?.

Set Y

Ptz Trace

Pace Switch

3. Inthe Set Screen that appears, click the Preset button.

PAN/TILT/ZOOM X

Function Preset (0

Preset %" Patrol No. [0
Patrol '

Pattern L Set
Border | Del Preset

4. Click within the Preset field. The numeric keypad appears. Input the preset number (1, 2, 3,
etc.).

PANTILT/ZOOM X

Function Preset (1
Preset

Patrol No. |0
Patrol i

Pattern . Set
Border | Del Preset
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5. Click Set.

PANTILTIZOOM X

Function Preset 1

Preset

Patrol No. |(
Fatrol o e I8

L

Pattern . Set )
Border _Del Preset

6. Return to step 1 and continue this pattern to set all desired Presets.

To activate the Preset:

1.

2.

Set

Ptz Trace

Page Switc,le

PAN/TILT/Z00M o
No. 1 bset

FPattern ur

-

AutoScan |7 ~uwPan

Flip Reset

Page Switch

Right-click to return to the Main PTZ Control dialog. Click the Page Switch button.

In the No. field, enter the Preset No. you want to playback, using the numeric keypad.
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3. Click Preset to initiate the selected preset.

I : E PAN/TILT/ZO0OM A I

MNo. 1 Preset

K

Pattern Tour
AutoScan AutoPan

Flip Reset

Page Switch

The camera moves to that Preset location.

Patrol

Presets can be strung together to move the camera in a designed movement called a Patrol.

To setup the Patrol:
1. Inthe Main PTZ Control screen, click Set.

Set A

Ptz Trace

Pace Switch

2. Inthe Set Screen that appears, click the Patrol button.

PANTILT/ZOOM X

Function Preset 1

Preset .
Patrol No.
Patrol g

Pattern _ Add Preset
Border _. Del Preset
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3. Set the patrol number (for example, “17).

PANTILT/ZOOM <X

Function Preset 1
Preset

Patrol Patrol No. |1

Pattern _ Add Preset

Border _. Del Preset

4. Inputa preset number you want to add to the patrol (for example, “3").

PANTILT/ZOOM ¢

Function Preset 3
Preset

Patrol 4
Pattern  Add Preset

Border ._ Del Preset

Patrol No. |1

5. Click Add Preset to add Preset 3 to Patrol 1.

PANTILT/ZOOM 3¢

Function Preset 3
Preset

Patrol Patrol No. |1

Pattern _ Add Preset A

Border _. Del Preset

6. Return to step 4 to add other presets in the order you want them to occur.
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To activate the Patrol:

1. Right=click to return to the Main PTZ Control dialog. Click the Page Switch button.

Ptz Trace

Page Switc,le

2. Inthe No. field, enter the Tour (Patrol) No. you want to playback, using the numeric keypad.

PAN/TILT/ZOOM s

No. [1] |[1 2 3bset

Pattern ur

AutoScan | —T—rawPan

Flip Reset

Page Switch
3. Click Tour.

I : E PAN/TILT/ZO0OM > I

Mo. 1 Preset

FPattern Tour A

AutoScan AutoPan
Flip Reset

Page Switch

The camera moves to all Preset locations that were set in the selected Tour (Patrol). The Tour

button changes to Stop, enabling you to allow the Tour to run in its entirety or stop it at any
time.
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A pattern is much like a patrol but does not use presets. Instead, the Pattern is recorded by the
camera movement design that you record using the Direction Keys on the Main PTZ Control
interface. The camera mimics the movement you recorded during setup.

Pattern Setup

To setup the Pattern:
1. Inthe Main PTZ Control screen, click Set.

IEE ~ PANTILT/ZOOM l

Set A

Ptz Trace

Pace Switch

2. Inthe Set Screen that appears, click the Pattern button.

_ PANTILT/ZOOM >

Function Pattern 1

Preset Patrol No. |0
Fatrol

Pattern ' _ BE‘-_QER
Border ([ End

3. Clickin the Pattern field and enter a value for this Pattern number.
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s _ PAN/TILT/ZOOM %

Function Patiern 2
Preset
Patrol
Pattern | Begin
Border ' End

Patrol No. |0

4. Now click the Begin button to start recording your pattern.

PAN/TILT/ZOOM X<

Function Pattern 2
Preset
Patrol
Pattern ' Begin A
Border ([ End

Patrol No. |0

5. Right=click to return to the Main PTZ Control dialog. Use the arrow keys to move the camera
to the desired view pattern, using the Zoom, Focus, and Iris settings as needed. The pattern
that the camera follows is recorded.

®
T
Set

Ptz Trace

Pace Switch

6. Inthe Main PTZ Control screen, click Set.
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IEE ~ PANTILT/ZOOM l

Set A

Ptz Trace

Pace Switch

7. Inthe Set Screen that appears, click the End button to terminate recoding the pattern.

PANTILT/ZOOM <

Function Patiern 5
Preset '
Patrol
Pattern | Begin
Border ( = R

Patrol No. |0

To activate the Pattern:
1. Right=click to return to the Main PTZ Control dialog. Click the Page Switch button.

~ PANTILT/ZOOM

Set

Ptz Trace

Page Switc,le

2. Inthe No. field, enter the Pattern No. you want to playback, using the numeric keypad.
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PANTILT/ZOOM P

No. 2 > 3 bset
6

Pattern g pur
|

|

AutoScan %&Pan

Flip Reset

Page Switch

3. Click Pattern to initiate.

I : @ PANTILT/ZO0M < I

MNo. 2 Preset

FPattern Tour

K

AutoScan AutoPan

Flip Reset

Page Switch

The camera moves to all the locations that were recorded in the selected Pattern.
Border

Border is the right and left limitations that you set for camera movement. Borders determine the
pattern limits for Auto Scan.
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To setup the Borders:

1. Right=click to return to the Main PTZ Control dialog. Use the arrow keys to move the camera

to the desired left-most limit.

IEE ~ PANTILT/ZOOM l

Set

Ptz Trace

Pace Switch

2. Click Set.

IEE ~ PANTILT/ZOOM l

Set A

Ptz Trace

Pace Switch

3. Inthe Set Screen that appears, click the Border button.

PANTILT/ZOOM = X

Function Pattern (1
Preset
Patrol _
Pattern f_ Left

Border o
h . Right

Patrol No. i'd
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4. Inthe Set Screen that appears, click the Left button. The Left limit is defined.

W PANTLTZOOM X

Function Pattern 1
Preset

Patrol No. |0
Patrol L EeR

Pattern ( Left »
Border [ Right

5. Repeat steps 1-b, this time setting the Right side border.

To activate the Borders:
1. Rightclick to return to the Main PTZ Control dialog. Click the Page Switch button.

Ptz Trace

Page Switc,lg

2. Click the Auto Scan button.

PAN/TILT/ZOOM PS

No. ] Preset

Pattern Tour

AutoScan A AutoPan

Flip Reset

Page Switch

The Auto Scan button changes to a Stop button as the camera automatically begins to pan
left to the left border you have set, stop, and then pan right until it reaches the right limit. This
process repeats until you click the Stop button to terminate the scan.
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NOTE: Auto Pan is similar to Auto Scan except that it does not use border limits. Instead, the

camera moves back and forth in 180 degree pattern.

3.4.9 Display

The Display Setup screen is shown in the following figure.

2 DISPLAY

Transparency Channel Name Modify

Time Display | Channel Display [l

Resolution 1280x1024 Image Enhance [l
Tour Setup Setup
Motion Tour Type [View 1 Alarm Tour Type |View 1

Favorites Setup Zero-Ch Encode Setup

Default

Figure 3-76

Transparency
Enter a value for GUI's transparency over the viewing window, ranging from 128 to 255.

Channel Name

Modify the Channel Name in this field. The system supports a maximum of 30 characters. Note that
all your modifications here only apply to the DVR local end. You must open the web or client end to
refresh the Channel Name.

Time Display
Select to display the time during playback.

Channel Display
Select to display the channel name during playback.

Resolution
There are four options: 1920 x1080, 1280 x1024 (default), 1280 x720 and1024 x768. You must
reboot to activate the new setup.

Image Enhance
Check the box to optimize the live video image quality.
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Select from the dropdown the motion or alarm tour combination set up in the Tour Setup screen

Motion/Alarm Tour Type

below.

Tour Setup

Here you can activate the Tour function, which presents an alternating display (much like a
slideshow) of the channel(s) you have set to record when a motion detection or alarm event occurs.
Click the Setup button to open the Tour Setup screen.

[EI Tour Setup

Enable Tour [l Interval (5

Split View 4 v

Channel combine

Delete Move up Move down

Default

Figure 3-77

Enable Tour. Check the box to enable this function.

e Interval. The system supports 1/4/8/9/16-window tour. Input the desired interval value here
for the scheduled tour/motion detection tour. The value ranges from 5-120 seconds.

e Split. Select the window split mode from the dropdown list.

e Channel Combination. This area is for viewing channel names under current window split
mode. You can add/delete channels here. Double-click an item to edit the channel group. The
system supports a maximum of 16 channels.

e Add. Under the specified window split mode, click to add a channel group.

o Delete. Click to remove the selected channel group.

e Move up. Click to move the currently selected channel up.

e Move down. Click to move the currently selected channel down.

e Default. Click to restore the default setup.

After completing the settings, click the OK button. The system returns to the previous menu.
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Click the Modify button, to the right of the Channel Name. The Channel Name dialog opens, as

shown in Figure 3-78. Note that all your modifications here apply to the local end only. You will need
to refresh web or client end to get the latest Channel Name. The system supports a maximum of 25
characters for Channel Name.

B _ ChannelName <

CAM 2
CAM 4
CAM B
CAM 8
CAM 10

CAM 12
CAM 14
CAM 16

Default Cancel

Figure 3-78

3.4.10 Default

Click the Default button. The Default dialog box opens. Check the box for the corresponding item
that you want to restore to the default factory setup.

it DEFAULT
Please select setting entries that you want to default.

Select all

GENERAL [ ] ENCODE
SCHEDULE RS232
NETWORK ALARM

DETECT PANTILT/ZOOM
DISPLAY CHANNEL NAME

REMOTE DEVICE

Cancel

Figure 3-79

After completing the setup, click the OK button. The system reverts to the previous menu.
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3.5 Remote Device

In the main menu, click the Remote Device icon to set up a remote device. The following dialog

opens.

REMOTE DEVICE

IP Address « Port Device ID

IP Search

Added Device
hanne  Edit
1 /
2 /

IP Address
10.15.5.100
10.15.5.110

Status

Delete

b4

S || I

Delete Manual Add

Figure 3-80
IP Search button

A REMOTE DEVICE

a2
&

Device ID

L R -

-1 O% h

o

w0

Figure 3-81

Manufacturer

Show Filter

Device ID

Manufac Type

HOVR
NVR
DVR

HOWVR

HOWVR

DVR

NVR

Show Filter

None

Add Cancel

1. Click this button to search for an IP address. This includes the device IP address, port, device

name, manufacturer and type.
2. Click the item name to refresh the display order.
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3. Click the IP address and the system displays the IP addresses from small to large.
4. Click the IP address again and the icon appears. The system displays IP addresses from large
to small. Click other items to view their information.

Add button
Click to connect to the selected device and add it to the Added Device list.

Note: The system cannot add a new device if the device you want to add has the same IP and
TCP port as another device in the list.

Show Filter button
Click this to display the specified devices from the added device.

Added Device field
e Edit: Click the button or double click a device in the list to change the channel setup.
e Delete: Select one device in the Added Device list and then click to remove it.

e Status: means that the connection is OK and means the connection failed.
Delete button
If you select a device on the Added Device list, and then click the Delete button, the device is
disconnected and then its name is removed from the list.

Manual Add button
Click to add the IPC manually. The port numberis 37777. The default user name is admin and
password is admin.

. Manual Add

Channel 21
Manufacturer Private

IP Address 192.168.0.0
TCP Port 37777
User admin

Password (TrYY}

Remote Channel |1

Decoder Buffer

Figure 3-82
Channel: The dropdown list here displays unconnected channel numbers.

Select the channel number and then set the remote channel connection in the main screen (see
Figure 3-80). When you click OK, the system connects to the corresponding front end device of the
current channel on the interface.
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Note:

e This hybrid DVR supports the IPC from many popular manufacturers such as Sony, Hitachi,
Axis, Samsung, Dynacolor, Arecont, Onvif and Dahua.

e The system default IP address is 192.168.0.0. If you do not input an IP address, the system
will not add the current IP address.

e You cannot add more than one device at a time using the Manual Add feature.

3.6 Advanced

Click the Advanced icon in the main window. The Advanced screen appears. There are 10 function
keys: HDD Management, Abnormality, Alarm Output, Manual Record, Account, Auto Maintenance,
TV Adjust, Video Matrix, Text Overlay and Config Backup.

Pt ADVANCED

=Ew

[ &

HDD MANAGE ABNORMALITY ALARM OUTPUT

0 -0 o~
5 av )

ACCOUNT AUTO MAINTAIN

%% AT

VIDEO MATRIX TEXT OVERLAY

CONFIG BACKUP

Figure 3-83

3.6.1 HDD Management

The HDD Management section is used to view and edit settings for the hard disk drive. Click the HD
Manage icon to open the HDD Manage screen.

Here you can view the current HDD type, status, capacity and record time:
e 0—HDD is working properly
e X—HDD error
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2 3 4 5 6 7 8 |[AlamSe | |HDD Group |~
0 Alarm Release | | HDD Setting | | HDD Channel
9 10 11 12 eSATA

HDD MANAGE

HDD No. ~| Setto |ReadWirite |~| [ Execute

Type Read/Write

Status MNormal

Capacity 931.40 GB

Record Time 13.03-02 23:40:21 / 13-03-03 14:19:42
13-03-03 14:19:21 / 13-03-04 03:52:00
13-03-04 03:51:51 / 13-03-04 18:06:11
13-03-04 18:06:02 / 13-03-05 19:15:31
13-03-02 10:18:45 / 13-03-02 23:40:58

Figure 3-84

e Each channel’s recordings can be stored in the specified HDD Group.
e Each HDD Group corresponds to several hard disks, while each hard disk is only included in
only one HDD Group.

e Each channel corresponds with only one HDD Group, while one HDD Group can store
recordings from several channels.

e The HDD Group is only available for read-write hard drives and self-defined disks. Other types
of hard disks cannot be set as an HDD Group.

o The current software version can only set the HDD group operation for read-write HDDs.
HDD groups do not include redundancy or read-only HDDs.

Alarm Set / Release

Click to set / clear the Disk Error alarm in the Abnormality dialog. Refer to Abnormality on page 127.

HDD Setting

From the dropdown list at the top of the HDD Manage dialog, select HDD Group (see Figure 3-84).
Click the HDD Setting button The HDD Setting screen appears.

HDD. Here you can view the hard disk size that the device can support. If there is a mark in the box in
front of the number, the current position has a HDD installed.

HDD Group. This lists the HDD Group number of the current hard disk.
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To set the HDD Group:
1. Check the box of the hard disk.
2. Select the corresponding HDD Group number
3. Click Save.

Note: Each HDD has its own group—the HDD group number corresponds with the HDD
port. If you change the HDD, the corresponding HDD group may change.

HDD Channel

Click the button labeled HDD Channel at the top right corner of The HDD Manage dialog (Figure
3-84). The HDD Channel dialog appears.

1B HDD Channel |

channel HDD Group

1 -

1
1
1
1
1
1
1

Cancel

Figure 3-85

Channel
This field displays the HDD channel number.

HDD Group
Use the dropdown to select a group number for the particular hard drive. HDD group has only two

options: group1 or group 2.

After selecting the HDD group number, click the Save button to complete the setup.

As an example, you may want to set odd channels 1-15 on the left of Figure 3-85 to group 1 and
assign even channels 2—16 to HDD group 2. In this setup, the recordings from channel 1 and channel

3 are both saved in the HDD for group 1 and the recordings from channel 2 and channel 4 are saved
in the HDD of group 2.

IMPORTANT: After you change the HDD Group settings, the system will pack the recordings
and then reboot.
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TIP: Thereis an easy way for you to test whether the recordings from the corresponding channel
are being saved in the specified HDD. Remove the HDD and then check whether the
channel can record. You are able to verify that the channel does not record and that you
cannot search for the previous recording.

Channel Quota

The Quota feature enables you to view and set channel storage capacity. From the dropdown list at
the top of the HDD Manage dialog, select Quota. Click the Quota Setup button.

| HDD MANAGE

Alarm Set | (Quota -

Alarm Releas> | |Quota Setup

HDD No. ~| Setto |ReadWrite |~| [ Execute

Type ReadMWrite
Status Mormal
Capacity 931.40 GB

Record Time

13-01-14 15:40:13 /

13-01-14 15:49:43

13-01-15 13:55:

13-01-15 17:24:54

/13-01-15 02:00:03
13-01-14 15:49:43/

13-01-15 14:02:30

/13-01-15 15:48:27
13-01-14 15:49:43 /

13-01-15 02:00:04

Figure 3-86

The Quota Setup page appears. Here you can set the each channel storage capacity for each HDD.
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| Quota Setup

1 =
Quota Free Space HDD No. Quota Free Space

0% |~ 100% SATAI1 25% |~ 50%

Quota Statistics Cancel

Figure 3-87

Click Quota Statistics at the bottom left of the page, The Quota Statistics page appears. Here you
can view HDD capacity that you set for each channel.

: :.' Quota Statistics

| 4 [Channel

Channel1 232,86 GB
Channel2 23283 GB
Channel3 232,84 GB
Other Channels 232,84 GB

Figure 3-88
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The Abnormality screen enables you to set how you would like to notified when specified events
occur. Click the Abnormality icon in the Advanced screen (See Figure 3-83 on page 122). The

3.6.2 Abnormality

Abnormality screen appears.

Mo Disk

1] Latch

age [ Alarm upload Send Emnail

BEuzzer

Cancel

Figure 3-89

Select the desired event from the Event Type field and then indicate the way(s) you would like to be
notified that the event has occurred. Click Save after making your selections.

Event Type
Use the drop-down menu to select the event that triggers the Abnormality. Select from No Disk, Disk
Error, No Disk Space, Network Disconnection, IP Conflict and MAC Conflict.

Enable
Check this box to enable an alert for the item selected in Event Type.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

Show Message
If this box is checked, a pop up message appears in the local screen to alert you that the event has
occurred.
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This option uploads an alarm signal to the network if your enabled event occurs.

Alarm Upload

Send Email
If the event occurs, the system sends out an email to the designated account.

Buzzer
If this box is checked, an audible alert tone within the DVR sounds when the designated event

OCCuUrs.
3.6.3 Alarm Output

If Alarmn Out has been enabled to record for either Setting > Detect or Setting > Alarm, this dialog can
be used to set up recording status. For each alarm, click to select whether recording is scheduled,
manual or stopped (not recorded). Status for each alarm is indicated at the bottom.

After the setup is complete, click OK.

ALARM OUTPUT

Alarm Type
Schedule

Manual

Stop

Status

Figure 3-90
3.6.4 Recording

3.6.4.1 Manual Record

This feature enables you to immediately begin recording. The manual record function overrides the
automatic recording settings. There are three ways for you to access the Manual Record screen.

¢ Right mouse-click and select Record
o Navigate to Advanced > Record in the Main Menu
¢ Inlive viewing mode, click the Rec button on the front panel remote control
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Record Mode 12 3 456 7 8 9101112131415186
Schedule

Manual

i 'RECORD

Stop

Schedule
Manual

Stop

Figure 3-91

3.6.4.2 Basic Operation

Highlight the o icon to select corresponding channel for the desired mode. Alternatively, click All to
set all channels to the desired mode.

There are two modes of operation:
e Main stream, in the upper half of the dialog
e Extra stream, in the lower half of the dialog
There are three statuses:
e Schedule
e Manual
e Stop

Schedule. The channel records for the period you have set up (Main Menu > Setting > Schedule)
Manual. The channel records immediately until you select Stop. Manual recording has highest
priority.

Stop. All channels stop recording.

3.6.4.3 Enable/Disable Recording

Current channel status is indicated by the corresponding icon:
o (filled) means the channel is in recording mode
e (empty) means thatit is notin recording mode

Use the mouse or arrow keys to highlight the desired channel number. See Figure 3-92.
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Record Mode 123456 78 910111213141516
Schedule

Manual

7 'RECORD

Stop

Schedule
Manual
Stop

Figure 3-92

3.6.4.4 Manual All Channel Recording

Highlight the o below All and to the right of Manual to enable manual recording on all channels.

3.6.4.5 All Channel Schedule Recording

Highlight the o below All and to the right of Schedule to schedule recording on all channels. See
Figure 3-93.

When system is in schedule recording, all channels will record as you have previously set (Main
Menu>Setting>Schedule).

The indicators associated with each channel illuminate on the front panel, indicating that they are
engaged in a recording session.

7 RECORD

Record Mode  All 2 3456 7 8 910111213141516
Schedule LB B B B B BN NENEREE-NHN.]
ERTE]

Stop

Schedule

Manual
Stop B N N BN KN ENNLENESN N

OK Cancel

Figure 3-93
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3.6.4.6 All Channel Manual Recording
Highlight the o below All and to the right of Manual. See Figure 3-94.

When the system is in Manual recording, all scheduled recordings are superseded. (Main
Menu>Setting>Schedule).

The indicators associated with each channel illuminate on the front panel, indicating that they are
engaged in a recording session.

[ RECORD

E

RecordMode Al 1 2 3 4 5 6 7 8 9 10111213141516

Schedule
Manual @ . E R N E N ENENEENNDLENN.

Stop

R

Schedule

Manual
Stop N B N NN BN NN ELRENNNLE N

OK ] Cancel

Figure 3-94

3.6.4.7 Stop All Channel Recording
Highlight the o below All and to the right of Stop. See Figure 3-95.

The system stops all channel recording no matter what mode you have set in the menu (Main
Menu>Setting>Schedule).

W@ RECORD

a1

Record Mode  All 12 34567 8 910111213141516
Schedule

Manual
Stop . E N N EEENENENERNNDNENHN.

R

Schedule

Manual
Stop B N N B EE NN ELENNNDSE N,

OK Cancel

Figure 3-95
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The Account screen provides account management access. Here you can:

3.6.5 Account

e Add new user

e Modify a user

e Addagroup

e Modify a group

e Modify your password.

You can assign different rights to different groups and thereby apply the same rights to all users
assigned to that group.

Note:
e The system account uses two-level management: group and user.
e The system supports a maximum of 20 user groups and 64 users.
e There are two levels for group or user management: admin and user.
e Each user should only belong to one group.
e Userrights cannot exceed group rights.
e The system allows multiple users use the same account to login.

After all the settings have been made, click the Save button. The system returns to the previous
menu.

| ACCOUNT |

888888 Login Local
666666 Normal
admin Normal
default Default User

Add User | | Modify User
Add Group | | Modify Group | | Modify Password

Figure 3-96

3.6.5.1 Modify Password

To modify the account password:
1. Click the Modify Password button. The Modify Password dialog appears as shown in Figure
3-97.
2. Select the account from the dropdown list,
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3. Input the Old Password.

Enter the new password in the designated field, as well as in the Confirm field.
5. Click the Save button to confirm the change.

s

Note: If you have user account rights, you can also modify the passwords of other users.

Modity Password

888888
Old Password

MNew Password

Confirm

Figure 3-97

3.6.5.2 Add/Modify Group

A group is a convenient method for assigning a set of rights to multiple users. Usually a user would
be assigned to a single group.

To add a new group:
1. Click the Add Group button in the Account screen. The Add Group dialog appears.

Add Group

Control Panel
Shutdown the device
Monitor

Monitor CHO1
Monitor CHO02
Monitor_CHO3
Monitor_CHO04
Monitor CHO5
Monitor CHO06
Monitor CHO7

*! Page Up !4 Page Down rn Enable/Disable Authority

1 |v
2 v
3 v
4 |
5 |v
6 |v
v
8 |v
9 |v

=
<

Save Cancel

Figure 3-98

2. Enter a Name for the Group.
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Note:

e For the user group name, the maximum string length is 6-bytes.

e The string can include letters, numbers, underscore, minus sign and period.

e The underscore must be in the middle of the string, not at the front or end of the
string.

Optionally, enter a descriptive Memo for the Group.

4. Place a checkin the box of the rights that you would like to assign to this group.
There are 60 different rights, such as control panel, shut down, real-time monitor, playback,
record, PTZ, user account, etc.

5. Click Save.

To modify a group:
1. Click the Modify Group button in the Account screen. The Modify Group dialog appears.
2. Make the desired changes.
3. Click Save.

3.6.5.3 Add/Modify User

To add a new user:
1. Click the Add User button in the Account screen. The Add User dialog appears.

=8 Add User

User Reuseable
Password Confirm
Memo

User MAC

Group

49

Control Panel

Shutdown the Device

Monitor
Monitor CHO1
Monitor CHO02
Monitor CHO3
Monitor CHO4
Monitor CHO05
Monitor CHO&

p M Page Down rn Enable/Disable Authority

1
2
3
4
5
6
7
g

Save Cancel

Figure 3-99
2. Enter the User name

Note:

e The maximum length for the user name string is 6-bytes.

e The string can include letters, numbers, underscore, minus sign and period.

e The underscore must be in the middle of the string, not at the front or end of the string.
3. Enter the user password in the Password and Confirm fields.
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5. Enter the user MAC address, in 2-digit O-f format. The system only saves lower case

4. If desired, enter an optional Memo describing this user.

characters even you input the capitalized one (finstead of F).
When you add a new user, input the MAC address of the current user. Only the user of the
same MAC address can access the device remotely. (MAC address is for the device of the
same LAN.) If you leave the MAC address item blank when you add a new user, the user of
any MAC address can access the device remotely. You can set or change the MAC address
when you add or modify a user. The MAC address function is also valid for PSS login.

6. Select the Group this user belongs to from the dropdown list.

7. Select the corresponding rights for the current user.

8. Click Save.

Itis recommended that the user rights are set lower than the administrative rights.

To modify a user:
1. Click the Modify User button in the Account screen. The Modify User dialog appears.
2. Make the desired changes.
3. Click Save.

3.6.6 Auto Maintenance

The Auto Maintenance screen enables automatic system reboot and deletion of old files at
prescribed times.

To set or edit automatic maintenance:

1. Click the Auto Maintain icon in the Advanced screen (see Figure 3-83 on page 122). The
Auto Maintenance dialog appears.

2. To Auto-Reboot the system, select from dropdown list the day and time you would like the
reboot to occur.

3. To Auto-Delete Old Files, select from dropdown list the type of files to be deleted and the
number of days-old that these files must be before being deleted.

4. After completing the setup, click the OK button. The system reverts to the previous menu.

AUTO MAINTENANCE

Every Tuesda| v at |02:00

Custom Day(s) Ago

Cancel

Figure 3-100
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The TV Adjust dialog enables you to make adjustments to the monitor screen.

3.6.7 TV Adjust

To set or edit TV Adjust:
1. Click the TV Adjusticon in the Advanced screen (see Figure 3-83 on page 122). The TV
Adjust dialog appears.
2. Drag the slide bar to adjust each item to the desired setting.
3. After completing the setup, click the OK button. The system reverts to the previous menu.

7 TV ADJUST

Top Deflate |

Bottom Deflate |§
Left Deflate ]
Right Deflate |

Brightness

Detault Cancel

Figure 3-101

3.6.8 Video Matrix

When an alarm occurs while this feature is enabled, the device connected to the SPOT OUT port on
the rear of the DVR displays video output from the selected channel(s) in a single-window spot tour.

In the Video Matrix dialog you can set the matrix output channel and its interval.

il VIDEO MATRIX

Enable Tour [l Interval (5

Delete Move up Move down

PEET Cancel

Figure 3-102
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Text Overlay feature, which is intended for financial applications, overlays credit card information

3.6.9 Text Overlay

over the video image. This feature can use the COM port or the network.

3.6.9.1 COM Type

Select the COM Sniffer Mode when using the RS232 port on the rear of the DVR for the overlay. The
dialog appears as in Figure 3-103. The following describes the various entries in the COM mode
screen. Make your selections as described below and then click Save.

=) TEXT OVERLAY
Sniffer Mode COM

Protocol NONE

Setting Com Setting

Overlay Channel IHEHEBEHHEBEBEREEREE
Overlay Mode  [liPreview Encode

Overlay Position |LefiTop M

Cancel

Figure 3-103

Sniffer Mode
Select COM from the drop-down menu.

Protocol
Select NONE or POS.

Setting
Click the COM Setting button to open a dialog for making RS232 settings.

Overlay Channel
Select the video channel(s) on which you want to overlay the card number.

Overlay Mode
Check the box for the option(s) you want to enable: Preview or Encode. Preview means the card
number is overlaid in the live video. Encode means the card number is overlaid in the recorded file.

Overlay Position
From the dropdown list, select the position where you want the overlay to appear: Top Left, Top
Right, Bottom Left or Bottom Right.
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3 Menu Operations

To setup Text Overlay using the COM Port Mode:
1. For Sniffer Mode, select COM from the drop-down menu.
2. For Protocol, select NONE or POS from the dropdown menu.
3. For Setting, click the Com Setting button. The following dialog appears. Refer to Section
3.4.4 on page 62 for details.

&F RS232 pe

Function Console
Baudrate 115200
Data Bits 8

Stop Bits 1

Parity

Default

Figure 3-104

Select the Overlay Channels on which you want to overlay the card number.
Select the Overlay Mode: Preview or Encode.

Select the Overlay Position: top left, top right, bottom left or bottom right.
Click Save.

N o ok
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3 Menu Operations

Select the NET Sniffer Mode when using the network connection on the rear of the DVR for the

3.6.9.2 NET Type

overlay. The dialog appears as in Figure 3-105. The following describes the various entries in the NET
mode screen, which varies depending on the protocol used. Make your selections as described
below and then click Save.

[T TEXT OVERLAY

Sniffer Mode NET

Protocol ATM/POS

Setting ATM/POS

Overlay Mode [l Preview lEncode
Overlay Position |Top Left -

Cancel

Figure 3-105

Sniffer Mode
Select NET from the drop-down menu.

Protocol
Select ATM/POS or POS. The dialog changes depending on the selection you make here.

Setting
Click this button to open the Setup dialog. Available options depend upon the selection made in
Protocol.

Overlay Channel
If POS is selected for Protocol, this parameter appears to select the channels on which to apply the
overlay.

Overlay Mode
Check the box for the option(s) you want to enable: Preview or Encode. Preview means the card
number is overlaid in the live video. Encode means the card number is overlaid in the recorded file.
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3 Menu Operations

From the dropdown list, select the position where you want the overlay to appear: Top Left, Top
Right, Bottom Left or Bottom Right.

Overlay Position

To setup Text Overlay in Network Mode with the ATM/POS protocol:
1. For Sniffer Mode, select NET from the drop-down menu.
2. For Protocol, select ATM/POS from the dropdown menu.
3. For Setting, click the ATM/POS button. The following setup dialog appears:

[~ ATM/POS

Data Group Data Group1 |~

Source IP 0 .6 .12 . 9 Port |0
Destination IP 10 . 6 .13 . 25 Port |0
Record Channel

StartPosition Length Key
Frame ID1 | 1 1 bank

Frame ID2 | 1 0
Frame ID3 | 1 ]
Frame ID4 | 1 0
Frame ID5 | 1 1]
Frame ID6 | 1 0

Figure 3-106

4. Setthe Source IP, Destination IP and Record Channels.
Source IP refers to host IP address that sends out information, which is usually the device
host. The Destination IP refers to other systems that receive the information.

Note:
e Usually you will not need to set the source port and target port.
e There are four IP groups. The Record Channel applies only to one group (optional).

5. Forthe Frame ID groups, click the Data button to open the dialog shown in Figure 3-107.
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3 Menu Operations

StartPosition Length  Title
Field1 (5 10 card
Field2 (1 0
Field3 (1

Fieldd |1

Cancel

Figure 3-107

6. Here you can set offset value, length and title according to your communication protocol and
data package.

Note: Having six Frame ID groups can help ensure validity of the information.

7. Click Save.
8. Select the Overlay Mode: Preview or Encode.

9. Select the Overlay Position: Top Left, Top Right, Bottom Left or Bottom Right.
10. Click Save.

To setup Text Overlay in Network Mode without the protocol:
row TEXT OVERLAY

Sniffer Moce NET

Protocol POS
Sefling IP Setting
Overlay Channel

Overlay Mode  [lPreview lEncode
Overlay Position [Top Left -

Cancel

Figure 3-108
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1. For Sniffer Mode, select NET from the drop-down menu.

2. For Protocol, select POS from the dropdown menu.

3. For Setting, click the IP Setting button. The following dialog appears:

iB IP Setting

Source IP 10

Destination IP 10

Figure 3-109

4. Setthe Source IP and Destination IP and click Save.

Source IP refers to host IP address that sends out information, which is usually the device
host. The Destination IP refers to other systems that receive the information.

Select the Overlay Channels on which to apply the overlay.

Select the Overlay Mode: Preview or Encode.

Select the Overlay Position: Top Left, Top Right, Bottom Left or Bottom Right.

Click Save.

© N oo

3.6.10 Config Backup

The configuration file backup dialog enables you to import/export the system configuration. You can
use this function when there are several devices that require the same setup.

Click the Config Backup icon in the Advanced screen (see Figure 3-83 on page 122). The Config
Backup dialog appears.

Py

i CONFIG BACKUP

Device Name |sdb1{USB DISK) - Refresh
Total Space  |1.96 GB Free Space  [1.53 GB

Address

Name Size Type Delete -
EEnglish Folder b4
20130104 Folder
EEnglish Folder
20130104 Folder
EDVR Folder
& Config 20130106232051 Folder
& SimpChinese Folder
&IPC Folder
&0609 Folder
= 1.jpg 298.7KB File
B General_DVRxx04HF-X_Eng_M 53.87 MB File
&'/2.0.1 PDF.rar 574 MB File
B V2.0.1 Word.rar 7.87 MB File

%
%
%
e
%
%
%
b'e
%
%
%
%

MNew Folder Format IMPORT EXPORT

Figure 3-110
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3 Menu Operations

Export
1. Connect the peripheral device.
2. Initiate Config Backup.
3. Click the Export button. A corresponding Config_Time folder appears.
4. Double-click the Config_Time folder. Backup files are visible.

Import

Here you can import the configuration files from the peripheral device to current device. You must
select a folder first. A dialog box asks you to select a folder if you are selecting a file. A dialog box
pops up if there is no configuration file under current folder. After a successful import, the system
needs to reboot to activate new setup.

Format
Click the Format button. A dialog box appears for you to confirm the current operation. The format
process begins after you click the OK button.

Note:
o The system cannot open the Config Backup screen again if the backup operation is in progress.
e The system refreshes the device each time you use the Config Backup and sets the current
directory as the root directory of the peripheral device.
e Ifyou go to the configuration backup screen first and then insert the peripheral device, you
must click the Refresh button to see the newly added device.
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3.7 Shutdown

Double click the Shutdown icon in the Main Menu. The following dialog appears.

B MAIN MENU

REMOTE DEWVI Shutdown BACKUP

SHUTDOWN

Restart system
Switch user

Figure 3-111
Make your selection from the drop down menu.

Logout Menu User
Click this to log out. You must enter your password when you log in the next time.

Restart Application
Select to reboot the DVR.

Shutdown
The system shuts down and power is turned off.

Restart System
Initiates a system reboot.

Switch User
Select to switch to another user account to log into.
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4 Web Service

The web service contains the same functions as are available in local operation.

Note: There might be a slight difference in the screen depending on the model. The following
examples are for the 8-channel product.

4.1 Network Connection
Before web operation, check the following items:

1. Verify that you have a valid network connection.

2. Verify that the DVR and PC network setup is correct. Refer to network setup (Setup > Network).

3. Pingthe DVR IP address (***.***.***.***) to verify that the connection is good. The return TTL value
is usually less than 255.

4. Open abrowser window and input the DVR IP address. The system automatically downloads the
latest web control and overwrites the previous one if necessary.

5. To uninstall the web control, run uninstall webrec3.0.bat. Alternatively, you can go to
C\Program Files\webrec to remove a single folder. Before you un-install, be sure close all web
pages to avoid errors.

Note: The Hybrid DVR supports most web browsers, such as Internet Explorer, Safari, Firebox
and Chrome. The device only supports 1-channel monitor on the Apple PC.
4.2 Login

To log in:
1. Open the browser and input the DVR IP address. For example, if your DVRIPis 10.10.3.16,
then input http://10.10.3.16.

& Blank Page - Windows Intesmel Explorer ‘:_:'.8
3 e M el | B3 2

- |
& & | gk B B e [resos - Spreck - "
Input your IP
address here

Figure 4-1
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4 Web Service

A pop up window appears asking you whether to install the webrec.cab control.

2. Click Yes to install webrec.cab.

3. Ifyou can't download the ActiveX file, modify your browser settings as follows. (See Figure
4-2))
a. SelectInternet Options from the Tools menu. The Internet Options dialog appears.
b. Click the Security tab and click Custom level. The Security Settings dialog appears.
c. Scroll down the list and Enable the following options:
o Download signed ActiveX controls
o Download unsigned ActiveX controls
e Initialize and script ActiveX controls

Propertie Security Settings - Internet Zone E]

Genera|| Securicy |Privacy Content | Connections | Programs | Advanced SLETEE

() Disable ~
Select LR h. it LEil @ Enable
EE 020N, 0 MISWROn Elal s B ELIT VisE g3, ¢ Download signed Activer controls (nok secure)

@ .g ) f () Disable
1 h = (%) Enable (not secure)

|2

Internet Local inkranet Trusted sites % () Prompt {recommended)
< | > || Download unsigned Activel controls (not secure)
Internet ) Disable {recommended)
This zane is for Internet websites, © Enable (not secure)
except those lisked in trusted and () Prompt
restricted zones. ¢ Initislize and script ActiveX contrals not marked as safe for
() Disable {recommended)
Security level for this zone (%) Enable (not secure)
Allowed levels For this zone: Medium ko High O Prompt :
| redm tigh . ettt d e .
- Appropriake for mosk websites < S
Ll_' - Prompts befare downloading potentially unsafe L
cantent *Takes effect after you restart Internet Explorer

- Unsigned Activex controls will not be downloaded
Reset custom settings

Resebto: | edium-high (defaul) v
Custom level...

[ oc || cance |

OF ] ’ Cancel ] [ Apply ]

Figure 4-2

4. Click OKin both dialogs.
5. After installation, the Web Service page appears.
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4 Web Service

Username : |admin |

Password : |"l"| |

®LAN O WAN

| Lugin®J| Cancel |

Figure 4-3

6. Inputyour Username and Password.

7. The default factory name is admin and password is admin.

8. Select the login mode: LAN or WAN.

Note: For security reasons, modify your password after you first login.

The Main web service window opens in the Live Tab.

4.3 Live Tab

The Live tab displays the real-time output of the video channels in the system. The window is laid out
slightly differently, depending on whether you selected LAN or WAN Mode at log in. The WAN
screen is essentially the same as for LAN, with the following exceptions:

In the LAN mode:
1. The Web Service opens with four channel windows by default. No video is displayed.
2. The Open/Close and CAM buttons in the left pane are used to open the video stream.

In the WAN mode:
1. The Web Service opens the Main Stream of the first channel only.
2. The Open/Close button in the left pane is removed.
3. You select different channel and different monitor modes at the bottom of the screen:

The other tabs on the web service operate the same regardless of whether you selected LAN or WAN
Mode. There are five function tabs:

e Live, described in Real-time Monitor on page 152
e Playback, described on page 156

e Alarm, described on page 161 and 192

e Setup, described on page 162

e Logout, described on page 236
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IMPORTANT:

e  For multiple-channel monitor mode, the system displays in Sub Stream by default. You
cannot modify this manually. All channels are trying to synchronize. The synchronization
effect depends on your network environment.

e For bandwidth considerations, the system cannot support live viewing and playback at the
same time. The system automatically closes the monitor or playback screen when you are
conducting a search, in order to enhance search speed.

To skip to the discussion of LAN Mode and move on to WAN Mode, go to page 150.

4.3.1 LAN Mode

After logging into the LAN mode, the main window appears.

000
) o®o0
2 000
ot Spesd(1) 9
: 00
o0
-+ I )
o G
C4—p—>»
A4 —0—> 10
FL—0—>

EX=ramn
S T

[+ I 41 I S V3

Copyright 2013.41 Rights Reserved

Figure 4-4

Section 1
Click the tab of the function you want to switch to: Playback, Alarm, Setup or Logout.

Section 2

This section displays the available individual camera channels that you can select. To initiate a
specific camera, click the CAM icon for that camera. For sample, click on CAM 1 and select either
Main Stream for full HD or Sub Stream for lower bandwidth display.

In the sample screens that follow, CAM 1, CAM2, CAM3 and CAM 6 have all been selected to output
sub stream. The icon for each selected camera becomes yellow and the S designation (for Sub
Stream) appears to the right of each. M would appear for HD Main Stream.
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4 Web Service

lain Stream
Sub Stream

Section 3
Alternatively, you can use the Open All/Close All button to enable/disable all-channels at once.
When you click the button, it becomes yellow.

C2 Close Al -

Section 4
Start Talk button. Click this button to enable bidirectional audio talk.

Click ['¥] to select bidirectional talk mode. There are four options: DEFAULT, G711a, G711uand
PCM. After you enable the bidirectional talk, the Start Talk button becomes the End Talk button and
it becomes yellow.

Note: The audio input port from the device to the client end uses the first channel audio input port.
During the bidirectional talk process, the system will not encode the audio data from channel 1.

t, Start Talk v

DEFALLT
G711a
G711u

PCI t, EndTalk >

Section 5
Instant Record button. When you click this button, it becomes yellow and the system begins
manual record mode. Click it again to restore the system to the previous record mode.

A Instant Record

Section 6

Local Play button. The Web Service can playback recorded files that you have saved locally on your
PC. Click the Local Play button and a popup screen appears for you to select local play files. Saved
files have the extension name of .dav.). Navigate for the desired files and click Open.
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4 Web Service

Video Display Parameters. From the left to the right are buttons that control screen display
parameters, as described below.

Section 7

1 2 3 4 5 6 7 8 9 10

T1—Video quality 5—4-window screen 8— 9-window screen
2—Video fluency 6—6-window screen 9—13-window screen
3—Full screen mode 7—8-window screen 10—16-window screen

4—1-window screen

Section 8
Function Buttons. On the top right corner are located six function buttons, which provide instant
access to the following features: digital zoom, local record, snapshot picture and close video.

Section 9
Pan/Tilt/Zoom (PTZ) operation panel. Refer to Pan/Tilt/Zoom (PTZ) Panel on page 153.

Section 10
Image. Refer to Image Setup on page 156 for detailed information.
Relay-out. Refer to Relay Output on page 156 for detailed information.

4.3.2 WAN Mode

After logging into the WAN mode, the main window appears.

0B EU9E26MI6HAA859

Figure 4-5
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4 Web Service

Click the tab of the function you want to switch to: Playback, Alarm, Setup or Logout.

Section 1

Section 2

This section displays the available cameras. To initiate a specific camera, click the CAM icon for that
camera on the left side of the screen. For sample, click on CAM 1 and select either Main Stream for
full HD or Sub Stream for lower bandwidth display.

In the sample screens that follow, CAM 1, CAM2, CAM3 and CAM 6 have all been selected to output
sub stream. The icon for each selected camera becomes yellow and the S designation (for Sub
Stream) appears to the right of each. M would appear for HD Main Stream.

—
—

[Main Stream
Sub Stream

=1 CcAM2

Eicam3

=1 CAM 4
=1 CcaMms
=4 CAM 6
=1 cam7

sl T

Section 3
Start Talk button. Click this button to enable audio talk.

Click ['¥] to select bidirectional talk mode. There are four options: DEFAULT, G711a, G711u and
PCM. After you enable the bidirectional talk, the Start Talk button becomes the End Talk button and
it becomes yellow.

Note: The audio input port from the device to the client end uses the first channel audio input port.
During the bidirectional talk process, the system will not encode the audio data from channel 1.

. StartTalk >

DEFAULT
G711a
G711u

PCH ¢, EndTalk -
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4 Web Service
Section 4

Instant Record button. When you click this button, it becomes yellow and the system begins
manual record mode. Click it again to restore the system to the previous record mode.

I A Instant Record

Section b
Video Display Parameters. From the left to the right, you see 7 buttons that control screen display
parameters, as described below.

1 2 3 4 5 6 7

1—Video quality
2—Video fluency
3—Full screen mode
4—1-window screen mode
Click drop-down to select which channel is displayed: 1, 2, 3,4, 5, 6, 7 or 8.
5—4-window screen mode
Click drop-down to select which channels are displayed: 1-4 or 5-8.
6—6-window screen mode
Click drop-down to select which channels are displayed: 1-6 or 3-8
7—8-window screen mode: 1-8
Section 6

Function Buttons. On the top right corner are located six function buttons, which provide instant
access to the following features: digital zoom, local record, snapshot picture and close video.

Section 7
Pan/Tilt/Zoom (PTZ) operation panel. Refer to Pan/Tilt/Zoom (PTZ) Panel on page 153.

Section 8
Image. Refer to Image Setup on page 156 for information.
Relay-out. Refer to Relay Output on page 156 for information.

4.3.3 Real-time Monitor

On the left side of the window, left click the channel name you want to view and the corresponding
video appears in the current window.

On the top left corner, you can view the device IP, the channel number and the network monitor bit
rate.

2-1-228Khps-5

IP CH Bit rate
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4 Web Service

On the top right corner, there are six function buttons, which are described below.

1 2 3 4 b

1—Digital zoom. Click this button and then left-drag the mouse in the zone to zoom in. Right-click
to restore the screen to its original status.

2—Local record. When you click Local Record, the system begins recording immediately. The
button becomes highlighted when selected. View the recorded file in the system folder named
RecordDownload.

3—Snapshot picture. Click to take a stillimage of what is currently appearing on the screen. By
default, all snapshot images are stored in the system client folder named PictureDownload .

4—Audio. Turn audio on or off.

5—Close video. Turn off the video.

4.3.4 Pan/Tilt/Zoom (PTZ) Panel

Before initiating the Pan/Tilt/Zoom (PTZ) operation, make sure that you have properly set the PTZ
protocol. Refer to the section titled PTZ on page 226.

There are eight direction keys. In the middle of the eight direction keys, there is a 3D intelligent
positioning key. When you click the 3D intelligent positioning key, the system reverts to the single
screen mode. Drag the mouse in the screen to adjust section size. PTZ initiates automatically.

3D Intelligent
Positioning Key

000
Speed(1-8): Speed(1-8):

O =n @ ° Zoom e
Or-@® | © - @

o-~-ejo~-e

PTZ  PTZMenu PTZ PTZ Menu

Scan [i]

=@

Click here to

display or hide PTZ

control platform.
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4 Web Service

Setup PTZ using selections from the drop down menu.

Scan

PTZ Settings PTZ Menu

Scan v

1. Select Scan from the dropdown list. The Scan buttons appear.
2. Click the Set button. The Set Left and Set Right buttons to set the scan left and right limits:
a. Use the direction buttons to move the camera to the desired location and then click the
left limit button.
b. Move the camera again and then click the right limit button to set the right limit.

Preset
PTZ Settings PTZ Menu
~
e |om

1. Select Preset from the dropdown list.

2. Turn the camera to the corresponding position and enter the pre-set value from 1-80.
3. Click the Add button to add the preset.

Tour
PTZ Seftings PTZ Menu
v
(e
1. Select Tour from the dropdown list.
2. Enter the preset value, from 1-7.
3. Click the Add button. One preset is added to the tour.
4. Repeat the above procedures to add more presets in the tour.
5. Alternatively, click Del to remove one preset from the tour.
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4 Web Service

Pattern

PTZ Settings PTZ Menu
-

1. Select Pattern from the dropdown list.
2. Enter the pattern value, from 1-5.
3. Start to begin PTZ movement, such as zoom, focus, iris, direction, etc.
4. Click the Add button to set one pattern.
Aux

PTZ Settings PTZ Menu

1. Input the corresponding aux value, 1-8.
2. You can select one option.
3. Click the Aux On or Aux Off buttons.
Light / Wiper
PTZ Settings PTZ Menu
-

1. Turn on or turn off the light/wiper.

Reset
PTZ Settings PTZ Menu

Reset =

1. Click the Reset button to return PTZ settings to the factory defaults.
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4 Web Service

1. Select one monitor channel video and then locate the Image area on the right side of the

4.3.5 Image Setup

screen.
2. Use the slides to adjust the brightness, contrast, hue and saturation. The border of the
currently selected channel border becomes green.
3. Alternatively, click the Reset button to restore system default settings.

Image Relay-out

brightness —fe e ] '
contrast 4 '

hue ‘ F '
saturation P 4 '

Figure 4-6

4.3.6 Relay Output

Here you can enable or disable the alarm signal of the corresponding port.

Image Relay-out

Figure 4-7
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4.4 Playback Tab (Search)

This section describes how to search for a recorded file and then view it.

1. Click the Playback Tab button. The screen shown in Figure 4-8 appears.
2. Settherecord type, record date, window display mode and channel name.
3. Click the date on the right pane to select the date.

The green highlighted date is system current date and the blue highlighted date means it has
recorded files.

[ . ] Playback U, S—— _

11:53:09 AM ﬂ11.53.I]9AM = ﬂ

14 15 16 17 18 19

n Alarm

Figure 4-8

4. Click the Search button. The corresponding files in the list appear, as shown in Figure 4-9.
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4 Web Service

00 “la
12:00:00 AM j

Channel:1

R
R
R
R
R
R
R
R
R
R
R
R

Speed: 0 KBS
Progress: 0%

Start Time: 00:00:00
End Time: 01:00:00
File Size: T87846 KE

22

Figure 4-9
5. Select the file you want to play and then click the Play button P.

The system begins playback. You can select to playback in full-screen. Note that for one
channel, the system cannot playback and download at the same time. The recording is
automatically saved at the Download folder of the installation directory or you can download
it to a specified directory.

6. Use the Playback Control Bar to implement various operations such as Play, Pause, Stop,
Slow Play, and Fast Play. During playback you can view playback channel and device IP.

7. Select the file(s) you want to download and then click Download button. A dialog as shown
in Figure 4-10 pops up where you can specify file name and path to download the file(s) to
your local PC.

8. Navigate to the desired location and click Save.
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4 Web Service

Savein: | @ Desktop

'x_j My Camputer
:!1_13 My Dacurnents
“’-J My Netwark Places

File pame: ﬂ Save |
Save as type: |dav Files® dav) I 1] Cancel .

Figure 4-10

More
This interface is for searching for recordings or pictures. You can select Record Channel, Record Type

and Record Time to Download. See Figure 4-11.

More fg|
Downlbad  |SetDowrload .| [ Mo [ SizelKB] [ Begin Time | End Time | File Type =
A 1 787888 2013-09-26 11:00:00 2013-09-26 12:00:00 General Main Shre.. 1
sarc 2 787654 201 3405-26 12:00:00 201 3-09-26 1300:00 General [Main Stre.. 1
Channel Type 3 787895 2013-09-26 13:00:00 2013-09-26 14:00:00 General [Main She.. 1
4 787653 2013-09-26 14:00:00 2013-09-26 15:00:00 General Main Shre.. 1
|4 | |arRecods ¥ 5 767668 2001 309-26 15:00:00 201 3-09-26 16:00:00 General [Main Stre... 1
P 3 787662 2013-09-26 16:00:00 2013-09-26 17:00:00 General [Main She.. 1
d 7 787325 2013-09-26 17:00:00 2013-09-25 12:00:00 Gereral [Main Stre.. 1
| /2672013 j |11:53:DB M —= ] 787791 201 3405-26 18:00:00 201 3-09-26 19:00:00 General [Main Stre.. 1
5 q 787631 2013-09-26 19:00:00 2013-09-26 20:00:00 General [Main She.. 1
End Time 10 787850 201309-26 20:00:00 2013-09-26 21:00:00 General [Main Stre.. 1
. 11 787635 2013405-26 21:00:00 201 3-09-26 22:00:00 General [Main Stre.. 1
| w2r2m3 w| 115308 = | 12 787848 20130926 220000  20130326230000  General [Main Ste.. 1
13 7E7ERS 201309-26 23:00:00 2013-09-27 00:00:00 General [Main Stre.. 1
Bit Stream Type  |Main Extra v 14 7a784e 2013-09-27 00:00:00 2013-09-27 01:00:00 General [Main Ske.. 1
15 787645 2013-05-27 07:00:00 2013-09-27 02:00:00 General [Main She.. 1
15 £20544 201309-27 02:00:00 2013-09-27 024716 General [Main Stre.. 1
17 954664 20130927 02:47:16 2013-09-27 04:00:00 General [Main She.. 1
18 787645 2013-09-27 04:00:00 2013-09-27 05:00:00 General [Main She.. 1
15 787855 201309-27 05:00:00 2013-09-27 06:00:00 General [Main Stre.. 1
Dowrload 20 787628 2013-09-27 06:00:00 2013-09-27 07:00:00 General [Main She.. 1
T . 21 787874 201309-27 07:00:00 2013-09-27 02:00:00 General [Main Shre.. 1
S S 22 851198 2013405-27 08:00:00 2013-09-27 09:00:00 General [Main Stre.. 1
[File =] [pav =] P 836554 201309-27 09:00:00 2013-09-27 10:00:00 General [Main She.. 1
24 539447 2013-05-27 10:00:00 2013-09-27 11:00:00 General Main Shre.. 1
25 240786 201309-27 11:00:00 2013-03-27 12:00:00 General Main Stre.. 1
L 18 PP Goo |1 Pase()
Remaote Backup - -
Device Mame Type BLIS Left Space[kB] | Total Space... | Diirectary
Backup device | j
[
Backup type Dav hd £ L
| startback | | |
Figure 4-11
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4 Web Service

Remote Backup

The Remote Backup pane at the left bottom of the pane enables you to backup the recording or
picture to your local USB storage media via the Web remotely. Click the Search button. The
available storage device appears in the window. See Figure 4-12. Select file(s) from the list and then
click the Start backup button. Refer to the Path section on page 168 to set device download path.

Load Nore ﬁl
Dowrload |8t Dowsloa | [He | Size BB) | Begin Time | End Time | File type [c...
el 1 18504 2012-06-18 15:30:00 2012-06-18 16:00:00 Common Main 5... 1
2 6837 2012-06-16 16:00:00  2012-DA-18 16:10:40 Common Main S 1
Channel Type 3 12051 2012-08-16 17:10:42 2012-06-18 17:30:00 Common Main S... 1
4 18454 2012-06-18 17:30:00 2012-06-18 18:00:00 Common Main S... 1
|41 x| a1 Records x| |5 18543 2012-06-18 18:00:00  2012-06-18 18:30:00  Common Main 5... 1
Begin Tine 8 18508 2012-06-18 18:30:00 2012-06-18 19:00:00 Common Main S... 1
7 18477 2012-06-16 19:00:00  2012-DB-18 19:30:00 Common Main S 1
[0z 618 o] [sm0me = |8 18515 2012-06-18 19:30.00 2012-06-1 20:00:00 Commen Main 5... 1
: a 18527 2012-06-18 20:00:00 2012-06-18 20:30:00 Common Main S... 1
End Time 10 18537 2012-06-18 20:30:00  2012-06-18 21:00:00 Common Main 5... 1
— - 11 18517 2012-06-18 21:00:00  2012-06-18 21:30:00 Common Main S... 1
|zotz- e-18 ~| [15:30:52 12 18535 2012-08-15 21:30:00  2012-08-18 Z2:00:00  Common Main = 1
13 18827 2012-06-18 22:00.00 2012-06-1 22:30.00 CommonMain 5... 1
Stream Type MandhStr ean ¥ 14 18835 2012-06-18 22:30:00  2012-06-18 23:00:00 Common Main S... 1
15 188602 2012-06-18 23:00:00  2012-06-18 23:30:00  Common Main 5... 1
16 18829 2012-06-18 23:30:00  2012-06-19 00:00:00 Common Main S... 1
17 18474 2012-06-19 00:00:00  2012-DR-19 00:30:00  Conmon Main S 1
1a 18482 2012-08-19 00:30:00  2012-06-19 01:00:00 Conmon(Main 5. . 1
19 18379 2012-06-19 01:00:00  2012-06-19 01:30:00  Common Main S... 1
Dowrd oad 20 18393 2012-06-19 01:30:00  2012-06-19 02:00:00 Common Main 5... 1
Type Type 21 425 2012-06-19 02:00:00 2012-06-19 02:00:03 Common Main S... 1
22 17886 2012-06-19 02:01:00  2012-DA-19 02:30:00 Conmon Main S 1
[Time x| |oay = |z 18433 2012-06-19 02:30:00 2012-06-19 03:00:00 Common Main 5... 1
24 18482 2012-06-19 03:00:00 2012-06-19 03:30:00 Common Main S... 1
Channsl 25 15493 2012-06-19 03:30:00  201Z-0F-19 04:00°00  ConmonMhain 5. .. 1
1 ~| Stream Type M« yea PP e [T Pace (@)
Begin Time Main Strean =
|zotz- e-18 ~| [15:30:52 ]
nd Time
|zotz- B-18 «| [15:30E
Remote Backup
] Device 1D [ Type BUS Left Space (KE) | Total Sp... | Directory
Baclup devize |[sge5(USE | sdeS (USB DISK) DISK USE T455T44 1817726 /nfs
< >
Backup type g Pl |
| Start back ‘ | |
Figure 4-12

The system begins the backup and the Stop backup button becomes valid. Click it to terminate the
current operation.

A progress bar appears at the bottom of the interface.
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4.5 Alarm

The Alarm tab enables you to set the device alarm type and alarm sound setup.

Alarm Type Alarm Channel
Alarm Type

O Mation Detect O External Alarm

O Video Masking O Disk Error

O video Loss U Disk Full
Operation

- Prompt

Alarm Sound

"] Play Alarm Sound

Sound Path

Figure 4-13

Refer to the following for detailed information.

4.5.1 Alarm Type

Motion Detect. The system alarms when a motion detection alarm occurs.
External Alarm. The system alarms when an external alarm triggers.

Video Masking. The system alarms when the camera is maliciously covered.
Disk Error. The system alarms when a disk error occurs.

Video Loss. The system alarms when video loss occurs.

BEEEEEBE

Disk Full. The system alarms when the hard disk is full.

4.5.2 Operation

1 Prompt. An alarm icon pops up on the Alarm button on the main screen when there is an
alarm.

4.5.3 Alarm Sound

4 Play Alarm Sound. The system sends out an audible alarm when an alarm occurs.
i1 Sound Path. Specify the alarm sound file.
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4.6 Setup

The setup tab provides a location for setting parameters for Channel, Network, Event, Storage,
System, Advanced and Information.

4.6.1 Channel

The Channel section provides a location for setting parameters for Conditions, Video & Audio and
Channel Name.

4.6.1.1 Conditions

The Conditions area enables you to set property information. The settings become valid immediately
after you save them.

Channel

> Channe
Period [4] |00: 00 - 24: 00 [1|oo: 00 - 24: 00
Network

Event Hue ) O

Storage Brrightness - O

System Contrast U O
Advanced Saturation () O

Information
Gain [} 50 8]
Remote Device

White Level 4] |Low V‘ ‘Low

Color Mode |Cu5tormzed 1 v ‘ ‘CLISIDITHZEU 1

Customized ‘ | Default | ‘ Cancel ‘

Figure 4-14
Refer to the following for detailed information.

Channel
Select a channel number from the drop-down list.

Period
This setting divides one day (24 hours) into two time periods. You can set different hue, brightness,

and contrast for day or night.

Hue
This setting adjusts monitor video brightness and darkness level. The default value is 50. The greater
the value is, the greater the contrast between the bright and dark sections.

Brightness
This setting adjusts monitor window brightness. The default value is 50. The greater the number is,
the brighter the video. When you input the value here, the bright section and the dark section of the
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video will be adjusted accordingly. You can use this function when the whole video is too dark or too
bright. Note that the video may become hazy if the value is too high. The value ranges from O to 100.
The recommended value ranges from 40 to 60.

Contrast

This setting adjusts the monitor window contrast. The value ranges from O to 100. The default value
is 50. The greater the number, the greater the contrast. Use this function when the overall video
brightness is OK but the contrast is poor. Note that that the video may become hazy if the value is set
too low. If this value is too high, darker sections may lack brightness while the brighter section may
appear over exposed. The recommended value ranges from 40 to 60.

Saturation

This setting is for adjusting monitor window saturation. The value ranges from O to 100. The default
value is 50. The greater the number, the more intense the color. This value has no effect on the
general brightness of the video as a whole. The video color may become too intense if the value is set
too high. For the gray part of the video, distortion may occur if the white balance is not accurate. Note
that video quality may appear poor if the value is set too low. The recommended value ranges from
40 to 60.

Gain

This function sets the gain value. The smaller the value, the lower the noise. (However, lower gain
may result in a brightness setting too low in the dark environments.) A higher gain value can enhance
the video brightness but video noise may increase.

White Level
The setting enhances video effects. Select from Low, Middle or High.

Color Mode
This includes several preset color modes for adjusting the hue, brightness, contrast, etc. Selections
include: Standard, Soft, Bright, Colorful, Bank or Custom.
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4.6.1.2 Video and Audio
Encode

Video compression settings are made in the Encode screen.

DT

(T e v e EEECVI YU

Channel Encode Snapshot Overlay

> Conditions Channel

plideciiudio Main Stream Sub Stream

> Channel Name Code-Stream Type Regular Video Enable

Network Compression H.264 Compression

S Resolution D1 Resolution CIF

Storage
Frame Rate(FP3) a0 Frame Rate(FPS) 7

System
Bit Rate Type CBR Bit Rate Type CBR
Advanced

_ Bit Rate 2048 Bit Rate 160
Information

Remote Device Reference Bit Rate 896-5120Kb/S Reference Bit Rate 48-320KbIS

O Audio Enable O audio Enable

Audio Encode Audio Encode

[ watermark Enable VWatermark String

Refresh | | Default

Figure 4-15
Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number or All from the dropdown list.

Video Enable
Check the box to enable Sub Stream (lower bandwidth) video. This item is enabled by default.

Code Stream Type

This includes main stream and motion stream. Select different encode frame rates from different
recorded events. The system supports Active Control Frame function (ACF), which enables you to
record in different frame rates. For example, you can use a high frame rate to record important
events, record scheduled events at a lower frame rate and set different frame rates for motion
detection recording.

Compression
Main Stream video supports H.264. The Sub Stream supports H.264, MJPG.

Resolution
The system supports various resolutions. Make your selection from the dropdown list. Main Stream
supports 960H/D1/HD1/2CIF/CIF/QCIF and the extra stream supports CIF/QCIF.
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Frame Rate
Select a value in frames per second. (PAL: 1-25 f/s; NTSC: 1-30f/s)

Bit Rate Type
Select CBR for Constant Bit Rate or VBR for Variable Bit Rate.

Bit Rate

Main Stream Video: Set the bit rate to change the video quality. The larger the bit rate, the better
the quality. Refer to the Reference Bit Rate below.

Sub Stream Video: In CBR mode, the bit rate here is the maximum value. In dynamic video, the
system needs to lower the frame rate or video quality to ensure this value.

Reference Bit Rate.
This lists the recommended bit rate range according to the resolution and frame rate you have set.

Audio Enable
Check the box to enable audio recording.

Audio Encode

If enabled, make your selection from the dropdown: G711a, PCM or G7 1 1u.

Watermark Enable
Check the box to enable a watermark on the video to verify whether the video has been tampered
with.

Watermark String
If enabled above, enter the string you want to appear in the watermark. The default is Digital CCTV.
The maximum length is 85 characters (alpha-numeric and the underline symbol).

Buttons
U Copy. Click this button to copy the current channel’s setup to other channels.
U Save. Click to save the changes you have made.
U Refresh. Click to refresh the web connection.
U Default. Click to return settings on this page to their default values.
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You can use the Snapshot screen for setting parameters for taking still images.

Snapshot

Channel
> Conditions

> Channel Name

1
Mode Timing

Network Image Size CIF (352%240)
Event Quality

Storage Snapshot Frequency

System | l Default
Advanced

Information

Remote Device

Figure 4-16
Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number or All from the dropdown list.

Mode
Select Timing (schedule) or Event (activation).Timing snapshot is valid during the specified period
you set. Activation snapshot is only valid for a motion detection alarm or a camera masking alarm.

Image Size
This is the same as the resolution of the Main Stream. Select from D1, HD1, 2CIF, CIF or QCIF.

Quality
Set the image quality. Select from 1-6, with 6 being the highest.

Frequency
This sets snapshot frequency, ranging from 1s to 7s.

Buttons

Copy. Click this button to copy the current channel’s setup to other channels.
Save. Click to save the changes you have made.

Refresh. Click to refresh the web connection.

(I i Wy W

Default. Click to return settings on this page to their default values.
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The Overlay screen provides options to be displayed over the video screen.

Video Overlay

N

Encode

Snapshot Overlay

Channel

» Conditions

Video&Audio

» Channel Name

Channel |1 2

2013-01-07 00 33 26

Cover-Area

4! Preview [ Monitor
[l channel Display

Network
Event
Storage
System
Advanced [#1Time Display
Information

Remote Device

| Copy | | Save ‘ | Refrash ‘ | Default

Figure 4-17

Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number from the dropdown list.

Cover-Area (Privacy Mask)
This setting enables a privacy mask for the specified video in the Preview (live) or Monitor (playback)
video. The system supports a maximum of 4 privacy mask zones

To enable this feature in live mode, check the Preview box; or to enable in the recorded file for
playback, check the Monitor box, and then click the Setup button.

Channel Display
Enable this function to overlay the channel name in the video window. The name appears in the live
video or the playback video.

Click the Setup button. A field appears for you to enter the desired name. Use the mouse to drag the
Channel Name to the desired position.

Time Display
Enable this function to overlay the time stamp in the video window. The name appears in the live
video or the playback video.

Click the Setup button. Use the mouse to drag the Time icon to the desired position.
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O Copy. Click this button to copy the current channel’s setup to other channels.

Buttons

O Save. Click to save the changes you have made.
O Refresh. Click to refresh the web connection.
O Default. Click to return settings on this page to their default values.

Path
Use the Path screen to set the location if where snapshot images and video recording files are stored.

1. Click the Browse button to set the saved path for the snapshot image (IE on the Live screen)
. [— .
and the recording storage path ( on the Live screen).
The default path is C\PictureDownload and C\RecordDownload.

2. Click the Save button to save the current setup.

ADT

Encode Snapshot Overlay Path

Channel

> Conditions
) n Snap Path C-\PictureDownload Browse
Video&Audio
— _ Record Path C-\RecordDownload Browse
» Channel Name

Network Save

| Defallt

Event

Storage
System

Advanced

Information

Remote Device

Figure 4-18
4.6.1.3 Channel Name

Use this screen to set a name for the camera on each channel. Click the Save button to store your
settings.

aDF

Channel Channel Name

> Video Property

Channel 1 CAMA1 Channel 2 CAM 2 Channel 2 CAM 3 Channel 4 CAM 4
> Video&Audio

Channel5 | CAM 5 Channel& | CAM 6 Channel 7 | CAM 7 Channel8 | CAM 8

Network | |

Save Reiesh | | Defaut

Event

Storage
System
Advanced
Information
Remote Device

Figure 4-19

DVR1604HF-U-E Hybrid DVR User Guide 168



4 Web Service

4.6.2 Network

4.6.2.1 TCP/IP

The TCP/IP screen is for setting up network parameters.

o

Channel WAL

Network

TCRIP

> Connection

Made @ static O DHCP

MAC Address

> WIFI WU 1500

> 3G IP Version 1Pv4 \V‘
> PPPoE IP Address 0. 10 . 4 . 122

> DDNS Subnet Mask 255 .255. 0 0

> IP Filter Default Gateway 0. 10 . 0 . 1

> Email Preferred DNS 8 8 . 8 8

> UPnP Altenate DNS 8 8 4 4

& &ELF U LAN Download

Save Default

Storage

System

Advanced
Information

Remote Device

Figure 4-20
Refer to the following for detailed information.

Mode
Select between two modes: Static or DHCP.

MAC Address
Displays the host MAC address.

MTU
Displays the Maximum Transmission Unit (MTU) value of the network adapter. The value ranges from
1280-7200 bytes. The default setup is 1500 bytes.

MTU modification can affect current network service and may result in a reboot of the network
adapter. When you change the MTU setup, a pop up dialog box appears for you to confirm the setup.
Click the OK button to confirm the reboot or click Cancel to terminate the modification. Before the
modification, check the MTU of the gateway. The MTU of the DVR must be the same as or lower than
the MTU of the gateway. In this way, you can reduce packets and enhance network transmission
efficiency.

The following MTU values are for reference only.
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e 1500: This is the Ethernet information packet maximum value and the default. It is the typical
setup when there is no PPPoE or VPN. It is also the default setup of some routers, switches

and network adapters.
e 1492: Recommended value for PPPoE.
e 1468: Recommended value for DHCP.

IP Version
Select the IP version: Only IPV4 is valid at his time.

IP Address
Use the keyboard to input the IP address and then set the corresponding Subnet Mask and the
Default Gateway.

Preferred DNS
Displays the DNS IP address.

Alternate DNS
Displays the alternate DNS IP address.

LAN Download
If enabled. The system can process the downloaded data, resulting in increased download speeds of
1.6X to 2.0X.

Note:

o When you select the DHCP mode to auto search, the IP Address, Subnet Mask and Gateway
fields are removed.

e If you select Static mode, you manually set the IP Address, Subnet Mask and Gateway.

e [fyou select DHCP mode, you can view the IP Address, Subnet Mask and Gateway from the
DHCP.

e If you switch from the DHCP mode to the Static mode, you must reset the IP parameters.

e |P Address, Subnet Mask, Gateway and DHCP are read-only when the PPPoE dial is OK.
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4.6.2.2 Connection

The connection screen is shown below in Figure 4-21.

Channel Connection

Network

Max Connection 128 (0~128)
> TCP/P

TCP Port 37777 (200~65535)

UDP Port 37778 (200~65535)
> 36 HTTP Port 80 (1~65535)
> PPPoE RTSP Port 554 [128~65535)
> DDNS RTSP Format tsp:/i<Username= <Password>@<IP Address> <Port=/cam/realmonitor?channel=1&subtype=0
> IP Filter channel: Channel. 1-8; subtype: Code-Stream Type, Main Stream 0. Sub Stream 1.
> Email

Save | | Refresh | | Default

> UPnP
> SNMP

> Multicast

> Auto Register
> Alarm Centre
> HTTPS
Event

Storage

System

Advanced
Information

Remote Device
Figure 4-21
Refer to the following for detailed information.

Max connection. This setting is the maximum allowed web connections for one device. The value
ranges from 1 to 20. The default setup is 10.

TCP Port. The default value is 37777. You can input the actual port number.
UDP Port. The default value is 37778. You can input the actual port number.
HTTP Port. The default value is 80. You can input the actual port number.

RTSP Port. The default value is 554.

4.6.2.3 WIFI

This feature is not supported by ADT at this time.

4.6.2.4 3G

This feature is not supported by ADT at this time.
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4.6.2.5 PPPoE

To set up PPPoE:
1. Check the Enable box to enable the PPPoE feature.

2. Input the PPPoE User Name and Password you get from the Internet Service Provider.
3. Click Save.
4. Reboot the device.

The DVR connects to the internet via PPPoE after reboot. You can get the IP address from the WAN in
the IP address column.

Note: You must use the previous IP address in the LAN to login the device. Go to the IP address
item to see the current device information. You can access the client end via this new
address.

aor

Channel [(HHFEE

Network
1 Enable
> TC
User M.
> Connection serame

> WIFI Password
> 3G IP Address

PPPoE

> DDNS Refresh | ‘

Default

> IP Filter
> Email
> UPnP
> SNMP

> Multicast

Storage
System
Advanced
Information

Remote Device

Figure 4-22

4.6.2.6 DDNS
The DDNS page is used to connect various servers so that you can access the DVR via the server.

Requirements: You must have a PC with a fixed IP and DDNS software running. In other words, this
PC is a DNS (domain name server).

To set up DDNS:
1. Go to the corresponding service website to apply for a domain name.
2. Access the system via the domain. It works even if your IP address has changed.
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3. Select DDNS from the dropdown list.

AT

Channel R

Network
O Enable

DDNS Type Quick DDNS v

Server IP Address

Domain Mode (%) Default Domain () Custom Domain Name

Domain Name Lquickddns_com

Email Address (Optional)Please input email address.

> IP Filter
‘ | Refresh | | Default |

> Email
> UPnP
> SNMP

> Multicast

Storage
System
Advanced
Information

Remote Device

Figure 4-23
Refer to the following for detailed information.
Enable. Check the box to enable this function.
Server Type. Select the DDNS protocol from the dropdown list and then enable DDNS function
Server IP. DDNS server IP address
Server Port. DDNS server port.
Domain Name. Your self-defined domain name.
User. The user name you input to log in the server.
Password. The password you input to log in the server.

Update period. The device sends out a live signal to the server regularly. This parameter sets the
interval value between the device and DDNS server.

Quick DDNS and Client End Introduction

1. Background Introduction

The device IP is not fixed if you use ADSL to log into the network. The DDNS function enables you to
access the DVR via the registered domain name. Besides the general DDNS, the quick DDNS works
with the device from the manufacturer to add the extension function.
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2. Function Introduction

The quick DDNS client has the same function as other DDNS client end. It initiates the bonding of the
domain name and the IP address. Right now, current DDNS server is for our own devices only. You
must refresh the bonding relationship of the domain and the IP regularly. There is no user name,
password or the ID registration on the server. At the same time, each device has a default domain
name (Generated by MAC address) for your option. You can also use customized valid domain name
(has not registered).

3. Operation
Before you use Quick DDNS, you must enable this service and set proper server address, port value
and domain name.

e Server address: www.quickddns.com

e Port number: 80

e Domain name: There are two modes: Default domain name and customized domain name.

Except default domain name registration, you can also use customized domain name (You can input
your self-defined domain name.) After successful registration, you can use domain name to login
installed of the device IP.

User Name. This item is optional. You can input your commonly used email address.

IMPORTANT:
e Do notregister frequently. The interval between two registrations must be more than 60
seconds.
e The system may take back the domain name thatis idle for one year. You can get a
notification email before the cancel operation if your email address setup is OK.

4.6.2.7 IP Filter

After you enabled trusted sites function, only the IP listed below can access current DVR. If you
enable blocked sites function, the following listed IP addresses cannot access current DVR.
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Channel

Blocked Sites
IP Address

PPPoE
DDNS
> Email
> UPnP
> SNMP

> Alarm e | Save ‘ ‘ Refresh | | Default

> HTTPS

Event
Storage
System
Advanced

Information

Remote Device

Figure 4-24

4.6.2.8 Email

The Email screen is used to set up email alerts, if you have set them up for sending out an alert in the
event of a triggered alarm.

Channel Erell

Network [ Enable

> TCRAP SMTP Server MallServer
Connection Port 25
i

WIFI
"] Anonymous
3G

User Name
PPPoE

Password
DDNS

; Sender

IP Filter

> UPnP

Encrypt Type NONE v]

Subject Vi
> SNMP ] DVR ALERT Attachment

Multicast Receiver
Auto R

Alarm Centre

>
>
>
>

L S Interval Second (0~3600)

Event D
Health Enable B0 Minute (30~1440)
Storage

Advanced |

Save ‘ | Refresh Default

Information

Remote Device

Figure 4-25
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Refer to the following for detailed information.

Enable
Check this box to enable email function.

SMTP Server
Input the server address and then enable this function.

Port
Default value is 25.

Anonymous

Enable for servers that support the anonymity function, which allows you to automatically login
anonymously. If enabled, you do not need to input the user name, password or the sender
information.

User Name
The user name of the sender email account.

Password
The password of sender email account.

Sender
Sender email address.

Authentication (Encryption mode)
Select SSL, TLS or NONE.

Subject
Input email subject here.

Attachment
Check the box to send out the email of the snapshot picture.

Receiver
Enter the destination (receiver’'s) email address (maximum of three addresses. This supports SSL and
TLS email boxes.

Interval
The send interval ranges from 0 to 3600 seconds. O means there is no interval.

The system will not send out the email immmediately when the alarm occurs. When the Motion
Detection or the Abnormality event activates the email, the system sends out the email according to
the interval you have specified here. This function is very useful when there are too many emails
activated by the Abnormality events, which may result in heavy load for the email server.

Health Mail Enable
Check the box to enable this function.
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Update Period (Interval)

This function enables the system to send out a test email for checking the connection. Check the box

to enable this function and then set the corresponding interval. The system can send out the email

regularly as you set here.

Email Test

The system will automatically send out an email once to verify that the connection is OK. Save the

email setup information before performing the email test.

4.6.2.9 UPnP

This feature enables you to establish the mapping relationship between the LAN and the public
network. Here you can also add, modify or remove UPnP item. See Figure 4-26.

1. Inthe Windows OS, navigate to Start > Control Panel > Add or remove programs.
2. Click Add/Remove Windows Components and then select Network Services from the

Windows Components Wizard.

3. Click the Details button and then check Internet Gateway Device Discovery and Control

client and UPnP User Interface.
4. Click OK to begin installation.

5. Enable UPnP from the Web. If your UPnP is enabled in the Windows OS, the DVR can auto

detect it via My Network Places.

Channel

Network
O Enable © Disable
> TCPAP
Status Searching now__

LAN IP 0 0

> WIFI

s oE WAN IP 0.0

> PPPoE Port Mapping List

(<]

> DDNS No.
> IP Filter
> Email
UPnP
> SNMP

HEEEREE

> Multicast

Service Name

Internal Port

External Port

Sstorage dekiesh ‘ ‘

Default

System
Advanced
Information

Remote Device

Figure 4-26
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4.6.2.10 SNMP

The SNMP screen enables the communication between the network management work station

software and the proxy of the managed device.

aom

Channel SEE

Network
[ Enable
> TCPAP

SNMP Port
> Connection
> WIF Read Community

> 3G Write Community
> PPPoE Trap Address
> DDNS Trap Port
> P Filter SHMP Version

> Email

> UPnP

> Multicast

> Auto

> Alarm Centre

> HITPS

Event

Storage

System

Advanced

Information

Remote Device

161
public

private

162
EIRVENCIRY?]

(0~65535)

(0~65535)

Save | ‘

Refresh | ‘ Default

Figure 4-27

Refer to the following for detailed information.

SNMP Port

The listening port of the proxy program of the device. It is a UDP port not a TCP port. The value ranges

from 1 to 6553b. The default valueis 16 1.

Read Community

This is a string. Itis a command between the manage process and the proxy process. It defines the

authentication, access control and the management relationship between one proxy and one group

of the managers. Make sure that the device and the proxy are the same.

The read community will read all the objects the SNMP supported in the specified name. The default

setup is public.

Write Community

This is a string. Itis a command between the manage process and the proxy process. It defined the

authentication, access control and the management relationship between one proxy and one group

of the managers. Make sure that the device and the proxy are the same.

The read community will read/write/access all the objects the SNMP supported in the specified

name. The default setup is write.
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Trap Address

The destination address of the Trap information from the proxy program of the device.

Trap Port

The destination port of the Trap information from the proxy program of the device. It is for the
gateway device and the client end PC in the LAN to exchange the information. It is a non-protocol
connection port. It has no effect on the network applications. It is a UDP port not TCP port. The value
ranges from 1 to 165535. The default value is 162.

SNMP Version

If you check V1, the system only processes the information of V1.

If you check V2, the system only processes the information of V2.

SNMP V3requires account security verification for the server to connect to the device. If you select
V3, the user name and password fields appear and the V1 and V2 are not selectable.

4.6.2.11 Multicast

Multicast is a transmission mode for data packets. Multicast sends IP datagrams to a group of
receivers in a single transmission. When there are multiple hosts to receive the same data packet,
multicast is the best option to reduce the bandwidth and the CPU load. The source host can send out
just one data packet. This function also depends on the relationship of the group member and the

group.

Channel Multicast

[ Enable
IP Address 42 (224.0.0.0~239.255 266 255)

Port (1~65500)

‘ | Refresh | ‘ Default

> DDNS
> IP Filter
> Email
> UPnP
> SNMP

Storage
System
Advanced
Information

Remote Device

Figure 4-28
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4.6.2.12 Auto Register

The Auto Register page is shown below.

aor

Channel Auto Register

Network

O Enable
> TCPIP
> Connection sener P
> WIFI Port

> 3G Sub-device ID

> PPPoE | | Default

> DDNS

> IP Filter

> Email

> UPnP

> SNMP

> Multicast
Auto Register

> Alarm Centre

> HTTPS

Event

Storage

System

Advanced

Information

Remote Device

Figure 4-29

This function enables the device to automatically register to the proxy you have specified. In this way
you can use the client end to access the DVR via the proxy. In the network service, the device
supports a server address of IPv4 protocol.

To use the Auto Register function:
1. Set the proxy server address, port and sub-device name at the device end.

2. Enable the Auto Register function. The device automatically registers to the proxy server.
IMPORTANT: Do notinput a network default port such as the TCP port number.

The proxy server software is developed from the SDK. Open the software and input the global
setup. Make sure the auto connection port here is the same as the port you set in the
previous step.

3. Now add the device. Do not input default port number such as the TCP port in the mapping
port number. The device ID used here must be the same as the ID you input in Figure 3-43.

4. Click the Add button to complete the setup.
Boot up the proxy server.

When you the network status is Y, the registration is OK. You can view the proxy server when
the device is online.
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IMPORTANT: The server IP address can also be the domain but you must register a domain name

before you run the proxy device server.

4.6.2.13 Alarm Centre

This feature is not supported by ADT.

4.6.2.14 HTTPS

This page can be used to create a server certificate or download a root certificate.

AR pr———————TEm T

Channel

Network
e | Create Server Cenicate | | Download Root Certitcate |

> Connection
> WIFI

> 3G

> PPPoE

> DDNS

> |P Filter

> Email

> UPnP

> SNMP

> Multicast

> Auto Register
> Alarm Centre
Event
Storage
System
Advanced
Information

Remote Device

Figure 4-30

A secure server certificate is a digital certificate issued to a web server by a trusted Certificate
Authority (CA). A server certificate verifies the organization's identity to the client so that the client
can securely browse the organization's website confident that the website belongs to that
organization (not an imposter), and transactions between the server and client are encrypted.

Aroot certificate is either an unsigned public key certificate or a self-signed certificate that identifies
the Root Certificate Authority.
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4.6.3 Event

4.6.3.1 Video Detect

The Video Detect section is used for setting up the type of events for which you want to trigger a
response, such as triggering an alarm, sending an email or taking a snapshot. There are three
detection types that you can set as an event:

e Motion Detect

e Video Loss

e Camera Masking

Motion Detect

Use the Motion Detect screen for setting up a Motion Detection event to trigger an alarm and initiate

recording.

Channel Motion Detect Video Loss Camera Masking

Network
Event

Video Datect i
> Alam
Anti-dither 5 Second(5-600) Sensitivity

> Abnormality

Setu
Storage

System

] Enable 1 2

[¥1 Record Channel ][ 2 ][ 3 ][] 56| 7][8][2][10][11][12] 13][14][15] 18
Delay 10 Second (10-300)

[ Aterm Out (2] [3][4][5][s
Latch 10 Second(1-300)

[ p7z Activation

[ Tour Wl 2 )3 [ ]5][8][7][8][8][10][11]]12][13][14][15][16
[] snapshot Wl 2]z ][] s][6][z][&][2][10][11][12] 13][14] [15] 15
[ video Matrix \I‘

[ Show Message [ send Email ] Alarm Upload Opuzzer O Message

Advanced
Information

Remote Device

| cooy || sae ||  Remesn || Detut

Figure 4-31

The following describes the Detect window:

1 Enable

Check the box to enable the motion detection function. Then select a channel to be enabled from the
dropdown list.

Period
This feature activates the Motion Detection function in the specified time periods.

To set the Motion Detect period:
1. Click the Setup button.
2. Inthe resulting setup dialog (see Figure 4-32), select a day of the week from the drop-down

menu.
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3. For the selected day, check the box for one of the six 24-hour time periods and set the

corresponding recording range.
4. Repeat for other time periods if desired.
5. Click Save. The system reverts to the Motion Detect page.

Setup X |
00: 00 24100
[J 0000 24200
] 00:00 24100
[ 0000 24200
] 00:00 24100
[J 0000 2400
Save H Cancel
Figure 4-32

Note:
o Set the Motion Detect record period.
o Navigate to Storage > Schedule to set the current channel as a scheduled recording.

Anti-dither

This feature sets a delay period before triggering the next Motion Detection event, to avoid re-
triggering on the same event. The delay period begins when the current motion detection event has
ended. The system only stores one event during the anti-dither period. The value ranges from b5s to
600s.

Sensitivity
There are six levels. The sixth level has the highest sensitivity.

Region

Click the Setup button to set Motion Detection zone. There are 396(PAL)/330(NTSC) small zones.
The blue zone is the motion detection zone; the clear zone is the disarmed zone. The system can only
detect motion detect signal from the armed region.

To set the Motion Detection Region:
1. Click the Setup button. A single screen display appears with a grid and semi-transparent
overlay.
The blue zone is the armed (motion detection) zone; the clear zone is the disarmed zone.
The system only detects motion in the blue armed region. The default setup is the entire
screen (all blue).
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2. Drag the mouse to set the motion detection zone. The selected area no longer shows the

overlay.
3. Click Save.

Figure 4-33

i Record Channel
Check the box to enable, and the click the buttons for the channels that you want recorded when the
event is triggered. The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

¥l PTZ Activation
This enables you to set Pan/Tilt/Zoom movement when an alarm occurs.

To set PTZ Activation:
1. Check the box to enable the function.
2. Click the Setup button. The PTZ Activation dialog appears.
3. Make the desired selections for each channel.
4. Click Save.
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PTZ Activation [ X}
Channel 1 Mone [v) a
Channel 2 Mone ™ 0
Channel 3 Mone [v) a
Channel 4 Mone [+ a
Channel 5 Mone [+ a
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ 0

Save H Cancel
Figure 4-34

M Tour
When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the
channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

i Video Matrix

Check the box to enable this function. When an event occurs, the device connected to the SPOT OUT
port on the rear of the DVR displays video output from the selected channel(s) in a 1-window tour.
See the Video Matrix section on page 223 for details on how to set up Video Matrix.

Checkboxes
i1 Show Message. If enabled, a pop up alarm message appears in the local host screen.

Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

LN SN NN

Message. If a 3G network is connected, a message is sent when a motion detection event
occurs. Note: This feature is not supported by ADT at this time.

DVR1604HF-U-E Hybrid DVR User Guide 185



4 Web Service

Use the Video Loss screen for triggering up alarms when no video signal is detected.

Video Loss

Note: Video Loss does not support anti-dither, sensitivity, or region setup.

Motion Detect

Video Loss Camera Masking

Channel

LB [J Enable 1 -
Event
T
> Alam
> Abnormality Record Channel m 2: 3][4][5]6] ? :% o |[10][11][12][13][14][15][16
Storage Delay 10 Second (10-300)
System [ Atarm Out [ 2][3][2][5][s]
Advanced Latch 10 Second(1-300)
TERIEEL [ P2 Activation
Remote Device [ Tour ol [ 2][3][2][5](6][7][8][s]10][11][12][13] [14][15] 16
[ snapshot (ol [ 2][3][2][5](6][7]]8]]8]10][11][12][13][14][15] [ 16
] show Message [send Email [ Alam Upload [ 1Buzzer [ ]Message
| Copy | | Save ‘ ‘ Reiresh | | Defaull
Figure 4-35

The following describes the Video Loss window:

1 Enable
Check the box to enable the Video Loss function. Then select a channel to be enabled from the
dropdown list.

Period

This feature activates the Video Loss function in the specified time periods.

To set the Video Loss period:
1. Click the Setup button.
2. Inthe resulting setup dialog, select a day of the week from the drop-down menu.
3. For the selected day, check the box for one of the six 24-hour time periods and set the
corresponding recording range.
4. Repeat for other time periods if desired.
5. Click Save. The system reverts to the Video Loss page.
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Setup X |
00: 00 24100
[J 0000 24200
] 00:00 24100
[ 0000 24200
] 00:00 24100
[J 0000 2400
Save H Cancel
Figure 4-36

i1 Record Channel
Check the box to enable, and the click the buttons for the channels that you want recorded when the
event is triggered. The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

¥l PTZ Activation
This enables you to set Pan/Tilt/Zoom movement when an alarm occurs.

To set PTZ activation:
1. Check the box to enable the function.
2. Click the Setup button. The PTZ Activation dialog appears.
3. Make the desired selections for each channel.
4. Click Save.
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PTZ Activation [ X}
Channel 1 Mone [v) a
Channel 2 Mone ™ 0
Channel 3 Mone ™ 0
Channel 4 Mone ™ 0
Channel 5 Mone ™ 0
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ 0

Save H Cancel
Figure 4-37

M Tour
When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the
channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes
1 Show Message. If enabled, a pop up alarm message appears in the local host screen.

Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

(SN NI N N

Message. If a 3G network is connected, a message is sent when a motion detection event
occurs. Note: This feature is not supported by ADT at this time.
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The Camera Masking feature alerts you when someone maliciously masks the lens, or the output

Camera Masking

video is in monochrome due to a change in ambient light.

Note: Camera masking does not support anti-dither, sensitivity, or region setup.

Channel Motion Detect

Network
Event ] Enable
Period
> Alarm
> Abnormality Sensitivity
:;2:: [ Record Channel m 201 3(|4ll5[|6][7] &][9||10][11[|12] 13[]14]|15]|16
Advanced Helai 10 Second (10-300)
Information LI Atarm Out II| 2| 3|l4f|l5]|8
Remote Device Latch 10 Second(1-300)
[ P17 Activation
1 Tour E‘2345678910111213141515
1 snapshot dal( 23| 4||5]|| 6|7 8([[9 (10]|11]|12]|13||14]|15[| 16
[ Show Message [Jsend Email ] Alarm Upload [ Buzzer DMessage
| Copy ‘ | Save ‘ | Reiresh ‘ | Default
Figure 4-38

i1 Enable
Check the box to enable the Camera masking function. Then select a channel from the dropdown list.

Period

This feature activates the Camera Masking function for the specified periods.

To set the Camera Masking period:
1. Click the Setup button.
2. Inthe resulting setup dialog, select a day of the week from the drop-down menu.
3. Forthe selected day, check the box for one of the six 24-hour time periods and set the
corresponding recording range.
4. Repeat for other time periods if desired.
5. Click Save. The system reverts to the Camera Masking page.
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Setup X

00-00 —24:00

[

00:00 —24:00
00-00 —24:00
00:00 —24:00
00-00 —24:00

[ I B |

00:00 —24:00

Save || Cancel

Figure 4-39

Sensitivity
There are six levels. The sixth level has the highest sensitivity.

i1 Record Channel

The system automatically activates to record selected channels once a motion detection alarm
occurs. Check the box to enable, and the click the buttons for the channels that you want recorded.
The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

¥ PTZ Activation
This enables you to set PTZ movement when an alarm occurs.

To set PTZ activation:
1. Check the box to enable the function.
2. Click the Setup button. The PTZ Activation dialog appears.
3. Make the desired selections for each channel.
4. Click Save.
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PTZ Activation [ X}
Channel 1 Mone [v) a
Channel 2 Mone ™ 0
Channel 3 Mone ™ 0
Channel 4 Mone [+ a
Channel 5 Mone ™ 0
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ 0

Save H Cancel
Figure 4-40

M Tour
When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the
channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

BEEEEE

Message. If a 3G network is connected, a message is sent when a camera masking event
occurs. Note: This feature is not supported by ADT at this time.
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4.6.3.2 Alarm

This area provides you with the opportunity to set up and activate various alarms. Select from 3 setup
tabs: Local Alarm, Net Alarm and Alarm Out.

Local Alarm

The system detects the alarm signal from the alarm input port.

Channel Local Alarm

Network

Enable
Event
> Video Detect

> Abnormality

Period

Anti-dither Second(5-600) Type |Normal Open

Storage
it [¥] Record Channel 4115|167 9 110 (11]]12[|13]]| 14

System
Delay Second (10-300)
Advanced

) [ Alarm Out allsll 6
Information

Remote Device Latch Second(1-300)

[ pPTZ Activation

[ Tour a |[10][11[[12][13]] 14
[] snapshot 9 [[10]11[]12[]12|]14
[ video Matrix

[ show Message [ send Email Alarm Upload O Buzzer O Message

Copy | | Save | | Refresh | |

Figure 4-4.1

Enable
Check the box to activate the Alarm function.

Alarm
Select the channel number from the dropdown, or else select All.

Period
Click the Setup button. The Setup dialog opens. Here you can set the time period when detection is
enabled.
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Setup X |
00:00 —24:00
[ |00: a0 12400
[J 00:00 —24:00
[1|00:00 _24:00
[J {0000 _24:00
[ |00:00 —24:00
Save || Cancal
Figure 4-42

Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of the period
to enable it. To set your own business day and non-business days, select work day or non-work day
from the drop down list, and then click the Setup button. For example, you can set Monday to Friday
as working days and Saturday and Sunday as non-working days. Click the Save button when
finished.

Anti-dither

This feature sets a delay period before triggering the next alarm, to avoid re-triggering on the same
event for screen prompt, alarm upload, and email notifications. The delay period begins when the
current event has ended, not including the latch time. The value ranges from 5s to 600s. For
example, if you set an anti-dither time of 10 seconds, the activation will last 10seconds when a local
alarm is activated. If another local alarm signal is detected before these 10 seconds have elapsed, the
buzzer, tour, PTZ activation, snapshot, and record channel will be activated for another 10 second
period. However, the screen prompt, alarm upload, and email will not be activated again. After the
10-second anti-dither time has elapsed, a new alarm signal will be generated when another alarm is
detected.

Type
Select the relay type from the dropdown: Normally Open or Normally Closed.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

DVR1604HF-U-E Hybrid DVR User Guide 193



4 Web Service
Alarm Out

Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.

PTZ Activation | X]
Channel 1 Mane v 0 i
Channel 2 Mane v 0
Channel 3 Mane v 0
Channel 4 Mane v 0
Channel 5 Mane v 0
Channel 6 Mane v 0
Channel 7 Mane v 0
Channel 8 Mane v 0
Channel 9 Mane v 0
Channel 10 Nane v 0
Channel 11 Mane v 0
Channel 12 Mane v 0
Channel 13 Mane v 0
Channel 14 Mane v 0
Channel 15 Mane v 0
Channel 16 Mane v 0 vl

Save | | Cancel
Figure 4-43

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to section 3.4.6 Display on page 84 for tour interval setup. However, the alarm tour has higher
priority than the tour setup you set in the Display screen.

Snapshot
Enable this function to take a snapshotimage on the designated channel when an alarm occurs:

Video Matrix

Check the box to enable this function. When an alarm occurs, the device connected to the SPOT OUT
port on the rear of the DVR displays video output from the selected channel(s) in a 1-window tour.
See the Video Matrix section on page 223 for details on how to set up Video Matrix.
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Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

NN NN

Message. If a 3G network is connected, a message is sent when the anomalous occurs. Note:
This feature is not supported by ADT at this time.

Network Alarm

The system detects the alarm signal from the network.

Channel Local Alarm
Network

Enable
Event

> Abnormality

[[J Record Channel 5016 |7 8([]9[(10](11[(12[]13]]|14

Storage Delay

4
Second (10-300)
System =

6
Advanced

Latch

Remote Device L Pz Activation -

[ Tour
O Snapshot
[ video Matrix m

[ show Message [ send Email [ Buzzer [ Message

) Second(1-300)
Information

> Video Detect
s
2
10
2
10

(]
[J Alarm out [1]
(1]
(1]

3
3 5

2134|567 8]||9][|10](11]]12]]|13]]|14
2134|567 8]|9/[|10](11]]12]|13]]|14

Copy | | Save ‘ |

Figure 4-44

Enable
Check the box to activate the Alarm function.

Alarm
Select the channel number from the dropdown, or else select All.

Period
Click the Setup button. The Setup dialog opens. Here you can set the time period when detection is
enabled.
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Setup X |

00:00 —24:00

K|

00-00 —24:00
00:00 — 2400
00:00 —24:00
00-00 —24:00

Oo0O0oOod

00:00 —24:00

Save | | Cancel

Figure 4-45

Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of the period
to enable it. To set your own business day and non-business days, select work day or non-work day
from the drop down list, and then click the Setup button. For example, you can set Monday to Friday
as working days and Saturday and Sunday as non-working days. Click the Save button when
finished.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.
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PTZ Activation

Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel &
Channel 7
Channel 8
Channel 9
Channel 10
Channel 11
Channel 12
Channel 12
Channel 14
Channel 15
Channel 16

Maone
Mane
Mane
Mane
Mane
Mane
Mone
Maone
Mane
Mane
Mane
Mane
Mane
Mone
Maone

Maone

ool o ol|lallo/l|lo| o olla|lao o/lla|lo|lo||lo

Save

Cancel

Tour

Figure 4-46

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)

you have set to record when a motion detect event occurs. The system supports 1/8-window tour.

Refer to section 3.4.6 Display on page 84 for tour interval setup. However, the alarm tour has higher

priority than the tour setup you set in the Display screen.

Snapshot

Enable this function to take a snapshotimage on the designated channel when an alarm occurs:

Video Matrix

Check the box to enable this function. When an alarm occurs, the device connected to the SPOT OUT

port on the rear of the DVR displays video output from the selected channel(s) in a 1-window tour.

See the Video Matrix section on page 223 for details on how to set up Video Matrix.

[N N NS

This feature is not supported by ADT at this time.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Message. If a 3G network is connected, a message is sent when the anomalous occurs. Note:

Note: A network alarm is an alarm signal using TCP/IP. You can use NET SDK to activate a network

alarm. There is no type, anti-dither or alarm upload function.
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If Alarm Out has been enabled to record for either Event > Video Detect or Event > Alarm, this tab can
be used to set up recording status. For each alarm, click to select whether recording is scheduled,
manual or stopped (not recorded). Status for each alarm is indicated at the bottom.

Alarm Out

After the setup is complete, click Save.

Channel Local Alarm

Network

Alarm Type
Event

Schedule
> Video Delect

> Abnormality Stop

Storage

System

Advanced
Information

Remote Device

Figure 4-47

4.6.3.3 Abnormality

This area provides you with the opportunity to set notifications for six possible anomalous status
conditions: No Disk, Disk Error, No Disk Space, Network Disconnection, IP Conflict and MAC Conflict.

No Disk

To enable notification(s) when no disk drive is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:
Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.
Buzzer. If enabled, a buzzer sounds when an alarm occurs.

BEEEEE

Message. If a 3G network is connected, a message is sent when the anomalous occurs.
Note: This feature is not supported by ADT at this time.
3. Click Save.
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No Disk Disk Error Disk No Space Net Disconnection IP Conflict MAC Conflict

ADE

Channel

Network
Enable
Event
5 Show Message [ send Email Alarm Upload Buzzer [J Message
ideo Detec

| Abnomaity | sae || Refmsn

Storage

System
Advanced
Information

Remote Device

Figure 4-48
Disk Error

To enable notification(s) when a disk error is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:
Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.
Buzzer. If enabled, a buzzer sounds when an alarm occurs.
Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT at this time.
3. Click Save.

NN NN

ADT|
Channel No Disk Disk Error Disk No Space Net Disconnection IP Conflict MAC Conflict

Network

Event ] Enable

> Vi Show Message O send Email Alarm Upload Buzzer L[] Message

| Abnommalty | i

Storage

System
Advanced
Information

Remote Device

Figure 4-49

No Disk Space

To enable notification(s) when no disk space is detected:
1. Check the Enable box.
2. Enter the percentage of available disk space to be remaining for the alarm to be triggered.
3. Check the box associated with the desired notifications:
i1 Show Message. If enabled, a pop up alarm message appears in the local host screen.
i1 Send Email. If enabled, an email alert is sent to you when an alarm occurs.
4 Alarm Upload. If enabled, the alarm signal is uploaded to the network.
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¥
¥

Buzzer. If enabled, a buzzer sounds when an alarm occurs.
Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT at this time.

4. Click Save.

Channel

Network

Event

> Video Detec

Storage

System

Advanced

Inform

ation

No Disk Disk Error Disk No Space Net Disconnection IP Conflict MAC Conflict

O Enable Less Than | 20 %

O Show Message O send Email Alarm Upload [ Buzzer [ Message

Save | | Refresh

Remote Device

Figure 4-50

Network Disconnection

To enable notification(s) when the system becomes disconnected from the network:
Check the Enable box.
Check the box associated with the desired notifications:

1.
2.

[N NN

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT at this time.

If desired, set up channels to record if this event occurs:

Clic

Record Channel. The system automatically activates to record selected channels once
the error occurs. Check the box to enable, and the click the buttons for the channels that
you want recorded. The selected channels are highlighted.

Delay. To avoid rerecording the same event, enter the number of seconds to wait after
the event has ended before a new recording can begin. This value ranges from 10s to
300s.

k Save.
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IP Conflict

Net Disconnection

Disk Error MAC Conflict

No Disk Disk No Space

Channel

Network

Enable
Event

& Wi T O Show Msssage O send Email O Buzzer [ Message

Abnormality

Storage Delay 10 Second(10-300)

3
.
:
.
.
.
:
.

[ Record Channe

System
‘ ‘ Refrash ‘

Advanced

Information

Remote Device

Figure 4-51
IP Conflict

To enable notification(s) when an IP conflict is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:
Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Buzzer. If enabled, a buzzer sounds when an alarm occurs.

[N NN

Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT at this time.
3. Click Save.

Channel No Disk Disk Error Disk No Space Net Disconnection IP Conflict MAC Conflict
Network

Event Enable

> - O Show Message [0 Send Email O Buzzer O Message

Storage

Save | | Refresh

System
Advanced
Information
Remote Device

Figure 4-52
MAC Conflict

To enable notification(s) when a MAC conflict is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:
Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Buzzer. If enabled, a buzzer sounds when an alarm occurs.

[N N NS

Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT at this time.
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3. Click Save.

)

Channel No Disk Disk Error Disk No Space Net Disconnection IP Conflict MAC Conflict
Network

Event Enable

> Video O Show Message O send Email O Buzzer [ Message

Abnormality

Storage

Save | | Refresh

System
Advanced

Information

Remote Device

Figure 4-53
4.6.4 Storage

4.6.4.1 Schedule
In the Schedule screen you can add or remove scheduled recordings. See Figure 4-54.

There are four recording modes: Regular (auto), Motion Detect, Alarm and Motion Detect with Alarm.
Make sure you have enabled the corresponding record mode in the Setup > Storage > Conditions.

You can view the current time period setup from the color bar.
1 Greenrepresents general recordings and snapshots
1 Yellow represents motion detect recordings and snapshots
Bl Red represents alarm recordings and snapshots
Bl Blue represents motion detect with alarm recordings and snapshots
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)

Channel Schedule

Network
Channel |1 Pre-record | 4 Second(0~30) DSnapshot DHoliday
Event

Storage M Regular MD W Alarm [l MD&Alarm

> Storage By

Setup
> Reco
Record Monday Setup
System

Advanced e ] HH ] Setup

Information W
Wednesday

Remote Device

Setup

Thursday

Friday

Saturday

Huoliday

Figure 4-54

Options
U Channel. Select the desired channel number. Select All if you want to set for all channels.

O Pre-record. The system can pre-record the video before the event occurs into the file. The
value ranges from 1 to 30 seconds depending on the bit stream.

U Redundancy. The system supports a redundancy backup function, which enables you to
backup a recorded file in two disks. Highlight Redundancy to activate this function.

M Snapshot. Check this box to enable the snapshot function.
4 Holiday. Click this box to enable holiday dates.

Buttons
Copy. Use this button to copy the current channel’s setup to other channels.

To copy one channel’s setup features to others:
1. After making all your selections in the Schedule page, click the Copy button. The channel
selection dialog appears. The current channel name is grayed out.
2. Select the channel(s) to which you want to paste the same setup as for the current channel.
3. Click the OK button.
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il

1 au
Channel 1 L] channel 2
L1 channel 3 L1 channel 4
1 channel 5 L1 channel 6
] channel 7 1 channel 8
Save ‘ ‘ Cancel

Figure 4-55

Save. Click to save the changes you have made.
Refresh. Click to refresh the web connection.
Default. Click to return settings on this page to their default values.

To use the Schedule feature:

1. Select the channel number you want to set up in the Channel dropdown menu.

2. Make selections from options above.

3. Click the Setup button for the desired day. In the resulting setup dialog are six 24-hour time

periods.

1 setup 3
Time Period 1 |00:00 —24:00 Regular 1Mo O alarm O MD&Alarm
Time Period2 | 00:00 —24:00 O reguar O wmo O aam O moasiam
Time Period 3 | 00: 00 —24:00 O reguiar COOmo O alarm [ mD&Alarm
Time Period4 | 00:00 —24:00 O regular O wmo O alarm O MD&AIarm
Time Period5 | 00:00 —24:00 O reguiar O wmo O alarm O MD&AIarm

]
Time Period & |00:00 —24:00 O reguiar O wmo O alarm O MD&AIarm

1 Oan

O Holiday

Sunday O Monday O Tuesday O Wednesday O Thursday O Friday O Saturday

Save H Cancel

Figure 4-56

4. Setthe corresponding recording range for each time period.

o

Repeat for other time periods if desired.

6. Check the box for the desired type of recordings: Regular, Motion Detect, Alarm or Motion Detect
with Alarm.

7. If you would like for these same settings to be used for other days of the week, check the box(es)

corresponding to those day(s).
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8. Click Save. The system reverts to the Schedule page.
9. Click Save.

4.6.4.2 Storage

Local Storage

The Local Storage screen displays information for each HDD. You can also make changes in the HDD
Operation dropdown menu: Set as read and write, read-only, or else format the hard drive.

Local Storage HDD Setting HDD Channel

Channel
Network =

Device Name
Event

HDD 1 Set as read-write HOD || Read-write HDD

Storage

> Schedule

> Record
System
Advanced
Information

Remote Device

HDD Operation Type Status
Normal

Start Time/End Time
2012-12-02 17:18:01/2013-01-08 03:09:41

Free SpacelTotal Space
0GB/ 465.75GB

| | Refresh

Figure 4-57

HDD Setting

Use the HDD Setting page to assign a hard drive to an HDD Group. See Figure 4-58.

To set the HDD to a Group:

1. Inthe row of the hard drive in question, use the drop-down to select the corresponding HDD

Group number.
2. Click Save.
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Channel
Network
Event

Storage

> Record
System
Advanced
Information

Remote Device

Figure 4-58

HDD Channel
Use the HDD Channel tab to assign a channel number to a channel group.

To assign the HDD Channel to a Group:
1. Locate the Channel number on the screen, and use the drop-down to select the
corresponding HDD Group number for that channel.
2. Click Save.

Channel Local Storage HDD Setting HDD Channel

Network
Channel HDD Group Channel HDD Group Channel HDD Group Channel HDD Group

Event Channel 1 1 M Channel 2 1 M Channel 3 1 [ﬂ Channel 4 1

]
Storage Channel § 1 [ﬂ Channel 8 1 [ﬂ Channel 7 1 [ﬂ Channel 2 1 [:]
> Schedule

Save | | Refresh |

» Record

System

Advanced
Information

Remote Device

Figure 4-59
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The FTP tab is used to save a recording or picture to HDD when the network is offline or

FTP

malfunctioning. When the remote directory is not available, the system automatically creates folders
according to the IP, time and channel set here.

Channel Local Storage HDD Sefting HDD Channel

Network
¥! Enable
Event

Server IP
Storage

> Schedule P

Storage User Name

> Record Passwaord O Anonymous
System Remote Directory
Advanced File Length

Information Image Upload Interval
Remote Device

Channel 1 =
Weekday Sunday [V]
Time Period 1 00 - 00 - 24 O garm O wo O Regular
Time Period 2 00 - 24 O garm O wo O Regular

Refresh | | Default

Figure 4-60

To use the FTP feature:
1. Check the Enable box to activate the FTP function.
2. Input the FTP account information:

e FTP Server IP number

e Port number

e User Name and Password you use to log into the FTP.

e  Optionally check the Anonymous box for servers that support the anonymity function,
which allows you to automatically login anonymously. If enabled, you do not need to
input the user name, password or the sender information.

3. Enter the Remote Directory.
4. Enter the upload File Length.

File length is upload file length. When this value is larger than the actual file length, the

system uploads the whole file. When this value is smaller than the actual file length, the

system only uploads the set length and automatically ignores the left section. When interval
value is O, system uploads all corresponding files.

5. Setthe Image Upload Interval.

6. Use the drop-down menu to select the upload file Channel.
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7. Use the drop-down menu to select the day.

8. Setthe Time Period and type of event: Alarm, MD (motion detection) or Regular.
9. Click Save.

4.6.4.3 Record Control

This feature enables you to manually override the automatic record settings.

Aot

Channel e

Network

Record Mode Al1 2 3 45 6 7 8 8 101112131415 16

Event

o Schedule 0000000000000 OQ00
T Manual lofoRoRoXoXolcloXoXoRoXcXoRoRoXoXo!
Storage Stop CQOCCCOCOOOO0O0O0O0O0OOCO

Extra Stream

System Schedule 0000000000000 0O000
Advanced Manual loJooRoXoXololoXoXoRoXoXoRofoXoXo!
Information Stop 0000000000000 0O000

Remote Device

| | Refresh | | Default

Figure 4-61

There are two modes of operation: Main Stream and Extra Stream; and three status settings for each
mode: Schedule, Manual and Stop.

Schedule
Channel records as you have set in recording setup (Main Menu > Setting > Schedule)

Manual
Manual recording has highest priority, overriding the automatic recording setup.

Stop
Stop recording, overriding the automatic record setup.

To use the Record page:
1. Locate the channel you wish to control in the Record Mode row. The settings below the
channel number correspond to that channel.
2. Click the radio button for the desired recording mode for each channel. Settings in the All
column are applied to all channels.
3. Click Save.
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4.6.5 System

4.6.5.1 General
The general screen includes General, Date & Time and Holiday Setup tabs.
General

Available options contained in the General tab are as follows. After making your selections, click the
Save button.

o

Channel General Date&Time Holiday

Network
Device ID
Event

Device Mo &
Storage FHce o =

Language |ENGLISH

System

[ Genert | Video Standard [nTsc

> Account HDD Full [overvvrite

> Display Pack Duration 60 Minute

> Default
stau | Refresh | | Default

> Import & Export
> Auto Maintain
> Upgrade

> RS232

> PTZ
Advanced
Information

Remote Device

Figure 4-62

Device ID
Enter a device name, such as DVR1, etc.

Device No
Enter the channel number.

Language
Select the desired language from the dropdown list.

Note: The device mustrebootin order for a change in the language setting to be activated.

Video Standard
Select the desired video standard from the drop-down list, such as PAL, NTSC, etc.

HDD Full
Select from the drop-down the desired working mode when the hard disk is full:
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e Stop Recording. If the current HDD becomes full and there is no secondary HDD or else it
too has insufficient space, the system stops recording.

e Overwrite. If the current HDD becomes full and there is no secondary HDD or else it too has
insufficient space, the system overwrites the previous files.

Pack Duration

Specify the recording duration. The value ranges from 1 to 120 minutes; the default value is 60

minutes.

Date and Time

Available options contained in the Date & Time tab are as follows. After making your selections, click

the Save button.

)

Channel
Network
Event
Storage
System

> Account

> Display

> Default

> Import & Export
> Auto Maintain
> Upgrade

> RS8232

> PTZ

Advanced

General

Date Format

Time Format

System Time
DST

DST Type

Start Time

End Time
NTP

Time Zone

Server

Port

Interval

Date&Time

YYYY MM DD b
24-HOUR v

Holiday

2013- 09- 30 | 10: 11 08

@ Date O Day of Week

2000- 01 - 01 |00 00

2000- 01 - 01 ||00: 0O

GMT+08:00 3
time.windows.com
123

60

Manual Update

(1~65535)

Minute{0~65535)

Information | [ Refesh ||  Defaul

Remote Device

Figure 4-63

Date Format

Use the drop-down list to select a date format
e YYYMMDD
e MMDDYYYY
e DD MMYYYY

Time Format

Select from the drop-down list from one of two options:
e 24-HOUR
e 12-HOUR.

System Time
This field displays the current system time. Click the Sync PC button to set your PC’s current time as
the system time.
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M DST
Check the box to enable Daylight Savings Time (DST).

DST Type
Set the DST beginning time and ending times, in either a date or week format.

Select the radio button that represents how you want the date displayed:
0 Date. Uses the format selected in the Date Format field.
0 Day of Week. Uses the format: Month Week Day Time, as follows.

Mov ¥ || The 1st Week % || Sunday v 01:00
M NTP
Check the box to enable the Network Time Protocol (NTP) function.

Time Zone
Use the drop-down list to select your time zone adjustment from GMT.

Server
Enter the address of the NTP server. Click the Manual Update button to force a time-sync with the
NTP server.

Port
Set the NTP time server port.

Interval
Set the frequency in minutes at which the device syncs with the time server. You can force a sync
using the Manual Update button. The range is 0-65535 minutes, with a default of 60.

Holiday Setup

Use this tab to set holiday dates.
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3.

Channel General

Network

Holiday Enable

Event

5 i £
Storage Calender ap

System Sun Mon Tue Wed Thu
> Account

> Display

> Default

> Import & Export

> Auto Maintain

> Upgrade

> RS232

> PTZ

Advanced
Information

Remote Device

Figure 4-64

Check the Holiday Enable box.

In the calendar, select the date(s) and year you want to set as a holiday for the current
channel.

Click Save.

4.6.5.2 Account

The Account page enables you to add new users or modify the accounts of existing ones. You can

assign add or delete accounts, change rights or change passwords or assign users to groups.

Rules:

User Names and Group Names can be no longer than 6 characters, including: alpha-numeric
and the underline character.

Passwords must be 1 — 6 numeric characters only.

The factory default setup supports a maximum of 20 User accounts and 8 Group accounts,
with two levels: user and admin. You can assign a user to a corresponding group and then set
the rights for the respective users within the group.

The User name and the Group name must be unique.

One user can only be included in one group.
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Click the User tab to add/remove users or to modify a user account. There are four default users:

admin, 888888, 666666 and a “hidden user” named default. User 66666 only has monitor rights; all

others have administrators right.

The “hidden user” default is for system use only and cannot be deleted. When there is no login user,
default automatically logs in. Monitor rights are set for this user so that you can view channels

without logging in.

Channel
Network
Event
Storage
System

> General

> Display

> Default

> Import & Export
> Auto Maintain
> Upgrade

> RS232

> P12

Advanced

User Name
886838
666666

admin

default

Group
Group Name
admin
user
admin

user

admin(888) "s account

666666 user's account

admin ‘s account

default account

Modify

Authority

Control Panel

Real-time MonitorChannel02
Real-time MonitorChannel06
PlaybackChannel01

Shutdown

Real-time MonitorChannel03
Realtime MonitorChannel07
PlaybackChannel02

Realtime Monitor
Real-time MonitorChannel04
Real-time MonitorChannel08
PlaybackChannel03

Real-time MonitorChannel01
Real-time MonitorChannel05
Playback
PlaybackChannel04

Information

Remote Device

Figure 4-65

To add a user:
1. Click the Add User button. The Add User dialog appears.
2. Enter the User Name, which can be a maximum of 6 characters, including alpha-numeric
characters and the underline.
Enter and confirm the user Password, which must be 1 — 6 numeric characters only.
Use the drop-down list to select a Group for this user.
In the Authority field, check the boxes for the rights you want assigned for this user.
Enter the MAC and an optional Memo for the User.
Click Save.

N o o s w

Note:
e The userrights must not exceed the group rights.
e Asageneralrule, the general user should have lower rights than the administrator.
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To delete a user:

Add User

User Mame
Reuseable -
FPassword

Confirm Password

Group admin [V]
User MAC
Memo
Authority [ select Al
[lcontral Panel
Flshutdown
MIRealtime Monitar

[MIRealtime MonitorChannelo
[IReal-time Monitorchannelo2

Save || Cancel

Figure 4-66

1. Click the Delete button @ The Delete User dialog opens.
2. Click Save to confirm.

Delete User

ﬁ Do you really want to delete now?

Save

Cancel

Figure 4-67

The default user cannot be deleted.

To modify a user:

Click the Modify button . " The Modify User dialog opens.
Make changes to the user’s account as necessary.

1.

ook wNN

To modify the password:
Check the Modify Password box. Additional fields appear.
Enter the Old Password, Enter the New Password, and then Confirm the new Password.
Click Save.
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Modify User

User Name
User Name
Reuseable
Mema
Group

User MAC

0ld Password

Authority

| 666666 v

666866

666666 users account

‘ user M

Madify Password

New Password

Confirm Password

Select All

Fcontral Panel

FIReal-time Manitor
[FIResl-time ManitorChannelo1
[IReal-time ManitorChannel02
[FIReal-time ManitorChannel03

Save | | Cancel

IE:

|*

13

Figure 4-68

Click the Group tab to add/remove groups or to modify a group account.

Channel
Network
Event

Storage

System

> General

| Aot |

> Display

> Default

> Import & Export
> Auto Maintain
> Upgrade

> RS232

> PTZ
Advanced
Information

Remote Device

To add a group:

Account

User

administrator group

user group

4 Web Service

Authority

Control Panel

Real-time MonitorChannel02
Real-time MonitorChannel06

PlaybackChannel01

Real-time Monitor

Real-time MonitorChannel04
Real-time MonitorChannel08
PlaybackChannel03

Shutdown

Real-time MonitorChannel03
Real-time MonitorChannel07
PlaybackChannel02

Real-time MonitorChannel01
Real-time MonitorChannel05
Playback
PlaybackChannel04

Add Group

Figure 4-69

1. Click the Add Group button. The Add Group dialog opens.
2. Enter the Group Name, which can be a maximum of 6 characters, including alpha-numeric

characters and the underline.
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3. Add an optional memo.

4. Check the boxes to select the corresponding rights you want to assign to the group.

5. Click Save.
Add Group | %]
Group Name
Memo
Authority O select Al
Clcentrol Panel "\I
Cshutdown
[CReal-time Monitor
[CReal-time MonitorChannel01
[Oreal-time MonitorChannelo2 w|
Save ” Cancel
Figure 4-70

To delete a group:

1. Click the Delete button @ The Delete Group dialog opens.

2. Click Save to confirm.

To modify a group:

1. Click the Modify button . i . The Modify Group dialog opens.

2. Make changes to the account as necessary.

3. Click Save.

Modify Group

Group
Remark

Authority List

admin v

administrator group
All
Shutdown/Reboot
Live
Record control
HDD
PTZ v

l

Save | { Cangel I

Figure 4-71
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The Display screen includes tabs for setting the GUI, TV Adjust, and Tour.

4.6.5.3 Display

GUI

The GUI tab contains settings that affect the appearance of the graphical user interface. Click the
Save button when you have completed setting your parameters.

Channel TV Adjust Video Matrix

Network

Resolution 128071024
Event

Transparency
Storage

[x] £

System Time Display

[x]

» General Channel Display

=l

> Account Image Enhance

Auto Logout

> Default Startup Wizard

=

Minute(0-60)

0

> Import & Export Mavigation Bar

[

> Auto Maintain

Refresh

| ‘ Default
> Upgrade

> RS232

> PTZ
Advanced
Information

Remote Device

Figure 4-72

Resolution
Use the drop-down list to make your selection:
e 1920x1080
e 1280x1024
e 1280x720
e 1024x768

Note: The system must reboot to activate the current setup.

Transparency
Move the slider to adjust transparency. The value ranges from 128 to 255.

i1 Time Display
Check the box to enable the system time to be displayed on the video monitor.

i1 Channel Display
Check the box to enable the channel number to be displayed on the video monitor.

i Image Enhance
Check the box to optimize the live video image quality.
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Enter a time in minutes after which the system will automatically logout.

Auto Logout

i Startup Wizard
Check the box to enable the wizard to appear at system startup.

i1 Navigation Bar
Check the box to enable the navigation bar to be displayed on the video monitor.

TV Adjust

Use this to adjust margins and brightness settings on the video monitor.

Channel DL

Network
Top Margin <] O

Bottarn Marain <] O

Event

Storage

system Left Margin

> General Right Margin

> Account Brightness A O

Refresh Default

||

> Default

> Import & Export
> Auto Maintain
> Upgrade

> RS232

> PTZ
Advanced
Information

Remote Device

Figure 4-73

To set or edit TV Adjust:
1. Drag the slide bar to adjust each item to the desired setting.
2. After completing the setup, click the Save button.
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The Tour feature presents an alternating display (much like a slideshow) of the channel(s) you have
set to record. The Tour tab enables you to set the tour interval, split mode, tour type. Make your
selections and then click Save.

Tour

Channel

Network
[ Enable Tour
Event

Interval Second(5-120)

[

Storage

= | [on

Split

@
=
X

System

o)
R

> General Channel Group

> Account
| Display |
? Default

> Import & Export

JJNC R R

» Auto Maintain

> Upgrade

> PTZ

7

Advanced

IMotion Tour Type
Information

Alarm Tour Type
Remote Device

| ‘ Refresh | | Default

Figure 4-74

1 Enable Tour
Check the box to enable the tour feature.

Interval
Enter the time in seconds that a channel should be displayed before advancing to the next channel.
The value ranges from 5 to 120s. The default setup is bs.

Split

This section enables you to set how channels are displayed in the tour. The system can support
1/4/8/9/16/250r 36 windows, depending on the number of channels connected to your device. In
the following figure, a one-window display will be used. Channels 1 through 8 will be displayed in
order. You can use the + and — buttons to add or delete channels; and use the up and down arrow
buttons to move a channel to a different location in the sequence.

e View 1 displays 1 window
e View 4 displays 4 windows
e View 8 displays 8 windows, etc.
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View 1

number of
groups

[<]

m— ]

1

group number e

EE R L)

i
E EE A A E EE
[y

Example using Split

Channel Group

zelect all
channels || &

o gdd channels

— — e |ete channels

—ove up list

b .
W m— riove down list

Wiew 1 displays 1 window
View 4 displays 4 windows
VWiew B displays 8 windows

The following example details how to set up add channel groups to a 4- window split and then

change the order in which the channels will be displayed.

1. Use the Window Split drop-down list to select View 4. This configuration contains two

groups:

e Group 1 will simultaneously display channels 1 through 4 for the set interval and then

o  Group 2 will simultaneously display channels 5 through 8

View 1 v|
View 1 T
View 8 _
View 9

4 d 3
At
3 3 B
b
4 4

3]

= oy
EEHEEEEE
(& p]

v

2 Channel Group [

1 1,234 ?

2 5678 5
A
=

=

2. Click the + button to add a new channel group. The Add Channel Group dialog opens.

3. Click numbers 1, 3, b, and 7 to select only odd channels for this new group.
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Add Channel Group R

7 e e [
| Save ‘le | Cancel |

4. Click Save. Group number 3 is added, which includes only odd channels.

View 4 v|
3 Channel Group [+
1 1234 ?
2 [ 5678 .
3 1,357 =

« |

5. Click the + button again but this time click numbers 2, 4, 6, and 8 to select only even
channels for the new group number 4, and click Save.

6. Torelocate group 4 to be displayed before group 3 in the tour, select group 4 and then click
the up arrow button. Group 4 is now number 3.

View 4 v |View 4 vl
4 Channel Group _i' 4 Channel Group _i'
1 1234 = 1 1234 =
2 56.7.8 N 2 56,78 %
3 1357 % 3 [¥] 2468 &
4 2468 ¥ |:> 4 1357 Y

7. Toremove groups 1 and 2 from the tour without deleting them, click the respective boxes to
clear the checkmarks.
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View 4 v
4 [ Channel Group +
1 [0 1234 —
2 [ 5678 =
2
3 2468 i
v
4 1.3.5.7

8. To completely remove groups 1 and 2, select them and then click the — button. What were
labeled as groups 3 and 4 are now groups 1 and 2, respectively.

| View 4 v
2 Channel Group +
1 2468 ?
2 1357 =

Motion Tour /Alarm Tour Type

Set the type of tour split to show for the Motion Detect Tour/Alarm Tour:
e View 1 displays the 1 window mode.
e View 8 displays the 8 window mode
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Video Matrix

When an alarm occurs while this feature is enabled, the device connected to the SPOT OUT port on
the rear of the DVR displays video output from the selected channel(s) in a single-window spot tour.
In the Video Matrix dialog you can set the matrix output channel and its interval.

Channel

Network
[ Enable Tour
Event

Interval 5 g
Storage 2 Second(5-120)

System Split View 1 l"]

> General Channel Group +

Default

R S
o ora

Import & Export

@
@ o

Auto Maintain

Upgrade

e
EEEEEEEEEE

© @

PTZ
10 [v]
Advanced

Information Save | ‘ Refresh | | Default

Remote Device

Figure 4-75

4.6.5.4 Default

The Default page enables you to reset default settings to all sections of the web service from one
location. Here you can select the Channel, Network, Event, Storage, or System sections individually;
or else you can check the All box to select all items. Check the boxes for the sections you wish to
reset and then click the Set Default button.

ADE

Channel Default

Network
Al

Channel Network Event

Event
Storage

Storage System Remote Device
System

> General
> Account

> Display

> Import & Export

> Auto Maintain

> Upgrade

> R

> P1Z

Advanced

Information

Remote Device

Figure 4-76
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The Import / Export page provides a method for using parameters set for either the Web Service or

4.6.5.5 Import/Export

local PC-based system and transferring them to the other location.

aor

Channel Import&Export

Network

Event | Config Import || Config Export |

Storage
System
> General
> Account
> Display
> Default

po po
> Auto Maintain
> Upagrade
> RS8232
> PTZ
Advanced
Information

Remote Device

Figure 4-77

Import. This feature displays an Open dialog that you can use to navigate to and select local PC setup
files to import to the Web Service.

Export. This feature opens a Save As dialog that you can use to export the corresponding Web
Service settings to your local PC.

To perform one of these functions, click the corresponding button and then use the resulting dialog
to navigate to the desired location.

4.6.5.6 Auto Maintenance

The Auto Maintain page enables you to setup automatic system reboots and deletion of old files at
pre-set intervals.

To setup Auto Reboot:
1. Use the drop-down menu to select the day of the week for the reboot.
2. Input the time of day for the reboot.
3. Click Save.
4. Forinstant results, click Manual Reboot.

To setup Auto Delete:
1. Use the drop-down menu to select the frequency of the auto delete.
2. Click Save.
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3.

Channel
Network
Event

Storage
System

> General
> Account
> Display
> Default

> Import & Export

> Upgrade

> R

> P
Advanced
Information

Remote Device

4.6.5.7 Upgrade

If you want to use the auto delete old files function, you must set the file period.

Auto Maintain

bt R 02

Auto Delete Old Files | Never M

Manual Reboot

‘ Save | ‘ Refresh

Figure 4-78

The Upgrade page enables you to install the latest firmware files.

To upgrade you DVR:

1.
2.

extension.

Channel
Network
Event

Storage

System

> Default

> Import & Export

> Auto Maintain

Advanced
Information
Remote Device

Click the Browse button.
In the ensuing dialog, navigate to and select the upgrade file. The filename will have a .bin

Click the Update button. During the upgrade process, do not unplug the power cable or
network cable, or shutdown the device.

Upgrade

Select Firmware File

Figure 4-79
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4.6.5.8 RS232

This dialog is for setting up your RS232 connections.

RS232

Network

Function Console ]
Event

Storage Baud Rate 115200 [v]
System Data Bit 3 [v]
> General Stop Bit 1 vl
> Account Parity None [v]

> Display | | Refresh | | Default
> Default

> Import & Export
> Auto Maintain
> Uparade

> PTZ

Advanced

Information

Remote Device
Figure 4-80
The dialog contains five items:

Function
There are various devices for you to select from the dropdown:
e Console (the default) is for use with the COM or software to upgrade or debug the program.
o Keyboard is for controlling the device via a special keyboard.
e Adapter (transparent COM) is for connecting to the PC to transfer data directly.
e Protocol COM is for the Text Overlay function.
o Net Keyboard is for using the network keyboard to control the device.
e PTZ Matrix for connecting to the peripheral matrix control.

Baud Rate
Select the proper baud rate from the dropdown. The defaultis 115200.

Data Bits
Select the proper data bit. The value ranges from b to 8. The defaultis 8.

Stop Bits
Select 1 or 2. The defaultis 1.

Parity
Select from five choices: None, Odd, Even, Mark or Null. The default is None.

After completing the setup, click the Save button. The system returns to the previous menu.
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4.6.5.9 PTZ
The Pan/Tilt/Zoom (PTZ) interface is shown in Figure 4-82.
Before setup, check that the following connections are correct:

e PTZ and decoder connection
e Decoder address setup
e Decoder A (B) line connects with DVR A (B) line

Click the Save button after you complete the setup.

Channel

Network
Channel 1
Event

Protocol MO
SEeen MONE

System Address
> General Baud Rate
Data Bit
Stop Bit

> Default Parity

> Import & Export
Refresh | ‘

Default

> Auto Maintain
> Upgrade
>

PTZ
Advanced
Information

Remote Device

Figure 4-81
Refer to the following table for detailed information.

Channel
Select channel to which the PTZ camera is connected.

Protocol
Select the corresponding dome protocol such as PELCO D.

Address
Set the corresponding PTZ camera address. The default value is 1.
Note that your setup here must comply with your PTZ camera address.

Baud Rate
Select the dome baud rate. Default setup is 9600.

Data Bit
Default setup is 8. Set this according to the PTZ camera dial switch setup.

Stop bit
Default setup is 1. Set this according to the PTZ camera dial switch setup.

Parity
Default setup is none. Set this according to the dial switch setup on the PTZ camera.
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4.6.6 Advanced

4.6.6.1 Text Overlay

The Text Overlay feature, which is intended for financial applications, overlays credit card information
over the video image. There are two Sniffer Mode types: COM or Network.

COM Type

Select the COM Sniffer Mode when using the RS232 port on the rear of the DVR for the overlay. Text
Overlay in COM mode is shown below in Figure 4-82.

Channel Text Overlay

Network

Sniffer Mode

Event

Protocal [ONE

Storage

System Setting

Advanced Oz iz E E @ ‘Z ‘E
Overlay Mode Preview Encode

Information Querlay Position |Top Left

Remote Device | Save

Figure 4-82

The following describes the various entries in the COM mode screen. Make your selections as
described below and then click Save.

Sniffer Mode
Select COM from the drop-down menu.

Protocol
Make a selection from the dropdown list: POS or NONE.

Setting
Click the COM Setting button to open a dialog for making RS232 settings. Refer to section 4.6.5.8
RS232 on page 226.

Overlay Channel
Check the numbers representing the channel(s) on which you want to overlay the card number.

Overlay Mode
Check the box for the option(s) you want to enable: Preview and Encode. Preview means the card
number is overlaid in the live video. Encode means the card number is overlaid in the recorded file.

DVR1604HF-U-E Hybrid DVR User Guide 228



4 Web Service

From the dropdown list, select the position where you want the overlay to appear: Top Left, Top
Right, Bottom Left, and Bottom Right.

Overlay Position

NET (Network) Type

Select the NET Sniffer Mode when using the network connection on the rear of the DVR for the
overlay. The Text Overlay screen in network mode can be set up in two different types: with or
without the ATM/POS protocol.

With the Protocol

For network mode with the ATM/PQOS protocol, you must set the source IP and destination IP.
Sometimes, you will also need to input corresponding port number.

Channel Text Overlay

Network

Sniffer Mode

Event

Protocal |aTiPoS

Storage

Setti ATMIPOS
System S

Overlay Mode Preview Encode

Advanced
Ovetay Position  [Tp Let

Information |

Save | |

Remote Device

Figure 4-83

Sniffer Mode
Select NET from the drop-down menu.

Protocol
Select ATM/POS.

Setting
Click the ATM/POS button to open the Setup dialog, as follows.
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ATM/POS | X}
Sniffer Group Sniffer Group1 i
Source IP Address 0 0 0 0 Source Port 0
Destination IP Address 0 0 0 0 Destination Port 0
Recerd Channel (4]0 2)[3]lallsle]lz]]e]

Key Words1 1 0 o]
Key Words2 1 0 53
Key Words3 1 0 '\-_éj
Key Words4 1 0 @.}
Key Words5 1 0 @
Key Words 1 0 55
| Save ‘ | Cancel |
Figure 4-84

Overlay Mode
Check the box for the option(s) you want to enable: Preview and Encode. Preview means the card
number is overlaid in the live video. Encode means the card number is overlaid in the recorded file.

Overlay Position
From the dropdown list, select the position where you want the overlay to appear: Top Left, Top
Right, Bottom Left, and Bottom Right.

Without the Protocol

The Text Overlay screen in network mode without the ATM/POS protocol is shown in Figure 4-85.

Channel Text Overlay

Network

Sniffer Mode NET

Event

Protocol POS
Storage

System SZE
Advanced Overlay Channel E E ‘E E E

Overlay Mode Preview Encode

Information Overlay Position ‘Tup Left

Save

Remote Device ‘

Figure 4-85
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The following describes the various entries in the POS protocol screen:

Sniffer Mode
Select NET from the drop-down menu.

Protocol
Select POS from the drop-down menu.

Setting
Click the Network Setup button to bring up the IP Setup dialog.

IP Setup X
Source |P Address 0 ] a a
Source Port 0
Destination IP Address 0 0 0 0
Destination Port 0
Save | ‘ Cancel
Figure 4-86

Source IP refers to the host IP address that sends out information, which is usually the device host.
The Destination IP refers to other systems that receive information. Usually you do not need to set
the source port and target port.

There are a four IP groups. The Record Channel applies only to one group (optional). Having six
Frame ID groups can help ensure validity of the information.

Overlay Channel
Click the numbers representing the channels on which you want to overlay the card number.

Overlay Mode
Check the box for the option(s) you want to enable: Preview and Encode. Preview means the card
number is overlaid in the live video. Encode means the card number is overlaid in the recorded file.

Overlay Position
From the dropdown list, select the position where you want the overlay to appear: Top Left, Top
Right, Bottom Left, and Bottom Right.
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4.6.7 Information

4.6.7.1 Version

The version screen displays system hardware features, software version, release date, etc. The listed
information is for reference only.

Channel Version
Network
Record Channel:
Event
Alarm In:
Storage
Alarm Out:

System

Advanced SM: YPA1DQ2400115

Information System Version: 2.616.0000.0, Build Date: 2013-01-05
> Log
> Online User

Remote Device

Figure 4-87
4.6.7.2 Log
This screen displays the system log. See Figure 4-88. Refer to the following for parameter
information.
Type

Log types include: System Operation, Configuration Operation, Data Operation, Event Operation,
Record Operation, User Management and Log Clear.

Start Time
Set the start time of the requested log.

End time
Set the end time of the requested log.

Search
Select the log type from the drop down list and then click the Search button to view the list.
Click the Stop button to terminate current search operation.

Detailed Information
You can select one item to view detailed information.

Clear
You can click this button to delete all displayed log files. Note that the system does not support clear
by type.

Backup
Click this button to backup log files to the local PC.
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Channel

Network Start Time (2013-

Types [ 41 v] Malched 127 logs Lag Time 2013-01-05 00:29:13 — 20130106 03:15:32

01 - 05| 00:00:00 End Time 2013- 01 - 07 |/ 00: 00: 00

Event

Storage

No.
System '
1 2013-01-05 00:29:13 Userloggedin
LETERESE 2 2013-01-05 00:29:20 System Upgrade 3
Information 3 2013-071-05 00:33:43 System Upgrade
4 2013-01-05 00:33:43 Shut down
5 2013-01-05 D0'33:43 Bootup
- [ 2013-071-05 00:33:43 Video Loss
> Online Us
7 2013-01-05 D0'33:43 video Loss
Remote Device -
8 2013-01-05 003343 Video Loss o

System Log Info

M2y M GoTa 1| (@)

Figure 4-88

4.6.7.3 Online User

The Online User page is shown below in Figure 4-89.

Channel
Network

Username Group Name IP Address
1 admin admin 10.10.6.5 2013-01-06 02:54:53

User Login Time
Event

Storage
System
Advanced

Information

Remote Device

Figure 4-89
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Click Add Device to add a remote device. The following screen appears.

4.6.8 Remote Device

Channel Remote Device

Network
e 0o 10.10.4.151
Storage O 10.10.6.162 8999 onvif
System 0 10.10.6.44 80 onvif
F—— 0 10.10.6.86 2000 onvif
10.10.6.87 8089 onvif
Information o
i O 10.10.6.44 37777 PZC2EW32000068 onvif IP Camera
[CETE D50 0o 10.10.6.87 40005 TZCACW15200022 onvif IP Camera
O 10.10.6.86 40008 YZCALW0G400006 onvif IP Camera
> ConnectlLog O 10.155.7 37777 90_02_a9_ 98_05 Onvif IP Camera >
| Devica searsh | | Add | Display Filter | Null ]
Channel  Modify Delete Status 1P Address TCP Port Device ID Remote Channel Manufacturer Type
(] 17 £ (%] 10.10.6.67 40005 1 Dahua IP Camera
O 18 v (%] 10.10.6.188 37777 1 Dahua
Delete | | Manual Add | ‘ Refresh
Figure 4-90

Device Search button
1. Click this button to search for an IP address. This includes the device IP address, port, device
name, manufacturer and type.
2. Click the item name to refresh the display order.
Click the IP address and the system displays the IP addresses from small to large.
4. Click the IP address again and the icon appears. The system displays IP addresses from large
to small. Click other items to view their information.

w

Add button
Click to connect to the selected device and add it to the Added Device list in the lower half of the
screen.

Note: The system cannot add a new device if the device you want to add has the same IP and
TCP port as another device in the list.

Display Filter
Click the dropdown to filter the specified devices displayed in the added device.

Added Device field

‘
e Modify: Click the . button or double click a device in the list to change the channel setup.

e Delete: Select one device in the Added Device list and then click @ to remove.
[~

L

e Status: means the connection is OK and =El means the connection failed.
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4 Web Service

If you select a device on the Added Device list, and then click the Delete button, the device is

disconnected and then its name is removed from the list.

Manual Add button

Click to add the IPC manually. The port number is 37777. The default user name is admin and

password is admin.

Manual Add

Channel
Manufacturer

IP Address

TCP Port

Username
FPassword

Remote Channel Mo.

Cecode Buffer

19

Frivate
192.168.0.0
37777
admin

LId L]

1

280

{1~65535)

ms(80~480)

Save

|| Cancel |

Figure 4-91

Channel: The dropdown list here displays unconnected channel number. Set the remote channel

connection in the main dialog.

Note:

e This hybrid DVR supports the IPC from many popular manufacturers such as Sony, Hitachi,
Axis, Samsung, Dynacolor, Arecont, Onvif and Dahua.

o The system default IP address is 192.168.0.0. If you do not input an IP address, the system
will not add the current IP address.

e You cannot add more than one device at a time using the Manual Add feature.
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Set start time, end time and channel number, and then click Search to view the corresponding

4.6.8.1 Connect Log

connection log of current channel.

)

Connect Log

Channel
Network Start Time 2013- 03 - 04 || 00 :© 00 : 00 End Time (2013- 03 - 06 || 00 : 00 : 00
Storage
Channel Time P
System No. Event
1 17 2013-03-05 08:50:45 10.10.6.87 Userloggedin
Advanced
Information
Remote Device
> Add Device
Figure 4-92

4.7 Logout

Click the Logout button to log out of the Web Service. The system reverts to the Login dialog. You
must input your username and password to log in again.

Username : |admin |

Password : | |

@ AN O WAN

| Login || Cancel |

Figure 4-93

4.8 Un-install Web Service

You can use web un-install tool “uninstall web.bat” to un-install web control.

Note: Be sure to close all web pages before you un-install.
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Appendix A Troubleshooting and Daily Maintenance

Troubleshooting

1. DVR does not boot up properly
Possible reasons:
e Input power is not correct
e Power connection is not correct
e Power switch button is damaged
e Program upgrade is wrong
e  HDD malfunction or something wrong with the HDD ribbon
e Seagate DB35.1, DB35.2, SV35 or Maxtor 17-g has a compatibility problem —
Upgrade to the latest version to solve this problem.
e Front Panel error
e Main board is damaged

2. DVR often automatically shuts down or stops running
Possible reasons:
e Inputvoltage is not stable or it is too low.
e HDD malfunction or something wrong with the ribbon
e Video signal is not stable
e Working environment is too harsh; too much dust
e Hardware malfunction

3. System cannot detect hard disk
Possible reasons:
e HDD isdamaged
e HDD ribbon is damaged
e HDD cable connection is loose
e Main board SATA port is damaged

4. There is no video output whether it is the one-channel, multiple-channel or all-channel
output
Possible reasons:
e Program is not compatible—upgrade to the latest version.
e Brightness is set to 0. Restore factory default setup.
e Thereis novideo input signal or it is too weak
e Check the Privacy Mask setup or your screen saver
e DVR hardware malfunction
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5. Real-time video color is distorted
Possible reasons:
e When using BNC output, the NTSC and PAL setup is not correct. The real-time video
displays in monochrome
e DVR and monitor resistance is not compatible
e Video transmission is too long or is excessively degraded
e DVR color or brightness setup is not correct

6. Cannot search local recordings
Possible reasons:
e HDD ribbon is damaged
e HDD is damaged
e Upgraded program is not compatible
o Therecorded file has been overwritten
e The Record function has been disabled

7. Video is distorted when searching local recordings
Possible reasons:
e Video quality setup is too low
e Program read error, bit data is too small. If there is a mosaic pattern in the full screen—
Restart the DVR to solve this problem
e HDD dataribbon error
e HDD malfunction
e DVR hardware malfunction

8. Time display is not correct

Possible reasons:
e Setupis not correct
e Battery contactis not correct or voltage is too low
e Crystal is damaged

9. DVR cannot control Pan/Tilt/Zoom (PTZ)
Possible reasons:
e Front panel PTZ error
e PTZ decoder setup, connection or installation is not correct.
e Cable connection is not correct.
e PTZ setup is not correct.
e PTZ decoder and DVR protocol is not compatible.
e PTZ decoder and DVR address is not compatible
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10. Motion detection function does not work

Possible reasons:

Period setup is not correct

Motion detection zone setup is not correct
Sensitivity is too low

For some versions, there is a hardware limitation

11.Cannotlog in

Possible reasons:

The ActiveX control has been disabled

Display card driver needs to be upgraded to dx8.1 or higher
Network connection error

Network setup error

Password or User Name is invalid

Client end is not compatible with the DVR program

12.There is a mosaic pattern on the screen—no video when viewing live video or playback file
Possible reasons:

Poor network quality

Client end resources are limited

There is a multicast group setup on the DVR. This mode can result in a mosaic screen.
Usually this mode is not recommended.

There is a Privacy Mask or channel protection setup

Current user has no right to monitor

DVR local video output quality is of poor quality

13. Network connection is not stable

Possible reasons:

Network is not stable

IP address conflict

MAC address conflict

PC or DVR network card is damaged

14.Burner error /USB back error

Possible reasons:

Burner and DVR are on the same data cable

System uses too many CPU resources.—Stop recording first, and then begin the backup.
Data amount exceeds the backup device capacity. It may result in burner error.

Backup device is not compatible

Backup device is damaged
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15.Keyboard cannot control DVR
Possible reasons:
e DVR serial port setup is not correct
e Addressis not correct
o When there are several switchers, power supply is not sufficient
e Transmission distance is too far

16. Alarm signal cannot be disarmed
Possible reasons:
e Alarm setup is not correct.
e Alarm output has been opened manually
e Input device error or connection is not correct
e Some program versions may have this problem. Please upgrade your system.

17. Alarm function does not work
Possible reasons:
e Alarm setup is not correct
e Alarm cable connection is not correct
e Alarm input signal is not correct
e There are two loops connected to one alarm device

18. Remote control does not work
Possible reasons:
e Remote control address is not correct
e Distance is too far or control angle is too small
e Remote control battery power is low
e Remote control is damaged or DVR front panel is damaged

19. Recording storage insufficient
Possible reasons:

e Camera quality is too low.
e Lensisdirty.
e Cameraisinstalled facing a light source
e Camera aperture setup is not correct
e HDD capacity is insufficient
e HDD is damaged

20. Cannot playback the downloaded file
Possible reasons:
e Thereis no media player
e Requires graphic acceleration software upgrade to DXB8.1 or higher
e There is no DivX503Bundle.exe control when you play the file transformed to AVI via the
media player
e Thereis no DivX503Bundle.exe or ffdshow-2004 1012 .exe in Windows XP OS.
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Daily Maintenance

e Check and maintain the device regularly.

o Regularly use a brush to clean the board, socket connector and chassis.

e Properly ground the device to protect against video disturbances.

e Keep the device away from static or induced voltage.

o Unplug the power cable before you remove the video signal cable or RS485 cable.

e To avoid HDD malfunction, always shut down the device properly using the Shutdown
function in the menu or by pressing the power button on the front panel for at least three
seconds.

e Locate the device away from the direct sunlight or other heating sources.

e Ensure that the device is properly ventilated.
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Appendix B Specifications

Feature Parameter Description
System Main Processor High-performance industrial embedded micro controller
oS Embedded LINUX

System Resources  Multiplex operations: simultaneous multiple-channel record,
multiple-channel playback and network operation

Interface User-friendly graphical user interface
Input Devices USB mouse
Input Method Alphanumeric characters

Shortcut Function  Copy/paste operation, USB mouse right-click shortcut menu,
double click USB mouse to switch screens

Compression Video H.264/MJPEG
Standard Compression
Audio G.711A
Compression
Video Monitor  Video Input IP: 8 channels @720p or 4 channels @1080p;
Analog: 16 channels, BNC
Video e 1channel PAL/NTSC, BNC (1.0VP-P, 75Q) composite video
Output signal output
e 1 channel HDMI output
¢ 1 channel VGA output
¢ 1 channel matrix output
e Supports TV/VGA/HDMI/SPOT OUT video output at the same
time
Video Standard PAL (625 line, 50f/s), NTSC (525 line, 60f/s), Effio 960H camera
Video Partition 1/4/8/9/16 windows
Monitor Touring Supports monitor tour functions such as motion detection, alarm
and scheduled auto control
Resolution Resolution:1920x 1080, 1280x1024, 1280x720, 1024x768

For IP: View all channels in live and playback mode @ 720p or

1080p, full frame rate

For Analog: View all channels in live and playback mode @ 960H,

full frame rate

Supports dual streams.

Main Stream supports: 960H/D1/HD1/2CIF/CIF/QCIF;

Extra Stream: CIF (352x288/352x240), QCIF (176x144/176x120)
Image Quality 6-level image quality (Adjustable)

Privacy Mask The system supports one privacy mask of user-defined size in full
screen, with a maximum of 4 zones
Image Information  Channel information, time information and privacy mask zone

TV Adjust Adjusts TV output zone suitable to anamorphic video

Channel Lock Cover secret channel with blue screen (though system is encoding
normally) to prevent unauthorized users from viewing

Channel Channel name, recording status, screen lock status, video loss status

Information and motion detection status are shown on the bottom left of display
screen

Color Hue, brightness, contrast, saturation and gain setup for each

Configuration channel
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Appendix B Specifications

Feature Parameter Description
Hard Disk Hard Disk 2 SATA ports, up to 32TB
Hard Disk Video: 56-900MByte/h
Occupation
Record and Record Mode Manual, Motion Detection, Schedule and Alarm recording
Playback Priority: Manual > Alarm > Motion Detection > Schedule
Record Length 1 to 120 minutes single record duration (default setup is 60 min)
Record Rate IP: Max 16 channels @ D1/8 channels @720p/4 channels @ 1080p;
Analog: All Channels @ 960H (25/30fps)
Playback Repeat When hard disk is full, system can overwrite previous video file
Record Search Various search engines such as time, type and channel.
Playback Mode Various fast play, slow play speeds, manual frame by frame
playback and reverse play mode
File Switch e Can switch to previous or next file or any file in current play list

e Can switch to file on other channel of the same time

e Supports file continuous play: when the current file ends, plays the
next file on the current channel

Multi-channel 1-channel, 4-channel, 8-channel, 9-channel and 16-channel
Playback
Window Zoom Switch between self-adaptive screen/full screen during playback
Partial When in one-window full-screen playback mode, you can select any
Enlargement zone to activate partial enlargement function.
Backup Backup Mode Supports peripheral USB backup device (flash drive, portable disk,
Function etc.)

1 eSATA port, up to 16TB; Supports eSATA device backup
Supports network download and backup

Network Network Control View monitor channel remotely
Function

DVR configuration through client end and web browser

Upgrade via client or browser to initiate remote maintenance

View alarm information such as external alarm, motion detection
and video loss via client

Supports network PTZ lens control

Supports file download backup and playback

Multiple devices share information via corresponding software such
as professional surveillance software (ADT VideoView)

Duplex transparent COM

Network alarm input and output

Motion Motion Detection e Zone setup: supports 396 (PAL 22x18, NTSC 22x15) detect zones
Detection and e Various sensitivity levels
Alarm e Alarm can activate record, external alarm or screen message
prompt
Video Loss Alarm can activate screen message prompt
External Alarm Supports record activation or external alarm activation or screen
message in specified period
Manual Alarm e Enable or disable alarm input channel
Control e Supports analog alarm signal to specific alarm output channel
Alarm Input 16 channels alarm input—select alarm type: normally open or
normally closed
Alarm Output 5 channels relay output, one of which can control +12VDC output
Alarm Relay 30VDC, 2A; 25VAC, 1A (Alarm activation)
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Appendix B Specifications

Feature Parameter Description
Interface USB Interface 4 ports USB2.0 (2 Rear, 2 Front)
Network 2 RJ45 self-adaptable Ethernet ports (10/100/1000Mbps)
connection
RS485 1 PTZ control port supports various PTZ control protocols
RS232 Ordinary COM (Debug), keyboard connection and transparent serial
port (COM input and output via network)
System Hard Disk Displays HDD current status
Information Information
Data Stream Data stream statistics for each channel (in wave mode)
Statistics
Log statistics e Backup to 1024 log files
e Supports various search engines such as time and type
Version Displays version information: channel amount, system version and
release date
On-line user Displays current on-line user
User User Management e  Multi-lever user management; various management modes
Management e Integrated management for local user, serial port user and

network user

Configurable user power

Supports user /group and its corresponding rights modification
No limit to the user or group amount

Password modification

Administrator can modify other user’s password

Account lock strategy

Three times login failure may result in buzzer beeps

Five login failures in thirty minutes can result in account lock

Password
Authentication

Upgrade USB, client end or upgrade tool

Login, Logout and Shutdown Password login protection to ensure safety
User-friendly interface upon login.
Provides the following options: Logout /Shutdown/ Restart
Authentication rights for shutdown to ensure only authorized
people can turn off DVR

General Power 100~ 240 VAC, 50/60 Hz
P t
arameters Power Consumption 40W (without HDD)

Working 32°Fto 131°F(0°Cto 55°C)
Temperature
Working Humidity 10% ~ 90%
Air Pressure 86kpa ~ 06kpa
Dimensions 2U: 17.3x 18.1x 3.5 inches (440 x 460 x 89mm)
(Wx D xH)
Weight 14.3Ib (6.5kg), excluding HDD
Installation Mode Desktop/rack installation
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Appendix C Compatible Backup
Device List

Note: Upgrade the DVR firmware to the latest version to ensure the accuracy of the table below. If
you use a USB drive, confirm that the formatis FAT or FAT32.

Appendix C Compatible Backup Device List

Compatible USB Drive List

Manufacturer Model Capacity
Aigo L8315 16GB
Kingax Super Stick 128M
Kingax Super Stick 256M
Kingax Super Stick 512M
Kingax Super Stick 1G
Kingax Super Stick 2G
Kingston DataTraveler I 1G
Kingston DataTraveler | 2G
Kingston DataTraveler 1G
Kingston DataTraveler 2G
Kingston Data Traveler 1G
Kingston Data Traveler 16GB
Kingston Data Traveler 32GB
Kingston Data Traveler Locker+ 32GB
Lexar Lexar 256MB
Maxell USB Flash Stick 128M
Maxell USB Flash Stick 256M
Maxell USB Flash Stick 512M
Maxell USB Flash Stick 1G
Maxell USB Flash Stick 2G
Netac U210 128M
Netac U210 256M
Netac U210 512M
Netac U210 1G
Netac U210 2G
Netac U208 4G
Netac u228 8GB
Sandisk Cruzer Micro 512M
Sandisk Cruzer Micro 1G
Sandisk Cruzer Micro 2G
Sandisk Cruzer Freedom 256M
Sandisk Cruzer Freedom 512M
Sandisk Cruzer Freedom 1G
Sandisk Cruzer Freedom 2G
SanDisk Cruzer micro 2G
SanDisk Cruzer micro 8G
SanDisk Ti Cool 2G
SanDisk Hongjiao 4G
Sandisk 250 16GB
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Appendix C Compatible Backup
Device List

Manufacturer Model Capacity
Teclast Ti Cool 128M
Teclast Ti Cool 256M
Teclast Ti Cool 512M
Teclast Ti Cool 1G

Compatible USB DVD Burner List

Note: Upgrade the DVR firmware to the latest version to ensure the accuracy of the table below.

Manufacturer Model

Sony DRX-S70U
Benq TW200D

Compatible SATA HDD List

NOTE: Upgrade the DVR firmware to the latest version to ensure the accuracy of the table below.
SATA HDD should be used for the DVR with SATA port. ADT recommends a HDD of 500GB to 4TB
capacity.

Manufacturer Series Model Capacity :Iloor::le
Hitachi HitachiCinemaStar™ HCP725050GLA380 500G SATA
5K500
Hitachi HitachiCinemaStar™ HCT721050SLA360 500G SATA
7K1000.B
Hitachi HitachiCinemaStar™ HCT721075SLA360 750G SATA
7K1000.B
Hitachi HitachiCinemaStar™ HCT721010SLA360 1T SATA
7K1000.B
Maxtor DiamondMax 20 STM3320820AS 320G SATA
Maxtor DiamondMax 20 STM3250820AS 250G SATA
Samsung Samsung—HA HA500LJ/CE 500G SATA
Samsung Samsung—HA HA751LJ 750G SATA
Samsung Samsung—HA HA101UJ/CE 1T SATA
Samsung Samsung—HD HD502HI/CEC 500G SATA
Samsung Samsung—HD HD103SI/CEC 1T SATA
Samsung Samsung—HD HD154Ul/CE 1.65T SATA
Seagate Seagate SV35.1 S§T3250824SV 250G SATA
Seagate Seagate SV35.1 ST3500641SV 500G SATA
Seagate Seagate SV35.2 ST3250820S8V 250G SATA
Seagate Seagate SV35.2 ST3320620SV 320G SATA
Seagate Seagate SV35.2 ST3500630SV 500G SATA
Seagate Seagate SV35.2 ST3750640SV 750G SATA
Seagate Seagate SV35.3 ST3250310SV 250G SATA
Seagate Seagate SV35.3 ST3500320SV 500G SATA
Seagate Seagate SV35.3 ST3750330SV 750G SATA
Seagate Seagate SV35.3 ST31000340SV 1T SATA
Seagate Seagate SV35.4 ST3320410SV 320G SATA
Seagate Seagate SV35.4 ST3250311SV 250G SATA
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Appendix C Compatible Backup
Device List

. . Port

Manufacturer Series Model Capacity Mode

Seagate Seagate SV35b.b ST3500410SV 500G SATA

Seagate Seagate SV35.5 ST3500411SV 500G SATA

Seagate Seagate SV3b.b ST310005255V 1T SATA

Seagate Seagate SV35.5 ST31000526SV 1T SATA

Seagate Seagate SV3b.b ST1000VX000 1T SATA

Seagate Seagate SV35.5 ST2000VX003 2T SATA

Seagate Seagate SV3b.b ST2000VX002 2T SATA

Seagate Seagate SV35.5 ST2000VvX000 2T SATA

Seagate Seagate SV35b.b ST3000VX000 3T SATA

Seagate Seagate PipelineHD  ST3320410CS 320G SATA

Seagate Seagate Pipeline HD ST3320310CS 320G SATA

Seagate Seagate PipelineHD  ST3500422CS 500G SATA

Seagate Seagate Pipeline HD ST3500321CS 500G SATA

Seagate Seagate Pipeline HD2 ST3250412CS 250G SATA

Seagate Seagate Pipeline HD2 ST3320311CS 250G SATA

Seagate Seagate Pipeline HD2 ST3500414CS 500G SATA

Seagate Seagate Pipeline HD2 ST3500312CS 500G SATA

Seagate Seagate Pipeline HD2 ST31000424CS 1T SATA

Seagate Seagate Pipeline HD2 ST31000322CS 1T SATA

Seagate Seagate Pipeline HD2 ST1000VMO002 1T SATA

Seagate Seagate Pipeline HD2 ST1500VMO002 1T SATA

Seagate Seagate Pipeline HD2 ST2000VMO002 2T SATA

Seagate Seagate Pipeline HD2 ST2000VMO003 2T SATA

Seagate Seagate ST3500514NS 500G SATA
Constellation ES

Seagate Seagate ST31000524NS 1T SATA
Constellation ES

Seagate Seagate ST32000644NS 2T SATA
Constellation ES

Seagate Seagate ST2000NMOO11 2T SATA
Constellation ES

Seagate Seagate ST1000NMOO11 1T SATA
Constellation ES

Seagate Seagate ST500NMO011 500G SATA
Constellation ES

Seagate Seagate ST2000NMOO031 2T SATA
Constellation ES

Seagate Seagate ST1000NMOO031 1T SATA
Constellation ES

Seagate Seagate ST500NMO0031 500G SATA
Constellation ES

Seagate Seagate ST2000NMO0O051 2T SATA
Constellation ES

Seagate Seagate ST1000NMOO051 1T SATA
Constellation ES

Seagate Seagate ST500NMO0O051 500G SATA
Constellation ES

Seagate Seagate ST33000650NS 3T SATA
Constellation ES.2

Seagate Seagate ST32000645NS 2T SATA

Constellation ES.2
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Appendix C Compatible Backup
Device List

. . Port
Manufacturer Series Model Capacity Mode
Seagate Seagate ST33000651NS 3T SATA
Constellation ES.2
Seagate Seagate ST32000646NS 2T SATA
Constellation ES.2
Seagate Seagate ST33000652NS 3T SATA
Constellation ES.2
Seagate Seagate ST32000647NS 2T SATA
Constellation ES.2
Westem Digital  Cariar SE WD3200JD 320G SATA
Westem Digital  Cariar SE WD3000JD 300G SATA
Westem Digital  Cariar SE WD2500JS 250G SATA
Westem Digital  Cariar SE16 WD7500KS 750G SATA
Westem Digital  Cariar SE16 WD5000KS 500G SATA
Westem Digital  Cariar SE16 WD4000KD 400G SATA
Westem Digital  Cariar SE16 WD3200KS 320G SATA
Westem Digital  Cariar SE16 WD2500KS 250G SATA
Westem Digital WD Caviar SE16 WD2500YS-01SHBO 250G SATA
Westem Digital WD Caviar RE16 WD3200YS-01PGBO 320G SATA
Westem Digital WD Caviar RE2 WD5000YS-01MPBO 500G SATA
Westem Digital WD AV—AVJS WD2500AVJS-63WDAO 500G SATA
Westem Digital WD AV—AVJS WD3200AVJS-63WDAO 320G SATA
Westem Digital WD AV—AVJS WD5000AVJS-63YJAO 500G SATA
Westem Digital WDAV-GP—AVCS WD5000AVCS-63H1B1 500G SATA
Westem Digital WDAV-GP—AVCS WD7500AVCS-63ZLB0O 750G SATA
Westem Digital WDAV-GP—AVCS WD3200AVCS 320G SATA
Westem Digital WDAV-GP—AVCS WD2500AVCS 250G SATA
Westem Digital WDAV-GP—EVCS WD 10EVCS-63ZLB0O 1T SATA
Westem Digital WDAV-GP—EVCS WD20EVCS-63ZLB0O 2T SATA
Westem Digital WDAV-GP—AVVS WD3200AVVS-63L2B0O 320G SATA
Westem Digital WDAV-GP—AVVS WD5000AVVS-63ZWB0O 500G SATA
Westem Digital WDAV-GP—AVVS WD7500AVVS-63E1B1 750G SATA
Westem Digital WDAV-GP—AVVS WD7500AVVS-63E1B1 750G SATA
Westem Digital WDAV-GP—EVVS WD 10EVVS-63E1B1 1T SATA
Westem Digital WDAV-GP—EVDS WD 10EVDS-63N5B1 1T SATA
Westem Digital WDAV-GP—EVDS WD 15EVDS-63V9B0 1.5T SATA
Westem Digital WDAV-GP—EVDS WD20EVDS-63T3B0O 2T SATA
Westem Digital WDAV-GP—AVDS WD5000AVDS-63U7B0 500G SATA
Westem Digital WD AV-GP WD3O0EURS 3T SATA
Westem Digital WD AV-GP WD25EURS 2.5T SATA
Westem Digital WD AV-GP WD20EURS 2T SATA
Westem Digital WD AV-GP WD 15EURS 1.6T SATA
Westem Digital WD AV-GP WD 10EURS 1T SATA
Westem Digital WD AV-GP WD 10EURX 1T SATA
Westem Digital WD AV-GP WD7500AURS 750G SATA
Westem Digital WD AV-GP WD7500AVDS 500G SATA
Westem Digital WD AV-GP WD500AVDS 500G SATA
Westem Digital WD AV-GP WD 10EUCX 1T SATA
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Device List
Appendix D Compatible CD/DVD Device List

Note: Upgrade the DVR firmware to the latest version to ensure the accuracy of the table below.

Manufacturer Model Port Type Type

Sony DRX-S50U USB DVD-RW
Sony DRX-S70U USB DVD-RW
Sony AW-G170S SATA DVD-RW
Samsung TS-H653A SATA DVD-RW
Panasonic SW-9588-C SATA DVD-RW
Sony DRX-S50U USB DVD-RW
BenQ 5232WI USB DVD-RW

DVR1604HF-U-E Hybrid DVR User Guide 249



Appendix E Compatible Display
List

Appendix E Compatible Display List

Refer to the following table for compatible displays.

Brand Model Dimension (in inches)
BENQ (LCD) ET-0007-TA 19-inch (wide screen)
DELL (LCD) E178FPc 17-inch

BENQ (LCD) Q774 17-inch

BENQ (LCD) Q7T3 17-inch

LENOVO (LCD) LXB-L17C 17-inch

SANGSUNG (LCD) 225BW 22-inch (wide screen)
HFNOVO (CRT) LXB-FD17069HB 17-inch

HFNOVO (CRT) LXB-HF769A 17-inch

HFNOVO (CRT) LX-GJ556D 17-inch

Samsung (LCD) 2494HS 24-inch

Samsung (LCD) P2350 23-inch

Samsung (LCD) P2250 22-inch

Samsung (LCD) P2370G 23-inch

Samsung (LCD) 2043 20-inch

Samsung (LCD) 2243EW 22-inch

Samsung (LCD) SMT-1922P 19-inch

Samsung (LCD) T190 19-inch

Samsung (LCD) T240 24-inch

LG (LCD) W1942SP 19-inch

LG (LCD) W2243S 22-inch

LG (LCD) W2343T 23-inch

BENQ (LCD) G900HD 18.5-inch

BENQ (LCD) G2220HD 22-inch

PHILIPS (LCD) 230E 23-inch

PHILIPS (LCD) 220CW9 23-inch

PHILIPS (LCD) 220BW9 24-inch

PHILIPS (LCD) 220EW9 25-inch
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Appendix F Compatible Switcher
List

Appendix F Compatible Switcher List

Refer to the following table for compatible switchers.

Brand Model Network Working Mode
D-LinK DES-1016D 10/100M self-adaptive
D-LinK DES-1008D 10/100M self-adaptive
Ruijie RG-S1926S There are five network modes

AUTO

HALF-10M

FULL-10M

HALF-100M

FULL-100M
H3C H3C-S1024 10/100M self-adaptive
TP-LINK TL-SF1016 10/100M self-adaptive
TP-LINK TL-SF1008+ 10/100M self-adaptive
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Appendix G Compatible Wireless
Mouse List

Appendix G Compatible Wireless Mouse List

Refer to the following table for compatible devices.

Brand Model

SINTifliE V80

Rapoo 3500

Logitech M215
Shuangfeiyan Tianyao G7-630
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